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1. WHcrannsums CK3U Kpurmmolpo CSP

YcraHoBka aucrtpmbytusa CK3U Kpuntolpo CSP go/mkHa Npou3BOANTBLCS NOMb30BaTENEM, UMEIO L UM
npasa aaMMHUCTpaToOpa.
Ons yctaHoBKM NporpaMMHoOro obecneyeHuns BCTaBbTe KOMMAKT-AUCK B AUCKOBOA,.

Switch to english

VeTaHo

m

Apxutektypa x86/x64
Apxutektypa ltanium

[pumeyaHus K BeINycKy
O630p aoKymMeHTaLum
Ob3op aucka

i s Caiir 000 KPUMNTO-NPO

PucyHok 1. YctaHoBka CK3U Kpunrtollpo CSP

Bbibepute ynobHbIi ans Bac a3bik ycTaHOBKM U AUCTpUOYTWMB, COOTBETCTBYHOLWUA WMCNONb3yeMOW
onepauunoHHOM cucTeMe.

|..| MpuMevaHme. TakKxe yCTaHOBKa MOXET NpOn3BOANTLCA C ANCTpubyTuea, nonyyeHHoro c canta OO0
== KPUMNTO-MPO. B TakoM ciydyae nosib30BaTeENO HYXHO 3anyCcTuUTb daiin auctpnbytmuea CSPSetup.exe.

MNepen 3anyckoM MacTepa yCTaHOBKM BbIBOAUTCS AMANOMOBOE OKHO, B KOTOPOM AOCTYMNEH Bbl6Op YypOBHSA
3awmuweHHocTn (KHonka Onuum).

2 CSPSetup

KPUMTOIPO - KNHOYEB0E CNOBO B 38LLMTE MHBODMALLAM

http: ffervow. cryptopro.ru

BnaropapuM 3a Beibop KpunTollpo CSP.

[ns npogom«eHna yoTaHoBKK HaamTe “fanee”,
ANA YCTEHOBKM CNELMMYECKMK HACTPoeK, - "Onun™,

ECni Bhl HE 3H3ETE, YTO BLIOMPaThL, HEKMUTE
"Nanee”,

PucyHok 2. Hayano ycTaHOBKM

B CK3M KpunTollpo peann3oBaHbl knacchl 3awmntbl KC1, KC2, KC3 cornacHo TpeboBaHmam ®CE Poccuu.
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[l CSPSetup

A3k YCTaHOBKK:

CKpbITE Naneeg OTmMena

PucyHok 3. Bbi6op ypoBHs 6e30nacHOCTH

YKkaxurte Tp66yeMbIl7I YPOBEHb 6630I'IaCHOCTVI, €C/IM OH OT/IMYaeTCd OT 3Ha4YeHUs No ymonyaHuio. Nocne
3TOro MOXHO nepexoanTb K pa60Te C MacCTtepoM yCTaHOBKMW.

5. Ycranoeka "Kpwntollpo CSP”

Bac npuBeTCTBYET NPOrpaMMa yCTaHOBKH
"KpunTolpo CSP (KC1)"

MporpamMMa BeNQAHMT YoTaHoBky HpunTaollpo CSP 4.0
Ha KOMMEIOTEp. [ANA NPOACMHEHWA HEXMMUTE KHOMKY "fanee”,

~ Yoo
f LAy
CryptoPro
(\ o MPEAYTIPEX{AEHWME: LaHHaA nporpaMmMa SallkileHa SaKkoHamMm
) oft ABTOPCKMY NPABAX 1M MEXA YHAPOAHBIMY COMNALIEHAAMIA,

4 P
| I /

v b

azan Oanee > OTmeHa

PucyHok 4. NpuBeTtcTBEeHHOE OKHO MacTepa YCTaHOBKM

Ecnn Ha MmawwnHe 6bina yctaHoBneHa 6onee paHHsAs Bepcusa CK3U KpunTtolpo CSP, To B OKHe nosBuTCA
nHpopmaumna o6 obHoBNsSIEMO BEPCUM:
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1 ¥cradoeka "KpwnTtollpo CSP”

Bac NpUBETCTBYET NPOrpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC1)"

MporpaMMa BeINGNHKT yoTaHoBKy HpunTolpo C5F 4.0.9184°
Ha KOMNBKOTED, [ANA NPOAMTHEHMA HEHMATE KHoNKY "danse”,

CReayiouwme NpoayKTel BYAyT FaMelleHEl KOMIOHEHTAMMN
YCTEHAEMMESEMOH BEDCUN:

KpunTolpo CSP 4,0,9183

CryptoPro
('\ |::"|
)

‘ Il_r'xll

W

PucyHok 5. YcTaHOBKa C 3aMeljeHMeM KOMIMOHEHTOB
Ona npogomkeHunsa ycraHoekn Kpuntollpo CSP HaxxmuTe Qanee.
BHMMaTenbHO NpouYnTanTe ML EH3NOHHOE cornaleHmne, KoTopoe BbIBOAUTCS NPpU NepBO yCTaHOBKe

JanbHenwas YCTaHOBKa Npon3BoAUNTCA B COOTBETCTBUU C coobuweHnsamm, BbiaaBaeMbiMn MacTepoM.
B npouecce ycTaHOBKU MOXET 6bITb npeasioXeHo:

o BBECTU CEPUIHbIN HOMED JINLLEH3UN KPUNTONpOoBanaepa;

o 3aperucrpupoBaTb AOMOJHUTEIbHbIE CYHNTbIBATENN KIKOYEBOW MHMDOPMaLLNK;

HaCTPOUTb AOMNOAHUTENbHbIE AATUYMKKM clydYanHbix Yncen (ans yposHen KC2 n KC3);

o

o

HaCTpoOWTb KPMNTONpPOBalaep Ha NCNOAb30BaHne cnyx6bl XxpaHeHMs kao4yen (ansg yposHs KC1)
OTn napaMeTpbl MOXHO M3MEHUTbL MOC/Ie 3aBepPLUEHUS YCTaHOBKKM Yepes naHesnb ceokcTB KpunTollpo CSP.

Ons koppekTHon paboTbl Kpuntollpo CSP nocne 3aBepueHns yCTaHOBKN HEOH6X0AMMO nepesarpy3mTb
KOMMblOTEp B C/lydae, eC/iv Nob30BaTENO NpeafnaraeTcs nepesarpyska.

B npouecce ycTaHOBKM MacTepoM MoXeT 6biTb MpeasioxkeH Bbi6op Hanbonee noaxoAsiero BuAa
YCTaHOBKM.
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1l Ycranoeka "Kpuntolpo CSP"
By yCTaHOBKA
Bblﬁl:ll:l HEMEDHEE NoAXOAAWErD BUAA YCTaHOBKM,

BribepuTe BUA YCTAHOBKM,

() OBbiunan

ByOeT yCTEHOBNEH CTAHAAPTHBIN HA00P KOMMOHEHT.

(®) Bribopounan

Bblﬁl:lp HE0BX0AMMEIX KOMIOHEHTOE nporpaMMel M NankK
YCTEHOBKM, Pacc4MTada Ha onbITHEIX NonNb30BaTENENA,

PucyHok 6. Bbi6bop Buaa ycTaHOBKM

Mo ymonuaHuio (BuA yctraHoBku «O6blMHaA») yCcTaHaBAMBAOTCA TOIbKO OCHOBHble dannbl Ans paboThbl
CK3M (ans Windows Server 2008 no yMon4aHMIO Takxe ycTaHaBnumBaeTcsa «[panBepHasa 6ubnmoteka CSP»).
Mpn Heo6Xx0AMMOCTU MOXHO M3MEHUTb HA6OP KOMMNOHEHTOB A5 YCTaHOBKMW :

1) Ycranoeka "Kpwuntollpo CSP”

BoibopouyHan ycTaHoBKa

BblﬁEpHTE KOMNOHEHTEI NpOrpaMMbl, KOTOPBIS HeoDxoauMo YCTaHOBMTE.

UlenKHMTE 3HAY0K B CTIMCKE HKBHE, YTOBE! MEMEHMTE Cnocob YCTAHOBKM KOMMOHEHTS.

OnKcaHWe KoMNoHeHTa

Dafnel, HeobxoaWMElE 4nA
paboThl NpoayKTa.

........ {JCHOBHbIE thaknel

--------- =) - | OcHosHble daline (x64)

--------- PacuupeHHan COBMECTUMOCTE C NPOAYKTaMM M
--------- Cny#Ga ¥paHEHMA KIoYek

--------- Revocation Provider

--------- KpunTonposaigep yposHs Aaapa OC
CoBMecTHUMoCTs € KpunTolpo CSP 3.6

CoBmecTimMocTs € Kpunmolpo CSP 3.0

< >

Manka:

C:\Program Files (x&a)\Crypto Pro\CSPY, T

Mogckaska < Hazaa OTmena

PucyHok 7. BbibopoyHasa ycTaHOBKa

PacuwunpeHHas coBMeCTUMOCTb € npoayktamm Microsoft - O6ecneynBaeT COBMECTMMOCTb C TAKUMMU
npunoxeHusamn, kak Microsoft Office, Outlook Express. Heo6xoamuma ansa Bxona B CMCTEMY MO CMapT-KapTaM.

Cny»x6a xpaHeHus kntouen - ObecneuymBaeT XpaHEHUE, NCNOb30BaHWE U K3 WWMPOBaHME KIOYel B
oTaenbHoM cepBuce OC. Mo ymonyaHuIo BKIKOYEHa Ansa ypoBHS 6e3onacHoctn KC2 n KC3 (noapo6bHo onucaHa B
pa3gene YcraHoBKa napaMeTpoB 6e3o00acHoCTH).

Revocation Provider - MexaHun3M npoBepKu TeKyLero cratyca ceptudukaTa c ucnonbsosaHmem OCSP.
fBnsieTca AONOSHEHMEM K CTaHZapTHOMYy MexaHu3aMy Windows npoBepku ctaTyca cepTudmnkata Ha OCHOBe
cnmcka oTo3BaHHbIX cepTudukatos (COC, CRL). Kpome 3TOro npeaocrasniseT BO3MOXHOCTb UCMOJIb30BaHUS
COC, BbiNywWeHHbIX N0 NMpasuaam, onucaHHbiM B RFC 3280.
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KpuntonpoBaiaep ypoBHs sigapa OC- Heob6xoamm ansi paboTbl KpynTonpoBaiaepa B cnyxb6ax u aape
Windows (TLS-cepBep, EFS, IPsec).

CoBmectnMocTb ¢ Kpunrtollpo CSP 3.6 - PerucrpupyeT mMeHa npoBalaepoB, COBMeCTUMble C
Kpuntolpo CSP 3.6. HeobxoAMMO TONbKO MpW HannMuum B XxpaHunuwe <«JIM4yHble» CcepTUPUKaToB.,
ycTtaHoBneHHbIX ¢ Kpuntollpo CSP 3.6.

CoBmectnMocTb ¢ Kpunrtollpo CSP 3.0 - PerucrpupyeT MMeHa nposBanaepoB, COBMECTUMble C
Kpuntolpo CSP 3.0. HeobxoAMMO TONbKO MpW HanMuum B XxpaHunuwe <«JInyHble» cepTudUKaToB,
ycTtaHoBneHHbIX ¢ Kpuntollpo CSP 3.0.

MpumMmeyvaHue. B coctae Kpuntollpo CSP SDK, BxoAWT onmMcaHue napamMeTpOB KOMaHAHOW CTPOKMU
|!!| yctaHoBwmka Windows (\CHM\msi-readme.txt), koTopble yaA06HO Wucnonb3oBaTb AN
aBTOMATMYeCKOro pa3eepTbiBaHUs aucrtpmbyTumea.

MNocne HaxaTnsa Ha [lanee MacTepoM YCTaHOBKM NpeanaraeTcs 3anjiaHnpoBaTh MW OTMEHUTb YCTaHOBKY
6nbnmoTeKk NOAAEPXKKN CYUTBIBAaTENEN, @ TaKXKe MPUHATb pelleHne o BKIIYEHUN DYHKLNOHAaNa HakonaeHns
MHdopmMaLumm 06 NCNONb30BaHHbIX CbE MHbIX KMOYEBBLIX HOCUTENAX. [TOMUMO 3TOro, TaKke He06X0AMMO BKIIIOUUTL
peX WM YCUIEHHOTO KOHTPO/IS UCMOJIb30BaHUS Kto4ve . [JaHHbIN peXXnM OCyLL eCcTBASET KOHTPOSIb CPOKa AeNCTBUS
OONrOBPEMEHHbIX KAYEN 3/1eKTPOHHOW MOANMUCK U KIIOYEBOro o6MeHa, KOHTPOJIb AOBEPEHHOCTU KNOYEN
NpOBEPKWN 3JIEKTPOHHOM MOANMUCU U KOHTPOJIb KOPPEKTHOMO MCNONb30BaHUS MPOrPpaMMHOro AaTumnKa cydalHbIxX
uncen. UcnonbzosaHne CK3MN Kpuntollpo CSP 4.0 R4 6e3 BKIOYEHUS peEXUMA YCUNEHHOrO KOHTPOAS
MCMNoNb30BaHUA KNIOYEN pa3pellaeTcs TOMbKO B TECTOBbLIX LLensX.

E‘}' Ycranoska "Kpuntollpo CSP 4.0.9674" B

Mocnegxune NpMroToBeHNA K YCTaHOBKE NporpaMMmbl

[porpaMmMa roToBa K Ha4any yCcTaHOBKM.

BoibepuTe Tpebyembie G1ubnroTexku nogaepxky (MOXKHO HACTPOMTE NO3XKE):
|| 3aperucTpuposaTh cunTbiBaTENL PeecTp”
|| 3aperucTprposaTh CUMTLIBATEND CMEPT-KapT

|| 3aperucTprpoBaTh CYUTLIBATEND ChHEMHBIX HOCUTENEN

|¥]He coxpaHsTb HbOPMALIIO 06 MCMONb30BaHHBIX CHEMHBIX HOCMTENAX

|| YatnerHbii KOHTPONb MCNONL30BaHUS KMKOYel

HapkMuTe KHONMKY “YCTaHoBUTL , YToBbl Ha4aTh YCTEHOBKY.

Y1obbl NPOCMOTPETE MAKM M3MEHWUTL NapPaMETPLI YCTAHOBKM, HaXXMUTE KHONKY "Haszaa ",
HakmuTe KHonky "OTMeHa"™ AN BbIXOAE U3 NPOrpPaMMbl,

< Hasaa H YCTaHoBUTb ] | OTmeHa

PUCYHOK 8. YCTaHOBKA YCW/1E€HHOro KOHTPOJIS UCMNOJIb30BaHNA KJlouven

Mpun ycraHoBke CK3U c BKIIOYEHMEM peXMMa YCUIIEHHOIO KOHTPOJS UCNOJIb30BaHUSA Kouen 6yayT
3anpoLleHbl JaHHble C AaTymnKa cnyvarHblx yncen. B cnyyae owmnbkm nonyyeHus gaHHelx 6yaet otobpaxeHo
OKHO, NpMMep KOTOporo npmseaéH Ha PnucyHok 9. B 3ToM cniyyae npu Havane paboTbl Nob3oBaTens B CUCTEME C
ycraHoBneHHbiM CK3W KpunTtolpo CSP 4.0 R4 Heo6xoAMMO NpOBEPUTL, UTO 3aperncTpmpoBaH XoTs 6bl 04NH
pu3nyecknii gaTumnk cnydarHblx Ynucen (Hanpumep, 6monorndeckmin ICH, BHEWHAS raMmMa uUanM annapaTHbIA
OCY), v BbINOTHUTbL KOMaHAY:

csptest.exe -keyset -verifycontext -hard_rng.

Mocne 3aBepweHunsa yctaHoBkM CK3W ¢ BKIIOYEHHBIM peXMMOM YCUNEHHOTO KOHTPOISA UCNO/Ib30BaHUS
Knoyern HeobxoaMMo B obsi3aTesibHOM NOpSAAKe YCTAaHOBUTb [AOBEPEHHbIE KOpPHEBble cepTuduKkaTbl B
XpaHunmwe cepTudukaToB nokasbHoro komnbtoTepa CryptoProTrustedStore («[loBepeHHble KOpHEBble

ceptudukaTbl KppunTtolpo CSP», «CryptoPro CSP Trusted Roots») c nomow bio ocHacTku CeptudumkaTtbl mbo ¢
NMOMOLW b YTUNUTbI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer
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Mocne 3Toro cneayeT OCyW eCcTBUTbL Nepesarpysky KoMnbloTepa.

EJYCTaHoaKa "Kpunrollpo CSP 4.0.9702" o |[®@ |[=]

Ycranoska "Kpuntollpo CSP 4.0.9702"

YcTaHaBnMBatoTCA BbISDBHHbIe KOMMNOHEHTbLI NPOrpaMMbl.

4 [oXAUTECH OKOHYaHMA yCTaHoBKK "KpunTolpo CSP”, 3To MOXET 3aHATb
g HECKONbKO MUHYT.

Mpwn MHCTaNAAUNMK HE YA3N0CE NOAYHYWUTb A3HHBIE C 4aTHMKA CAYYaNHBIX
yncen. MNMepea ncnonszosanunem Kpuntollpo CSP Heobxoaumo
yctanosute JCH 1 nonyunTe MHULNAANZNPYIOLLNE AGHHBIE C
NOMOLLIBIO Bbi30Ba "csptest.exe -keyset -verifycontext -hard_rng”

J

=
[
11
m

OTMeHa

PUCYHOK 9. OKHO OLWIM6KUN MOJSTyYEHUA AAHHbIX C AAaTYMKA C/IyYaMHbIX YMcen nNpyu MHcTannsuum CK3WU.
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2. WNHrepderc CK3U Kpurrollpo CSP

2.1. [Joctyn K naHemv ynpaeneHus CK3U

KoHTponbHasa [lMaHenb ynpasneHus cpeacrBa kKpuntorpadwuyeckon sawutbl Hpopmaumm (CK3U)
KpuntolNpo CSP pocTtynHa KakK OTAesnbHbIA NYHKT B rpynne nporpamm «KPUMTO-MPO» (MeHio Myck =
Mporpammbl = Kpuntolpo = Kpuntollpo CSP).

[ TomnoxeHus

g Aucnetuep 3agau

Kpunrollpo CSP E 3aLNTHHK
S "= Windows

KpunTolpo PKI KomaHgHaa cTpoka
CeprudukaThl MNanHenb
YNpaeneHuA

YnpaeneHve lNpoeoaHKUK
NULIEH3WVAMM. ..

MNporpammMel no
YMON4aHMIO

PucyHok 10. [locTyn K ocHacTke

MaHenb ynpasneHus CK3U Kpuntollpo CSP ocywecTBnseT AOCTYN K HAacTpoike dYHKUMIA C MOMOLW bIO
BKNaAOK:

e O6buine;
e O6opynosaHue;
e Cepsuc;

e ANrOpuUTMBI;

e be30onacHOCTb;

e Winlogon;

e Hacrpomnkn TLS;
e [JONONHWUTEJILHO.

11
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&} Kpuntollpo CSP
ANropUTHEl BezonacHoCTE Winlogon HacTpoiiku TLS
Obwme OfopyooBaHWe Cepenc LononHuTensHD
I“ 4 Kpuntolpo C5P Bepoua agpa CK3K:

Bepara npoaykTa:
© Komnanua KPUMTO-PO, Bce Npaga 3aMu e,

E!-' 3aNYCTHTL C NPEBaMY 3AMWHWCTDETODS

TueHzuA

CepuitHeii Hovep:  4040EGO037EKER 3CAKS
Branenew

OpraHusauma;

Cpok AeRCTEMA 22.05,2014

TWN AHLEHSHM: CepeepHan

Beoa nMueHzud. ..
Mepean ycranoska: 20.02,2014

Hablk

BeibepuTe A3bik ANA 0TOBPEKEHUA OKOH

- T <¥MONYaHWE CHCTEF W
CSP Bawel y4eTHOMR 3anmMom:

BrIfepuTe A3bIK ANA 0TOBPEKEHUA OKOH
CSP nonssoBaTeneid, He 33A8BLUMX A3bIK
(yMOnYaHMe oMcTEMBI):

Pycormi

PucyHok 11. NMNaHenb ynpasneHus

2.2. 06wwme napametpbl CK3U

Bknagka O6wme (cm. PucyHok 11) naHenun ynpasneHuna CK3U Kpuntollpo CSP npegHa3HavyeHa ans
npocMoTpa MHdopMauun o Bepcnm yctaHosneHHoro MO CK3U Kpuntolpo CSP, nHdopMaunm o nMLEH3UN U
BBOZA HOBOIro cepuiiHOro Homepa (nogpobHee cM. BBOA CepUIMHOro HOMepa AULLEH3UW KpUNTOonpoBaaepa
«Kpuntolpo CSP»), nameHeHuns a3bika paboTbl NoNb3oBaTeNa C AaHHbIM MO.

2.3. BBoa cepuiHOro HoMepa nmueHsn Kpurmonposanaepa «Kpurmmollpo CSP»

Mpn ycraHoBKe nporpaMMHoro obecneyeHns Kpuntollpo CSP nonb3oBaTesnito npeanaraeTcsd BBECTU
AaHHble MueH3nn. be3 BBoAa NMLEH3MM MONIb30BATEIIO MPEAOCTABASETCA O3HAKOMUTEsIbHAsA JIMLEH3UA C
OrpaHWYeHHbIM CPOKOM AeNCTBUS, AN ncnonb3osaHmna Kpuntollpo CSP nocne oKOHYaHMA 3TOF0 CpoKa HYXHO
BBECTU CEPUIiHbIA HOMep c 61aHKa JInbeH3nun, Nnoly4eHHOW y opraHmsayunn-paspaboTyumnka nnm opraHmsaumm,
MMelo W en npasa pacnpocTpaHeHnsa npoaykra. Ecnm Kpuntollpo CSP ncnonb3yeTcsd Ha KIMEHTCKOW MalluHe, TO
TpebyeTCcs NMMUEH3MS KIMEHTCKOrO TUNa, eC/iM Ha cepBepe, TO CeEpBEpPHas NNLLEH3MUS.

Ona sBBoda nuueH3nn nocne ycraHosku Kpuntollpo CSP BocnoNb3ynTecb KHONKOW BBOA ML EH3MKM Ha
Bknagke O6wue naHenu ynpasnenuns Kpuntollpo CSP. OTkpoeTcsa okHO «CBefeHus 0 nonb3oBaTene» (CMm.
PucyHok 13).

TakXe MOXHO BBECTU NIMLEH3UIO C MOMOLW b0 YTUNUTLI YNpasneHne nuuensunamm Kpuntollpo PKI. Ang
3T0ro BbinosHMTe Myck = Mporpammbl = Kpuntollpo = YnpasneHue nuueHsnamu Kpuntollpo PKI. B
ocHacTke YnpasneHue nuueHsnamm Kpuntollpo PKI BbibepuTe NpoAyKT, MMLEH3UIO Ha KOTOPbLIA Bbl XoTUTE
BBECTU. B KOHTEKCTHOM MeHI0 BbibepuTe Bce 3apaum - BBecTn cepuiiHbii HoMep (cM. PucyHok 12).

12
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Y¥npaeneHwe nuuensnamu Kpuntollpo PKI = B
p p p
=g] ®ain  Jdeiicteme Bwg OxHo Cnpaeka - &
& P
e 2E HE & &
¥npaeneHne NMUEHINAMK H a

Ii' Kpuntollpo C5P .ﬂ. Vossmro Moo FED

@ Bre zagaun » BeecTu cepuiiHeiii HoMep. .. |

Buga p  Bok gefcTena auuenzvm: 22.03.2014 (ncrek)

n AuueHznn: Cepeepran
pcwA npogykra: 4.0.9183
pcuA kpunTorpadmyeckoro agpa (CK3L): KC1 4.0.6000

Hoeoe okHo OTCHX4E

Cnpaeka

Bbl MOXKETE BEECTH HOBBIA CEPWIAHBINR HOMER, MCNOL3YA COOTBETCTEYHILLIYHD) KHOMKY Ha
NaHENN MHCTPYMEHTOE WM KOHTEKCTHOE MEHID J3HHOTO 3EMEHTE,

[na ycranoeku nuuenzonHoro (lic) daina eccnonesylitecs 3nementom "YnpaeneHue
NNLEHIMAMI",

BeecT HOBBIA CEPUAHBIR HOMED ANLEHZAN

PucyHok 12. BBog cepMiHOro Homepa

OTkpoeTcss okHO «CBefeHMss O nofb3oBaTene», B KOTOPOM Heo6xo0AMMO YyKa3aTb CBeAEHUS O
nosb3oBaTenie, opraHmM3auLnm, a TakKe BBECTU CepUiiHbIA HOMep C 6/1aHKa JIMLLEH3UM B COOTBETCTBYHOLLNE
nons eeoaa (cM. PucyHok 13).

5 Kpuntolpo CSP

CBeqeHnA O NoNL30BaTens
YKaHMTE BeaeHnA o cebe,

MonesoBaTens:

OpraH1zauma;

CepuiiHbli HoMED:

BeeauTe CepMiiHEIA HOMED, COOTEETCTEYIOWMA NMUEHSHMOHHOMY COMNalLEHHID.
CepuiiHbIli HoMEP pacnonoxeH Ha BawewM GnaHke «/MUEH3MA Ha NPaBo MCMONE30B3HUA Ha
0aHoM pabodyen MecTe MS Windows nporpamMMHoro npoaykTa KpunTolpo CSPs

PucyHok 13. BBoa AaHHbIX IMLEH3UMN
Mocne BBOAA M HaxaTus knasnwm OK gaHHblE O NIMLEH3MM COXPAHATCA UM 06HOBATCS.
2.4. Hactporika obopynosaHus CK3U

Bknagka O6opyaoBaHuMe KOHTposbHOW naHenu CK3W npepHasHauveHa Ana M3MeHeHMs Habopa
YCTPOWCTB XPaHEHUSA U CYUTbIBAHUSA KNIOYEBON MHPOPMaL MM U 4aTUMKOB cayyamnHbix yncen (AYC).
Mo yMoN4aHWIO NOAAEPXUBAKOTCA BCE CYMUTbIBAaTENM CMapT-KapT (M COOTBETCTBYKOLWME UM TUMbI

HOCUTEenen), BCe AUCKOBOAbI CbEMHbIX AMCKOB, B TOM u4ucne flash-Hocutenn, ans ypoBHs 3awuTtbl KC1
cymTbiBaTENb «PeecTp» Takxe BbibMpaeTcs N0 yMOSMAHUIO.

13
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B Yecranoeka "Kpwunrtollpo CSP”

MocnefHWe NPUroTOBEHHA K YCTAHOBKE NPOrpaMMbl

MporpaMMa roToBa K Ha4any yCTaHOoBKH,

BribepuTe Tpebyemele DMBNMOTEKN NOLOEMHKH (MOMKHO HACTPOMTE NO3KE):
3apErMCTPMPOBATE CYMTLIBaTENE PeecTp”™
SEPEMMCTPMPOBAETE CYMTHIBATEND CMAPT -HADT

3aperucTPMPOBaTE CYMTEIBETENE ChEMHEIX HOCUTENER

He CoXpaHATE MHOOPMELLAKD 00 MCNONB30BAHHEIX ChEMHEIX HOCHTEMAX
|:| He pazpelaTe MHTEPaKTHMEHEIE CEpBMcE Windows
HaMUTE KHOMKY “¥CTaHOBMTE ", UToBE! HAYATE YCTAHOBKY.

YTolbl NpOCMOTPETE MM MMEHMTE MEPEMETPEI YCTEHOBKM, HEMMWTE KHoMKy Hasaa ™
HamMuTe KHonky "OTMeHa" ANA BeIX0AE M3 NPOrpaMMsl.

< Hazaa ¥CTaHOBUTL OTMeHZ

PucyHok 14. HacTpoiika o6opyaoBaHus no ypoBHIO 3awuTtbl KC1

B ncnonHeHun no yposHio 3awutbl KC1 npepycraHosneH buonornyecknii ACH. B ncnonHeHusax no
YPOBHAM 3aWnThl KC2 n KC3 buonornyeckmin ICH / annapatHoin ICH «Co6onb» / ANMMA3-Y M-5266 (KPUMNTOH
3AMOK/Y), ANMMA3-E M-526E1 (KPUMNTOH 3AMOK/E) / AMMA3 «MAKCUM-M1» MoxHO Ao6aBuTb B npoLecce
YyCTaHOBKW KpunTonpoBanaepa.

5 Ycranoeka "Kpuntollpo CSP*

MocnegHHe NPHroTOBEHNA K YCTAHOBKE NPorpaMMbl

MporpaMMa roToBa K HaYany yCTaHoBKM,

BoibepuTe Tpebyersie BUONMOTERKM NOLAEPHKM (MOMHO HACTPOMTE NOZHKE):

[]2aperucTpupoBaTe caMThIEaTENS PeecTp”
3EPErMCTPMPOEETE CHMTHIBATENE CMAPT-KapT

3EPErMCTPMPOEETE CHMTHIBATENE CHEMHLIX HOCMTENEM

3aperncTpMpOBaTE AaTYMK ClyYaiHbx Jicen "Cobons”
[ ] 3aperucTpuposath Guonorieeckaai AaTHMK CHYHaRHBLX YMCEn (HE peKoMEHAYETCR)
He coxpaHATE MHPopMaLD ob MCMoNb30BaHHBIX ChEMHEIX HOCUTENAX
|:| He paspewaTs MHTEPaKTHEHBIE CEpBMcel Windows
HamMUTE KHoMKY “YCTaHoBMTE ", 4ToDbI HEHATE YCTAHOBKY.

YTobbl MPOCMOTPETE MM MEMEHMTE NAPAMETPE YCTAHOBKM, HEWMMTE KHoNKY "Hazaa "™
HasmuTe kHomky "OTMEHE"™ ANA BLIXDAS W3 MPOrpPaMMel,

< Hazan ¥CTaHOBWTE OTMeEHa

PucyHok 15. Hactpoiika o60opyaoBaHusi No ypoBHAM 3auutbl KC2 n KC3

2.4.1. N3MeHeHMe Habopa YCTPOMUCTB CUMTbIBAHUSA KTtOUEBOM MHDOpMaL MK
24.1.1. Ao6aBneHne cuutbiBaTens

[Ons Toro, ytobbl fo6aBUTbL cYUTbIBaTENb, OTKpoUTe MNaHenb ynpasnerHns CK3MN Kpuntollpo CSP. MaHenb
ynpasneHus 4o/KHa 6biTb 3anyLeHa OT MMEHW aAMUHUCTpaTopa, AN 3TOM0 HaXMUTE Ha CCbIIKY «3anyCcTuUTb C
npasamMmu agMMHUCTpaTopa» Ha Bknaake O6uwme (cM. PucyHok 11). Nocne nepesanycka nepenguTte Ha BKIaAKy
O6opyanoBaHue 1 HaXxxMUTe KHONKY HacTpouTb cunTbiBaTenm.
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e Kpwntollpo CSP
ANropuTHBl BezonacHocTs Winlogon Hacrpoikm TLS
Ofume ObopyaosaHme CepemMc [ononHUTENLHD

CHYMTLIBATENW 3EKPBITLIX KnoYei

MossonseT 4obaEMTE MK YASNMUTE CHATRIEETENKM
SAKpPEITBIX KDY,

HEUDDMTb CHATEIBATENN. ..

LaTuUikn CIyYaiiHE X JUCEn

\nooio MossonseT 40BEEWTE MM YOANMTE AETYMKH CNYYEHHEIX
ioon yMcen,

Hactpowte ACH...

TNkl KNKYEBLIX HOCUTENER

%_-:. MozsonaeT AoGEBATE UMK YASMMTE THMBI KIHYEEEIX
r|= =
RE  HoodTened,

HacTpouTE THNEI HOCUTENEH. .,

OK OTmMeHa MPMMEHIAT

PucyHok 16. KoHtponbHasa naHenb. Bknagka «O6opyaoBaHue>»

OTKpOeTCcs OKHO «YrnpasfeHne cumThiBaTenamm» (cM. PucyHok 17).

"5} YI'I[]EB)‘IEHME CUHThIBATENAMMK

CuMTLIBaTENM

i =,
$:|
=

¥CTEHOENEHE! CNEAYIOWMWE CHMTHIBATENM:

@ Bre CUMTHIBATENM CMAPT-KAPT
Bce ChEMHBIE AMCKH
Pt; PeecTp

AobaeuTe... YA&anMTh CeoicTEa

QK OTMeHa

PucyHok 17. OKHO «YnpaBJ/ieHue CUYMTbiBaTeIAMU>»

Ons Toro 4to6bl B Kpuntolpo CSP crano AOCTYMHbBIM MCNO/Ib30BAHNE HOBOIO CYUTbLIBATESNS, HAXMUTE
KHOMKY [lo6aBUTb. 3anyCTUTCA MacTep YCTaHOBKK cuuTbiBaTensa (CM. PucyHok 18).
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5] MaCTEp YCTaHOBKK CUMTLIEGSTENA

MHCTEFI YCTaHOBKHW CHMTbIBaTenA

—
.-'-'-.-

“E

MEDTEFI YCTAHOEKK NOMOraeT ERINONHNTE YCTAHOEKY W
HACTPOAKY CHMTBIERTENA KNKYEEBX HOCUTENSA,

Yrofibl NpMCTYIMTE K YoTaHoBKe, HamuTe kHonky " Hanse”.

PucyHok 18. 3anyck MacTepa yCTaHOBKM CUMUTbiBaTens

Ha>xmMnTte kHonky flanee, 4uTo6bl NepenTn K wary «Bblbop cumntbiBaTens» (cM. PucyHok 19). Boibepute
M3 CNUCKa CcYMUTbIBaTE b, KOTOPbLIN CleayeT A06aBUTb.

|'E8 MacTep yCTaHOBKM CUMTLIBATENA

Bwibop cuvTLEaTENA
Kakoi cunTeiBaTENE HEOEXo QMM VCTEHOEWTE 7

BriGepuTe CuMTRIBATENE, KOTOPRIA CNEoyeT A0SaEWTE, M HakMMTE kHonky “Hanee”.

MNpoMsEoAMTENW: [pcTynHBIE CUMTRIBATEMIA

- o &% Dallas (DS1410E)
Karnanar KFUOTO-NPO @ Dallas (DS5057E)
¥ Dallzs (DS9097U)
—:-lﬁkmpn
i! Cofone

< Hazan Oanee = OmaeHa

PucyHok 19. OkHO «Bbi6bop cuutbiBaTens»

B 3aBucMMoCTM OT BbIGpaHHOIO CYMTbIBAaTENA MOXeET noTpeboBaTbCcsa BbI6Op cOeaAMHEHUs AN 3TOro
yCcTponcTea. B TakoM ciiyyae Ha cneayroLleMm Wware Macrepa BbIBOAUTCA OKHO «Bbibop coeanHenna» (cM. PucyHok
20). B 3TOM OKkHe BblbepuTe coeAMHEeHMe AN CHMThIBAaTENA U HAaXXMUTE KHOMNKY [anee.
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/%] MacTep ycTaHOBKW CYUMTLIBATENA

BwiGop coemHEHMA.
TpefyeTca BbIGpaTE COBMMHEHWE ONA 3TOMD YCTPORCTES

BrifepwTe coemMHEHWE, KOTOPOE CNEOYET MCMNONL30EATE ANA AGHHOMD COSAMHEHWA.
YTofikl NpOAOMXMTE YCTAHOEKY NOCNE COEMMHEHWA, HAXMMTE KHonKy " [anes”.

HocTynHblE COBOMHEHMWA:

LPT1

LPTZ

% < Hasan Crmvena

PucyHok 20. OkHO «Bbl6op coeaunHeHus »

Ha cnepyouweM ware BblIBOAUTCA OKHO «Ms cunTbiBaTens» (cM. PucyHok 21). B 3ToM OKHe BBeAUTE UMS
BbiIGpaHHOro cYMThIBAaTENA U HAXXMUTE KHONKY Janee.

/5] MacTep yCcTaHOBKW CUMTBIEATENS

Wma cunmesarens
TpefyeTcA HAZHAYTE MMA ANA 3TOMD CYMTLIBATENA

MoxHo nvBo BEECTM XENIEMOE MMA ANA 3TOr0 CYMTEIBEETENA, NME0 MCNONEZ0BaTE
MPEANoKeHHoe Hke uMA. YTobkl NpoaomXMTE YCTAHOBKY NOCNEe BeISopa MMeHK,
HamnTe kHonky " Hanes".

MM:FI CHATRIEGTENA:
D.'-.Ias DS1410E), LPT1

v

PucyHok 21. OkHO «AMa cuuTbiBaTens»

MocnegHun war - «3aBepleHue paboTbl MacTepa YCTaHOBKWM cuyuTbiBaTens» (CM. PucyHok 22).
BHUMaTeNbHO NpoynTanTe TEKCT B 3TOM OKHE, HaXXMuTe KHonky MOTOBO 1 nepesarpysnTe KOMNbOTEP, €C/IM 3TO
TpebyeTcs.
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|4 MaCTEp YCTaHOBKW CUMTbLIBATENA

3aBepweHve paboTel MacTepa
YCTaHOBKW CYMTbIBaTenA

BriSpaHHeIi Bami cuMTeiEaTENE TREGVET OONONHMTENEHOMA
YCTEHOBKM Apaieepa ycTpofcTEa OT NPOM3E0aMTENA
faHHoro yoTpoicTea. Bel moxeTe nonyurte 3T gpalfisepsl
Ha Befi-cepeepe KomMnaHu Kpunto-Mpo no anpecy

hittp:/ Swnwnw cryptopro ru/cryptopro/products/csp/readers him.

YroBkl 3EKOHYMTE YOTEHOBKY CUMTEIBETENRA, HEKMMTE
kHonky "ToToEo".

Mocne s3BEPLEHMA YCTAHOBKN PEKOMEHIYETCA
MNEPEZAMPY3INTh komnewoTep.

Haxmute kHoniy "Hazan", ecni tpeyeTcA MSMEHWTE
NapamMeTpel YCTaHOBKM.

PucyHok 22. 3aBepLieHne MacTepa yCTaHOBKM CUMTbIBaTens

MpuMeyaHue. VMeeTCs BO3MOXHOCTb YCTaHOBKW ApaliBepoB

CTOPOHHUX npowusBoauTenen, obecneuymsarouwme B3anMoAencTBue
KpunnTtolpo CSP cannapaTHOM 4acCTbtlo B ciydae, eCiv OHU He BXOAST B

coctaB aucrpubytmea CK3W. [na wx YyCTaAaHOBKU  cnepyet

ll_..._!_“ BOCIMO0J1b30BaTbCA nporpamMmon YyCTaHOBKM, nocraBnseMom
Nnpou3BOAUTENSMM TakuX ycTponcTte. Hanpumep, ecnn Kpuntollpo CSP

yXe YCTaHOBJEHO, M HYXHO WCNONb30BaTb HOBble YCTPOWCTBA,
Heo6x0aMMO yCTaHOBUTL NOALEPXKUBAOLWME ApaiBepa U Apyrne Moaynm

OT Npou3BOAMTENIEN 3TUX YCTPONCTB.

2.4.1.2. YapaneHue cumtbiBaTens

Ons Toro, 4ytobbl yaanuTb cH4UTbIBaTENb, OTKpoMTe MNaHenb ynpasneHnsa CK3U Kpuntollpo CSP. NaHenb
ynpasneHus A4o/HKHa 6bITb 3anyLweHa OT UMeHN aAMUHUCT paTopa, A9 3TOr0 HaXXMUTE Ha CCbIIKY «3anyCcTuUThb C
npasaMu agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). Nocne nepesanycka nepenante Ha BKIaAKy

O60pyaoBaHMe 1 HaXMUTE KHOMKY HacTpouTb cuutbiBaTeNu.

OTKpOEeTCs OKHO «YMnpaBfeHne cunTbiBaTensMmu» (CM. PUcyHok 17). BbibepuTe cunTbIBaTE b, KOTOPbLIN

TpE6YETCﬂ caenaTb HEAOCTYMNHbIM, N HAXMUTE KHOMKY YAaanuTb.
B oTKkpbiBlLLEMCA Ananore NnoATBEpAUTE yaaleHUe CHUTbIBaTeNs, Haxas OK.

'E] MoaTEEpXAEHWE Ha YAANEHWE CUMTHIBATENA

! MogreepanTe yaanenwe canteieatens: Dallas (D51410E), LPT1

PucyHok 23. OkHO «lMoaTBep>xAeHue Ha yaasieHue cumTbiBaTens>»

MNocne noaTeBepXxAeHUS ncnoab3oBaHue cumTbiBaTens CK3UM craHeT HeQOoCTYMNHO.
2.4.1.3. MpocMOTp CBOMCTB CuMUTbiBaTenn
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YT106bl NPOCMOTPETbL CBOMCTBA CYMUTbIBATENA OTKpoihTe MNaHenb ynpasnenmnsa CK3W Kpuntolpo CSP u
nepenaute Ha Bkraaky O6opypaoBaHue. B naHenun Hactponku ob6opysosaHus CK3UM Kpuntollpo CSP (cMm.
PucyHok 16) HaxMuTe KHONKYy HacTpoutb cuuTbiBaTenm.

OTKpoOeTCca OKHO «YnpaBsfieHue cumTbiBaTenaMm» (CM. PucyHok 17). Boeibepute cymnTbiBaTEb, CBOMCTBA
KOTOporo TpebyeTcs NPOCMOTPETb, M HAaXMUTe KHOMKy CBOMCTBA.

BbiBegeTcs cnpaBoyHas MHdopMaLms 0 BoibpaHHOM CYUTbIBaTeNle, B TOM YMUCe, U JAaHHbIE O COCTOSHUN
ycTpolicTsa. lNocne npocMoTpa CBOMUCTB CHUTbIBaTeNsd HaXxxMnte kHonky OK.

| 'E] Dallas (DS1410E), LPT1
Obwmre
9 YCTpocTED YyTeHuA Touch-memary D51410E,

nogcoeauHasmoe K LFT nopTy.

CoeaunHeHue: LPT1

CHMThIBETENb:

CoCToOAHKWE! HeaocTyneH

M3roToBUTENE: Dallas Semiconductor

Bepoua: HeuzeecTHa

BubnuoTexa CONPAAEHMA:

CocToRHKMeE: YCTaHoBNEHbI
MaroToBuTEND: KoMnaHua KPMTTO-TRPO
Bepoua:

PucyHok 24. CBoMcTBa CcuUMTbiBaTens

2.4.2. N3MeHeHMe Habopa yCTPOMCTB XpaHEeHUs KI4YeBOon MHpopMauum
2.4.2.1. Ao6aBneHne Hocutens
[Ons Toro, 4ytobbl caenaTb AOCTYMHbIM HOCUTEb KOYEBOW MH(OpMaunn, oTKponTe NaHenb ynpasaeHus
CK3U KpunTtollpo CSP. lNaHenb ynpasneHus AomkHa 6biTb 3anyweHa oT UMEHW aAMUHUCTpaTopa, AN 3TOro

HaXMWUTe Ha CCbUIKY «3anyCcTuTb C NpaBaMM aAMMHUCTpaTOpa» Ha Bknaake O6wme (cM. PucyHok 11). MNocne
nepesanycka nepenauTte Ha Bklaaky O6opyaoBaHue 1 HaxMUTe KHOMKY HacTpoutb TMNbl HOCUTenen.

OTKpoeTCa OKHO «YnpaBfieHne KIn4YeBbiIMU HOCUTensaMm» (CM. PucyHok 25).

Hocntenu Marucrpa, Marncrpa Céep6aHk/BGS, Ockap, Ockap CSP 2.0, PUK aBnsitoTCcs cMapTKapTaMu.
Hocntenun tnna Rutoken un eToken sBnsitoTcsa USB-kto4amu.
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| 'EX :Y'rl'lpaB.ﬂEHL"IE KNHUYEBbIMK HOCHMTENAMMK

KnioYeBble HoOMTENK

| ==

YcTaHoBneHb! CnegyWMe KNOYEBbBIE HOCUMTENA.

A
[ ESMART Token 32¢
[ ESMART Token 64K
IROT INPASPOT

ROT INPASPOT, SCone
IRIT INPASPOT1

BIT INPASPOT2

@ 1sBC 12a/13A v
A

OobaenTe. .. YoanuTe CeolicTEa

PucyHok 25. OKHO «¥YnpaB/ieHue K/l4YeBbiMU HOCUTENISIMU>
Ons Toro, 4tobbl cAenaTb AOCTYMHbLIM KNIOYEBOW HOCUTENb, HAXMUTE KHONKY [lo6aBUTb. 3anycTuTcs
MacTep YCTaHOBKM K/l04YeBOro HocuTens (cM. PucyHok 26).

53 MacTep yCTaHOBKW KNHYEBOro HOCKUTEAA

MacTep ycTaHOBKW KNKOYEBOro
HOCHTENA

MacTep yCcTaHOBKWM NOMOraeT BLINONHATE YCTAHOBKY 1
HACTPORKY KMOYEBED. HOCKUTENSA.

YTofkl NpUCTYMMTE K YCTEHOEKE, HEXMUTE KHonky " Hanes”.

PucyHok 26. 3anyck MacTepa YCTAaHOBKM KJ1I0ME€BOIro Hocutens

Haxxmnte kHonky [anee, utobbl nepenTun K wary Boibopa knwo4deBoro Hocutens (cM. PucyHok 27).
BbibepuTe Ko4eBO HOCUTE b, KOTOPbIM cneayeT caenaTb AOCTYMHbIM, M HAXMUTe KHonKky danee.

MpuMeuaHme. 3anpelwjaeTcs  WCNOb30BaTb  HECbEMHbIE
l..| HOCUTENM, a TaKXe HOCUTeNnu, ANs KOTOopbiXx He obecneyumBaeTcs
—- HenpepbIBHbIA KOHTPOJIb.
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'€} MacTep yCTaHOBKM KNHYEBOro HOCKTENA

Bwifop KmoUEB0 o HOCUTENA
KakoR knioYesoi HoCKTENE HEoBXD MMMO YCTEHOBMTE 7

BrifepuTe KNOYEE0A HOCWTENE, KOTOPEIA CNeayeT 0oGaEMTE, W HEXMUTE KHonky “anes”.

MNpowsE0oMTENM: [ocTyNHEIS KNIOYEB6IE HOCUTENN:
€h05195 ~
Charismathics GmbH 5 ESMARTToken
ISBC CORP. @ ISBC_JavaCard
Komnatma KPUMTO-MPO ) Jcard
Komnanue Mporpamiapk & MPCOS-GEMALTO
8 MPCOSEMY v
A e CACMC LA IO

< Hazan Hanee = OmvenHa

PucyHok 27. OkHO «Bbl6op KJ/s1lOUEBOro HocuTens»

Mocne Bblbopa KAKOUYEBOro HOCUTENA OTKPOETCs OKHO «MMa knoyeBoro Hocutensa» (cM. PucyHok 28). B
3TOM OKHe BBeAUTE MMS BbIBpaHHOIro HOCUTENS N HaXMUTEe KHONKy [anee.

'€} MacTep yCTaHOBKM KNHYEBOro HOCKTENA

Hma kmouesoro HocUTENR
TpefyeTCA HESHAYTE MMA ANA 3TOMD KNKYEEOr0 HOCHTENA

MoxHo niBo BEECTM XEeNaeMoe MMA ANA STOMO KNIOYSEOra HOCUTENA, NHGD
WCMONEZ0EETE NPEANOKEHHOE HIKE WMA. Y700k NPOAOMXMTE YCTAHOBKY NOChe
BhIGOPE MMEHW, HaxnuTe kHonky " Hanee”.

MMH KNOYeE0ra HOCHMTENA:
MPEI}SEM

< Hazan Hanee = OmvenHa

PucyHok 28. OkHO «MA K/1lOuUeBOro HocUuTesns»

B 3aBMCMMOCTM OT TUMa KJIOYEBOIO HOCUTENS CeAyloLLne Warn Mmactepa MOryT pasinyaTbCs, Tak aAns
MPCOS/EMV 6yaeT oTobpaxeHo OkHO «Pa3meTka kapTbl» (CM. PucyHok 29). B 3TOM OKHE HYXHO yKasaTb
pa3MeTKy KapThbl, NOC/IE Yero NepenTun K cnegyrouemy wary.
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|5} MaCTEp YCTAHOBKM KNHUEBOIo HOCHUTENA

Kakan pasmetka kapm?
YCTaHOBMTE MapaMeTpel PESMETHM KapThl

ATR: [3B2A008065420101010072D641

Macka: FFFFFFFFFFFFFFFFBFOOFFFFFD
Mpunoxenwe CPCSP

< Hazapg Hanee = OmaeHa

PucyHok 29. OkHO «Pa3MeTka kapTbl>»

OTKpoeTCca OKHO «3aBeplueHne paboTbl MacTtepa yCTaHOBKW KNOYEBOro Hocutena» (cM. PucyHok 30).
HaxMnTe B HeM KHonky FoToBo.

'E3 MacTep YCTaHOBKM KNHYEEOro HOCKUTENA

3asepweHve paboTel MacTepa
YCTAaHOBKW KMNKOYEBOro HOCUTENA

Yrofiel SEKOHYMTE YCTEHOBKY KNOYSS0r0 HOCHTENA,
HasmMuTE KHonky "MoToEn™.

HasmaaTe kHonky "Hasan”, ecny TpefyeTcA MSMEHWTE
MapameTpel YCTaHOBKK,

PucyHok 30. 3aBepLueHne MacTepa YCTAaHOBKM KJ1IOUEBOro Hocurens
YCTaHOBNEHHbIA KNIOYEBOW HOCUTENb 0TO6PasmTCs B CNMCKE OKHa «YnpaB/ieHWe KT YeBbIMU HOCUT eNnsiMm
(cM. PucyHok 25).
2.4.2.2. YaaneHve K/1l0MeBOro Hocurens

Ona Toro 4tobbl caenaTb HEAOCTYMHbLIM KAKOYEBON HOCUTENb OTKpoWTe MaHesb ynpasneHuns CK3U
Kpuntolpo CSP. MaHenb ynpasneHnsa AomkHa 6bITb 3anyLieHa OT MMEHW aAMUHUCT paTopa, A 3TOr0 HaXMUTe
Ha CCbIIKY «3anyCcTuTb C NpaBaMu aAMUHUCTpaTopa» Ha Bkagke O6wme (cM. PucyHok 11). MNocne nepesanycka
nepenavTe Ha BkIaaKy O6opypoBaHMe 1 HaXxkMUTe KHOMKy HacTpoutb TMNbI HOCUTEN e,

B OTKpbIBWWEMCA AManore noaoTBepanTe yaaneHne Kao4eBoro HOCUTENA, HaXaB OK.
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iz TMoaTEep¥AeHWE Ha yAaneHWe KNHKYeBoro HocKTens

! MoateepanTe yaaneHwe knrodesore Hooutens: MPCOSEMY

PucyHok 31. OkHO «lMoaTBep)>xaeHue Ha yaasieHue KJ1I0UeBOoro Hocurens »

Mocne noATBEPXAEHMS KIKOUYEBOW HOCUTENb CTaHeT HeAOoCTyneH ANs UCnosb3oBaHus B paboTe
Kpuntonposangepa.

2.4.2.3. MpocMOTp CBOMCTB KJ/IOYEBOIO HOCUTeNNA

Ons Toro, 4uTo6bl NpOCMOTPETb CBOMCTBA KKOYEBOro HOCUTEeNs, oTKponTe MaHenb ynpasnenuns CK3U
Kpuntolpo CSP u nepenaute Ha Bknaaky O6opymoBaHue. B naHenu Hactpolikm obopyaoBaHusa CK3U
KpunTtoMNpo CSP (cM. PucyHok 16) HaxMnTe KHonky HacTpouTb TUNbl HOCUTENen.

B OoTKpbIBWEMCA OKHE «YnpaBfieHne KI4YeBbiMU HOCUTENAMM» (CM. PucyHok 25) Boibepute kKito4yeBon
HOCUTESIb, CBOMCTBA KOTOPOro TpebyeTcs NPOCMOTPETb, U HaXX MUTe KHoNKy CBOMCTBA.

OTkpoeTcs okHO «CBouncTBa: MMs HocnTena» (cM. PucyHok 32), B KOTOpoM oTob6paxaeTca cnpaBo4vHas
MHpOpMauna o BolbpaHHOM KIKOYEBOM HOCMTENE, B TOM YnCe, U AaHHble O COCTOSIHMM ycTpoMncTBa. Nocne
NMPOCMOTpa CBOWCTB KIOYEBOIro HOCMTENS HaXMuTe KHonky OK.

£ INPASPOT, SCone

OBwme | HacTpoiika pasMETHM

INPASPOT
IPOT

BubnuoTera CONPAKEHMA:

CocToaHue: NopknoYeHsl
M3roToBMTEND! Inpas Ltd
Bepoma: 1.0.0.0

PucyHok 32. OkHo «CBOMCTBa: UMA HocuUTena»

2.4.3. HacTpoinka gaTymkoB crydanHbix Ymncen (ACYH)
2.4.3.1. Oo6aBnenne ACH

Mpu HacTporke ACY n 3arpyske agnHammyecknx 6nbnmoTek AOo/MKHO 6bITb YCTAHOBMIEHO NMPOrpaMMHoOe
obecneueHne, cooTBeTCTBYOWeEe annapaTHoMy cpeacTsy. lMoaknoyveHne OCYH fO/MKHO COOTBETCTBOBATb
yCTaHOBKaM NporpaMMHoO-annapaTHOro KoMnjekca.

Ons Toro 4tobbl gobasutb ACY, oTkpoinTe [MaHenb ynpasnenHums CK3U Kpuntollpo CSP. MaHenb
ynpaBsfeHus A0/DKHA 6bIThb 3anyLweHa OT UMeHN aAMUHUCT paTopa, AJ19 3TOr0 HaXX MUTE Ha CCbUIKY «3anyCcTuUThb C
npasaMu agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). MNocne nepesanycka nepenante Ha BKIaAKY
O6opynoBaHue 1 HaxxmuTe kHonNky Hactpoutb [ CH.

OTKpoeTCsa OKHO «YnpaBfeHne gatuymkamm ciydarHbix yncen» (cMm. PucyHok 33).
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' EX YI'IpaB.ﬂEHHE AaTUMES MK C.ﬂyl-lal:;'lelx YKMcen

JaTuUMKK CIy4aAHBIX YMceEn

¥CTaHOBAEHb! CNEAYOWME AaTHMKK mYHaﬁHbIX e e = H

OobasnTe. .. ¥oanuTe CBolCcTEa

OTbﬂa MPUMEHMTL

PucyHok 33. OKHO «YnpaBJjieHue AaTuuKkaMu CJlyuvyamHbIX uucen»
Ons Toro, ytobbl fob6aButb [ICH, HaxxMnTe KHoNKy JlobaBuTb. 3anycTutcsa macrep ycraHoBku CYH (cm.

PucyHok 34). HaxxmnTte kHonky [lanee, 4Tobbl NepenTun K cneayolwemy wary.

'] Mactep ycranoekn JCH

MacTep yctanoBku ACY

MacTep yoTaHOBKM NOMOraeT BRINONHWTE YCTAHOBKY 1
HacTPOMKY O3TYMKOE ChydaiHe ycen (OCY).

UToBkl NpUCTYNMTE K VCTAHOBKE, HEXMUTE KHonky " anse”.

PucyHok 34. 3anyck mactepa yctaHoBku [1CH

OTkpoeTcsa okHO «Bbibop ACY» (cM. PucyHok 35). B 3TOM OkHe BblibepuTe AaTumnK cnyvarHbiX Yncen,

KOTOPpbI TpebyeTcs A06aBUTb, U HAXMUTE KHOMKY [lanee, yTo6bl NepeiiTn K cieayoLweMy wary.
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"5} Macrep ycraHosku ACY

BuiGop [ICH
Kakon OCY Heofixoammo ycTaHOBUTE ? =

Beibepute [1CY, koTopeiil cneayeT nobasnTs, U HaxmuTe kHonky "Hanee”.

MNponzsoauTenu: LoctynHeie OCYH:

£ anma3 acy

Komnarua KPUMTO-NPO &0 KpunTolpo Mexoprsit Matepuan
000 Pupma "Arkan” ¥ CoBons

s

PucyHok 35. OkHO «Bbi6op ACY>»

OTkpoeTca okHO «Umsa OCY» (cM. PucyHok 36). B 3TOM OkHe BBeAUTE MMSA BbiOpaHHOro gaTuywmka
CNy4YamHbIX YMCEN U HAXMUTE KHOMKYy [anee.

'€} MacTtep ycraHoskm [CH

Wran 1CY
TpefiyeTcA Ha3HauMTe MMA anA atoro JCY

MoxHo nubo BsecTH xenaemoe MMA anA 3toro ACY, nubo mcnonbsosats
NpeanoxeHHOE HIUKE MA . YTobkl NpoA0MXMTE YCTAHOBKY NOCNE BoIB0pE MMEHIA,
HaxkmuTe kKHonky " anee”.

WMram OCH:

omee

PucyHok 36. OkHO «Uma ACH»

MocnegHWM Warom Macrepa OTKpOeTCs OKHO «3aBeplueHue paboTbl MacTepa ycraHosku ACH» (cM. PucyHok
37). Haxkmnte B HeM kHonKy FOTOBO 1 Nnepe3arpysnte KOMNbIOTEP.
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= Macrep ycraHoekw f1CH

JagepweHne paboTbl macTepa
yctaHoBkn ACY

Yokl akoHunTe yoTaHoeky JCH, HammuTe KHonKy
"TotoEn™.

Mocne s3BEPLEHMA YCTAHOBKN PEKOMEHIYETCA
MEPE3AMPY3INTE komneoTep.

Haxranme kHonky "Hazan", ecnv tpe@yeTca MamMeHnTE
NapaMaTpel YCTEHOBKH.

PucyHok 37. 3aBeplueHne MacTtepa yctaHoBku [ACH

2.4.3.2. Ynanenue A4C4

Ons Toro, utobbl ypanmte ACH, oTkponTe [MNaHenb ynpasneHua CK3WN Kpuntollpo CSP. MaHenb
ynpasneHus 4o/KHa 6biTb 3anyLlleHa OT MMEHW aAMUHUCTpaTopa, AN 3TOM0 HaXMUTE Ha CCbUIKY «3anyCcTuUTb C
npasaMuM agMMHUCTpaTopa» Ha Bknaake O6wme (cM. PucyHok 11). Nocne nepesanycka nepenante Ha BKIaAKY
O6opynoBaHue n HaxxmuTe kHonky Hactpoutb [CH.

B oTKpbIBLIEMCS OKHE «YNpaBneHne gatumkamu ciydamnHbix yncen» (cM. PucyHok 33) BblbepuTe faTuuk,
KOTOpbI TpebyeTca yaanamTb, N HAXMUTE KHONKY YAaNnwuTh.

B nosBmBwemMcs ananore Haxmnte OK.

2 MoaTeepxaeHME Ha YAANEHME ATUMKS CIYYaRHBIX UK.,

! MoaTEEpANTE YARNEHME A3THMKS CyYHaiHe: Yncen: Cobons

PucyHok 38. OkHO «lMoaTBep>xaeHue Ha yaaneHue ACH»

Mocne noaTBepxaeHuna ACH 6yneTt yoanéH.
2.4.3.3. MpocmMmoTtp cBowcTB AICH

Ons Toro uytobbl nMpocMoTpeTh ceBoncTtBa ACYH, [na Toro uytobwl gobasutb ACYH, oTkporTe [MaHenb
ynpasneHuna CK3UN Kpuntolpo CSP. NMaHenb ynpasneHns Ao/mKHa 6bITb 3anyweHa OT UMeHU agMUHKUCTpaTopa,
ONS1 9TOM0 HAaXMUTE Ha CCbUIKY «3anyCTUTb C NpaBaMn aaMUHUCTpaTopa» Ha Bklaake O6wume (cM. PucyHok 11).
Mocne nepesanycka neperante Ha BkIaaky O6opyaoBaHue u HaxMmTe kHonky Hactpowutb [1CH.

OTKpoeTCca OKHO «YnpasneHue gaTymkamu ciydalHbiX yncen» (cM. PucyHok 33). Boibepute gatuuk,
CBOWCTBa KOTOpPOro TpebyeTcss NpOCMOTPETb, M HAXXMUTEe KHOMKY CBOMCTBA.

OTkpoeTca okHOo «CaoicrBa: Ums ACYH» (cM. PucyHok 39), B KOoTOpoM oTob6parkaeTcs cnpaBo4YHas
MHpOpMauns o BbIBpaHHOM AaTunKe CydanHbIX YMces, B TOM YNCIE N AaHHble O COCTOSIHMM yCTponcTBa. Nocne
npocMoTpa ceokcte ACYH HaxMnTe kKHonky OK.
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%3 Emonornueckmin ACH

Buonorimuecani JCH.

BubnuoTera CONPAAEHMA:

CocToaHHe: MogxnoYeHs!
WaroToBuTens: Komnanua KPUMTO-NPO
Bepoaa: 4.0,4548.0

PucyHok 39. OkHo «CBoucTBa: uma [CU»

MpumevyaHme. Ecim B CK3WM HacTpoeHO HECKOSIbKO AaTUYMKOB C/lyd4alHbIX 4ucen, To Mpu
dhopMMpOBaHMM UCXOAHOM Kto4YeBoW MHDOpMauun 6yaeTt ncnonbloBatbes ACYH, Haxoaswnincs B
BEPXHEWM CTPOKEe Crnucka ycraHoBneHHbix [CH, ecim ACYH He ycTraHoBneH, To 6byaeT MCNonb30BaH
cnefyrowmn n T.4. Hanpumep, ecnm yCTaHOBNEHO ABa AaTyuMKa ciydanmHbix ymucen - bnoICH n ACH
DNeKTPOHHOro 3amka «Cob05b», OHM HAXOAATCA B COCTOSHUN — «MOAKIIOYEH» U B BEPXHEWN CTpOKe
’L_!_!_“ Crnucka AaTUYMUKOB CydalHbIX Ymucen ykasaH ICYH SnekTpoHHOro 3amka «Cobonb», To dopMmMpoBaHue
MCXOAHOM KNtoYeBoi MHdopMaumm byaeT ocyuwecTensaTbca Ha ACYH DnekTpoHHOTo 3aMka «Cobosb».

Ona ncnonb3oBaHusa BnoCH, Heo6xXxoAMMO C MOMOLWbIO KHOMOK nepeMecTuTb ero Ha
BEPXHIOIO NO3ULUNIO B CNUCKE.

2.5. PaboTa C KOHTeHepaMm U ceptmdurKaTamm

Bknagka CepBMC KOHTposibHOM naHenu CK3UM Kpuntolpo CSP npepgHa3HauyeHa Ans BbINOJIHEHUS
cneayrowmnx onepaumnin:

. KonvpoBaHue 1 yganeHue 3aKpbiTOro Ka4Ya, Haxo48Werocs B CyL eCTBYOLWEM KOHTEHepe;

o TectnpoBaHune (npoeepka paboTocnocob6HOCTM) M oTobpaxkeHue CBOWCTB Ka4da (Kaw4ven) um
cepTudukaTta (cepTndmrKaToB) B CyLLECTBYIOLWEM KOHTENHEpPE;

. MpocMOTp M yCTaHoBKa cepTudmKaTa, HaxoAsW erocs B CyLeCTBYO L EM KOHTEWHEPE 3aKPbITOro
K/loYa Ha HocuTene;

e OcyulecTBneHWe CBA3KW Mexay CyL ecTBylLW UM cepTUdUKaTOM U3 daina U Cyw ecTBylL UM
KOHTEWHEepPOM 3aKpbITOr0 K/loUa Ha HocUTene;

. N3meHeHne 1 ydaneHwe coxpaHeHHbix naponen (PIN-kogoB) pocTyna K HOCUTENAM 3aKpbITbIX
KN4en;

. Ouuncrka nHdpopMaLnm 0 paHee UCNOb30BaHHbIX CbEMHbIX HOCUTENAX, HA KOTOPbIX pacnonarannce
KOHTEeWHepbl 3aKpbITbIX KINIOYEN.

2.5.1. TectmpoBaHue, KONUpOBAHME U yAaNlEHME KOHTENHEPA 3aKpPbITOro
Ko4a
2.5.1.1. TecTMpOBaHME KOHTEMHepa 3aKpbITOro KJk4a
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Ona Toro 4tobbI npoBeECTUN TECT pa6OTOCI'IOC06HOCI'M KOHTEI‘/‘IHepa 3aKpbITOro Knw4ya, OTKpOVITe MaHenb

ynpaenenusa CK3U Kpuntollpo CSP n nepenaute Ha Bknaaky CepBuc (cM. PucyHok 40). HaxxMuTe KHOMKY
MpoTtecTupoBaTthb.

%3 Kpuntollpo CS5P
ANropUTMBl BesonacHocTh Winlogan HacTpolik TLS
Obwme ObopynoBaHke Cepanc [ononHKMTEREHD

KOHTERHED 3aKPEITOrD KNKYa

3TH MACTEPa NOSBONAKT NPOTECTMPOBATE, CKOMMPOBETE MK
YoanuTe KEIHTEIT1HE|:| 3AKPBITOrD KNkoYa C HOOATENS.

| MpoTecTHpoBaTE. .. CKONUpOBaTE... Yaanuts...

CepTHHMKETEI B KOHTERHEDE 3aKPLITOrD KDYa

3TOT MACTEP NOSBONAET MPOCMOTPETE CEPTHHMKATEI, HEXO4ALMECA
B KOHTERHEPE 38KPBITOM KAKDYE, W YCTEHOBMTE WX B XPaHWIMLLE
CEPTHUOMKATOE.

MpOCMOTPETE CEPTHDMKSTEI B KOHTERHEDE. ..

NMW4HBIE CepTHDMKET

3TOT MACTEP NO3BONAET CBAZETL CEPTMRMKAT 13 dalina c
KOHTEAHEPOM 3EKPEITOMD KMKOYa, YCTAHOBME 3TOT CepTHMKET B
HPEHUIMLLE.

YCTEHOBMTE MMHHEIA CEPTUGMKET. ..

Maponi 3aKpeIThIX KIKYer

3TH MECTEPA NOZBONAOT M3MEHUTE napony (MAH-Koaer) saKpeITeX
KIMHOUEA MW YAENWTE 3E3N0MHEHHEIE PEHEES NaPo.

WzMeHuTE Naponk. .. Y¥AANKTE 3aNoMHEHHLIE Naponu. ..

0K OTMeHa MprMEHKTE

PucyHok 40. KoHTponbHasa naHenb. Bknaaka «CepBuc»

OTKpoOeTCs OKHO «TeCTUpoBaHMe KOHTEMHepa 3akpbIToro knto4va» (cM. PucyHok 41).

| =} TE‘.‘CTIr"IpDBaHI.r"IE KOHTE‘.‘F“IHEpa 3dKPbITOrO Knl4a
KoHTeilHep 3aKpLITOro KNKYa
BEEAMTE MK YKAKMTE KOHTEMHED 3aKPEITOMD KIKDYa, KOTOPbIA HeoOxoauMo ﬁg
MpOTECTHPOBSTE

MMA KnrodYesoro KDHTEI:IHEI:IEI:

Ofzop...
BEEfEHHOE MMA 3303ET KMKOYEB0I KOHTERHED: Mo cepTUdMKETY. ..
(®) MonezosaTena
KomnbloTepa

BrifeprTe CSP ANA NoWcka KNDYEBEIX KOHTSHHEPOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazan danee = OTMeHa

PucyHok 41. OkHo «TecTUpOBaHMEe KOHTEWHepa 3aKpbITOro Kjrua»
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Ha aToi cdopMe HeobxoAMMO 3anofHUTbL none UMA knrouyeBOro koHteHepa. OHO MoXeT 6biTb
BBEJEHO BPYYHYI MM HalAeHO B CMCKax KOHTeNHepoB (kHonka O63o0p) unn ceptudunkatos (kHonka Mo
ceptudumkary).

Onuuun noucka:

e BBeaeHHoe wMsA 3ajaeT KJ/IOUEBOW KOHTEWHEp - MnepekniovaTenb yCTaHaBIMBaeTcs B
nonoxeHve Monb3oBartenb nin KoMnbloTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHwuiuL,e
(JTnyHble wnn JloKanbHOro KOMMbIOTEpa COOTBETCTBEHHO) pacrnofloXXeH KOHTeKnHep. [ns
TEeCTUpOBaHUA KOHTEWHEepa 3aKpbiTOro Ka4Ya M3 XpaHunumuwia JlokanbHOro KOMMblTepa
Heob6xoAnMbl NpaBa agMUHUCTpaTopa.

e Bbl6bepute CSP ansa nomcka KAKUYEBbIX KOHTEMHEPOB - He0obXoAMMbIM KpUNTOonpoBanaep
(CSP) BbibupaeTca ns npeanaraeMoro cnmcka.

MNMocne TOro, Kak Bce NOAA 3aMN0JIHEHbI, HAXMUTE KHOMNKY [anee.

Ecnm Ha AOCTyn K 3aKpbITOMY K/HOYY YCT@HOBMEH NapoJsb, TO OH byaeT 3anpolweH. BBeante naponb u
HaXXMnte KHonky OK.

NMocne aToro oTkpoeTca popmMa C pe3ynbTaToM TecTupoBaHus (cM. PucyHok 42), B KOTOpoM byaeT
BblBEeAeHa UHGOopMaumsa 0 AaHHOM KOHTEMHepe 1 pe3ynbTaT TecTa.

|+ TECTHPOBBHHE KDHTEI::'IHE[Ja 3dKPBITOroO KiHua

PaGoTa MacTepa NpoBepKN KOHTelHepa

saBeplueHa

MpoBEpKE 3aBEPLUEHE YMELWHO olMboK He oBHapy ™
KOHTEAHED ZaKPEITOMD KMKDYa
HMMA ivanovcert
YHUKANEHOE MMA ivanovcert
FQCN WREGISTRY Yvanc
NPOBEPKE LENOCTHOCTH KOHTEAHEDE  YCMEWHD
Kooy obMeHa AOCTYNEH
LNWHE KMoua 512 GuT
SKCMOPT OTKPBITOND KAKYa YEMELWHD
HMMMNOPT OTKPLITOrD KNKXa YEMELWHD
noanMcb YEMELWHD
NpoBepKa YCMELWHD v
£ >

CronuposaTs & Dydep obmeHa

PucyHok 42. UtoroBoe OKHO «TeCcTUpoBaHMe KOHTeMMHepa 3aKpbITOro KJjroua»

2.5.1.2. KonupoBaHMe KOHTelHepa 3aKpbiToro Kjtoua

Ona Toro utob6bl CKONMPOBaTb KOHTEMWHEP 3aKpbITOro Kaw4a, oTkponTe MNaHesb ynpasnenmns CK3U
Kpuntolpo CSP n nepenante Ha Bkaaaky CepBuc (cM. PucyHok 40). HaxMuTe kHonky CKOnupoBaTb.

OTkpoeTcsa OkHO «KonuMpoBaHMe KOHTeMHepa 3aKpbiTOro kno4ya» (CM. PUcyHOK 43).
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|5} KDI'IIH‘IFIDBEHME! KDHTEI:‘"IHE!pa 3dKpbITOrO KNHJYa
KoHTellHep 3aKpeiTOro Knova
BEEAMTE MNW YKEHMTE KOHTEAHED 3aKPEITOMD KNKOYE, KOTopeli Heobxoaumo ﬁg
CKOMWPOBATL

Wma knoqesoro KDHTEﬁHEDB:

| | Ohzop...
BBENEHHOE MMA 3A0SET KNKOYEE0A KOHTeRHEeD: Mo CEPTURMKETY. ..
(@) Nons30BaTENA
KomMnsioTepa

BribepiTe CSP ANA NOMCKE KNKIYEBEIX KOHTEMHEDOE:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider W

< Hazan Nanee = OTmMeHa

PucyHok 43. OKHO «KonupoBaHue KOHTeiHepa 3aKpbITOro KJjkua>

Ha aToli dbopme Heobxoammo 3anonHuTb none WmMsa knioyeBoro koHrerHepa. OHO MoxeT 6biTb
BBELEHO BPYYHYI WM HalAeHO B CNUCKaxX KOHTeWHepoB (kKHOoMka O63op) nan ceptudukaTtos (kHonka Mo

ceptudumkarty).
Oonuun noucka:

e BBeaeHHoe MMS 3afaeT KJ/IOUEBOW KOHTEMHep - Mnepek4yaTenb yCTaHaBAMBaeTcs B
nonoxeHve MNMonb3oBartenb 1AM KoMnbroTep, B 3aBMCMMOCTM OT TOrO, B KaKOM XpaHuiuuie
(JInyHble nnn JIokanbHOrO KOMMbIOTEPA COOTBETCTBEHHO) PaCMofIoXKeH KoOHTeHep. [Ana pa6oTsl C
KOHTEWHEPOM 3aKpbITOro Kf4ya U3 xpaHunuia JIokanbHOro KoMnbloTepa HeobxoAMMbl NpaBsa

aAMUHUCTpaTopa.

e Bblibepute CSP AnA NoUcKa KIKOUYEBbIX KOHTEMHEpPOB - HeoOXOAMMbIN KpunTonposahaep

(CSP) BbibupaeTca n3 npeanaraeMoro cnmcka.
lMocne Toro, Kak BCce MoAs 3aMosIHEHbI, HAXMUTE KHOMKY [fanee.

Kpwntolpo CSP
0:09:38
Bifiop KNOYEBOrD KOHTERHEDS
B crivcke nokasslBaTs:

(@) lpyecTEEHHBIE MMEHA () VHUKANBHBIE MMeHa

CRMCoK KNoHeBsIx KDHTEﬁHEDDEﬂ MNoNe30ESTENA:

=
CUYMTBIEATENE  MMA KOHTERHEPA

Peectp ivanovcert
Peectp petrovcert

PucyHok 44. Bbi6op KNO4YEBOro KoOHTeHepa
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"5} EBesonacHocte Windows

Boibop ceptudmkata

BriBepuTe cepTudrKaT n3 xpaHnania "MuuHele"” TekyLero
NonL30BaTENA.

semenov
Mzpatens: Test Center CRYPTO-PRO

Aedctentened o 23.02.2014 no
04.10.2014

[pocroTpeTs cEORCTES
cepTndinkarta

petrov

WMapatens: Test Center CRYPTO-PRO

JefictentensH o 25.02.2014 no
04.10.2014

ivanovii

WMapatens: Test Center CRYPTO-PRO

JefictentensH o 25.02.2014 no
04.10.2014

OTtmena

PucyHok 45. Bbi6op ceptudpukara

Ecnm Ha gocTyn K 3aKpbITOMY K/AOYY YCTAHOBMIEH Napob, TO OH byaeT 3anpoweH. Beeante naposib 1
HaXXMnte KHonky OK.
OTKpoeTCs OKHO BBOAA MapaMeTpoB HOBOMO KOHTEelMHepa 3akpbmroro kiova (cM. PucyHok 46). Beegute mms

HOBOro KJ/IOYEBOr0 KOHTEMHepa W yCTaHOBWTe nepeknw4vaTtesns BBeaeHHoe wumsA 3apaer KJ1l0O4EeBOMi
KOHTeFIHep B nonoxeHve Monb3oBatenb uin Komnbrotep, B 3aBUCMMOCTM OT TOro, B KAKOM XpaHunuviie

TpebyeTca pa3MecTUTb CKOMUPOBAHHbIA KOHTEMHEPp.

'E) KonwpoBaHWe KOHTEWHEpa 3a8KPLITOro KAKYa
KoHTelHep 3aKpeIiTOro KNoya
BeeauTe KDHTEI;IHEFI 3AKpEITOrD KNko4Ya, Ha KEITEIFIbII—‘& HEDEIDJJ.IJ‘IMD rg
CKONHMpOBaTE

MA Knrodesoro KDHTEﬁHEDE:

ivanovcopy

BEEONEHHDE MMA SANAET KIHYEBDN KOHTENHED:
(®) NonbsosaTens
KoMmnetoTepa

BriGepuTe CSP ANA NOWCKE KNKOYEBEIX KOHTEMHEDOS:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazaa OTmeHa

PucyHok 46. OkHO «KonupoBaHue KOHTEMHEpa 3aKpbITOro kKJjkouya»
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Mocne BBOA@ HaXXMUTe KHOMKY FOTOBO. OTKPOETCA OKHO, B KOTOPOM HE06X0AMMO Bbl6paTh HOCUTENL AN
CKOMUPOBAHHOTO KOHTeWHepa (cM. PucyHok 47).

= Kpuntolpo CSP
0:09:54

[2)=m BcraEsTe W BoifepUTe HOOMTENL AN XPAHEHWS KOHTEAHepa
| == " 2

| 3AKPLITONO KKoYa Tvanovcopy

CeeneHnA

YCTpoAcTES: BCTaBNEHHBI HOCMTENR!
CocToAHKE!

OTmeHa CeegeHmA <<

PucyHok 47. OKkHO Bbl6opa HocuTens

BcTraBbTe HOCUTENb B CHUTbIBaATEND, Bbl6epVITe HOCUTENb N3 NeEpeEYHA YCTpOVICTB M HaxXMute KHonky OK.

OTKpoOEeTCa OKHO COo34aHus Maposis Ha AOCTYN K 3aKpbITOMy ktouy (cM. PucyHok 48). Beeante naponb w
noaTBepaAnTe ero.

= Kpuntollpo CSP
0:09:14

(2= 3anaiiTe Naponk ANA CO3AAESEMO0 KOHTEAHEDS

ZE= “ivanovcopy”.

(®) YCTaHOBUTE HOBKIA Napons EM

HoBeii naponk: |

MoaTeep#aeH1e:

MogpofHee ==

PucyHok 48. OkHO BBOAa napons

Mocne BBoAa Heob6XoAMMbIX AaHHbIX HaxMmuTe kHonky OK. CK3U «Kpuntollpo CSP» ocywecrsBut
KOMMpOBaHWE KOHTeWHEepa 3aKpbITOro Kaw4ya.

2.5.1.3. YaaneHue KOHTeHepa 3aKpbIToro kKJjkua

[Ons Toro 4tobbl yaannTb KOHTENHEpP 3aKpbITOro kKa4ya oTkpoiTe MNaHenb ynpaesnenmna CK3M KpunTtollpo
CSP, nepenante Ha Bknaaky CepBuc (cM. PucyHok 40) 1 HaXXMUTE KHOMKY YAaJiIuTb KOHTENHep.

OTKpOEeTCs OKHO «YAaNeHWe KOHTEHepa 3aKpbIToro Kitoya» (aM. PucyHok 49).
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'E] YaaneHWe KOHTERHEDE 3aKPBITOrO KIHUA
KOHTeiiHep 3aKpbITOro KNo4a
BEEAWTE MM YKEKWMTE KOHTERHED SEKPBITOrD KNOYa, KOTopeIM Heobxoammo Ig
YAEMMTE

MMA knioyesoro KIZIHTEI:1HE|:IEI:

BEEAEHHOE MMA 3308ET KMHOYEB0A KOHTERHED: Mo CEpTHDMKATY. ..
(®) MonbsosaTenA
KomMnetoTepa

BribepiTe CSP ANA NOWCKE KNKOUYEERIX KOHTEHHEDOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< hasan OTOB0 OTMeHa

PucyHok 49. OKHO «YaasneHne KOHTelHepa 3aKpbITOro KJjkoua

Ha sToin dbopMe HeobxoAMMO 3anosHUTL nosie UMA knouyeBOoro kKoHreHepa. OHO MoXxeT 6biTb
BBEAEHO BPYYHYI WM HaWOEHO B CNMCKaxX KOHTeMHepoB (kKHoMka 0630p) nam ceptudukatoB (kHonka Mo
ceptudumkary).

Oonuuu noucka:

e BBegeHHOe uMS 3ajaeT KJOUYEBOW KOHTEWHep - nepekovyaTesb ycTaHaBIMBaeTcs B
nonoxeHve Monb3oBaTtenb 1M KoMnbioTep, B 3aBUCHMOCTM OT TOrO, B KAKOM XpaHwuauvuie
(JInuHble w“AM JIOKaNbHOro KOMMblOTEpa COOTBETCTBEHHO) PAacCMoOfIoXeEH KOHTelHep. [Ans
yAaneHUs KOHTeNHepa 3aKpbITOro K4a 13 XxpaHunuila JIokanbHOro KoMnetloTepa Heo6XoAMMbI
npasa agMUMHUCTpaTopa.

e Bblbepute CSP ans noMcka KJ1lOUYEBbIX KOHTEMHEpPOB - HeO6X0AUMbI KpunTonpoBalaep
(CSP) BblibnpaeTcs U3 npeaJjlaraeMoro cnmcka.

MNMocne Toro, Kak BCe MOsA 3aMnoJIHEHbI, HAXXMUTE KHOMKY FoToBO.
B Avanore noATBepXAEHWS yAaNeHWs KIOUEBOro KoHTelHepa (CM. PucyHok 50) HaxMuTe KHonky Aa.

'€} Kpuntollpo CSP

Cefiuac GygeT NpoUIBELEHT YIANEHWE BCEX 2AKPEITEIX KNHIYER W

! . cepTudMKaToE KoHTEAHEpE ‘Ivanoveopy'. KoHTeRHEep nepecTaneT
CYLLECTEOBATh, BOCCTAHOENTE KAHIMW C 3TOMD KOHTEHEpa ByaeT
HesosmMoxHo, MNpogonxnTe?

[ 2 J[ =

PucyHok 50. OKHO NoATBEP>XAEHUA yAaJieHUsI K/1I0YEBOro KOHTeHepa

2.5.2. ﬂpOCMOTp M yCTaHOBKa JIMYHOIO CepTVId)VIKaTa, XpaHAawerocd B
KOHTEeMHepe 3aKpbITOro Kak4a
2.5.2.1. MpocMoTp cepTudmukaTa, XpaHALWErocs B KOHTEMHepe 3aKpbITOro KJjkua

[na Toro 4ytTo6bl NpOCMOTPETb CEPTUMDUKAT, XPaHALWMIACA B KOHTEMHEPE 3aKPbITOrO KAo4Ya, OTKPONTE
MNaHenb ynpasneHus CK3W Kpuntollpo CSP u nepenante Ha Bknaaky CepBuc (cM. PucyHok 40), HaxmMuTte
kHonky NMpocMoTpeTb cepTuduKaTbl B KOHTEHepe.

OTkpoeTcs 0KkHO «CepTudunKaTbl B KOHTEMHEPE 3aKPbITOro Ko4va» (CM. PucyHok 51).
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'E] CepTMdwKaTol B KOHTEWHEpE 38KPEITOro KAKUa
KoHTeliHep ZaKpuITOro KN4Ya
BeeguTe MnM YEIHMTE KIZIHTEI:1HE|:I SAKPEITOrD KNkD4Ya And NpocMoTpa rg

CEPTHDMKETOE B 3TOM KOHTEMHEDE

MMA KNKYeB0ro KOHTERHEpa:
| Qbsop...

BEEAEHHOE MMA Z3A3ET KNKUYEE0A KOHTEAHED: Mo cepTdMKaTY. ..
(@) MonszosaTens
KoMneloTepa

BribepuTe CSP ANA NOMCKE KNHOYEBLIN KOHTERHEPOE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazaa Oanee = OTMeHa

PucyHok 51. OxkHo «CepTucdmnkatbl B KOHTEHEpPE 3aKpbITOro Kirkoua>

Ha sToin dbopMe Heob6xoAMMO 3anofHUTL nosie UMA knouyeBOro kKoHreHepa. OHO MoXeT 6biTb
BBEAEHO BPYYHYI WM HaWOEHO B CNMCKaxX KOHTeMHepoB (kKHoMka 0630p) nam ceptudumkaToB (kHonka Mo
ceptudumkaTty).

Oonuun noucka:

e BBeaeHHoe uMMA 3afaeT KJ/IIOUEBOW KOHTeMHep - nepek/yaTesb YCTaHaBIMBaeTCs B
nonoxexHune Monb3oBatenb v KomnbroTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHuauue

(JInuHble w“AM JIOKaNbHOro KOMMblOTEpa COOTBETCTBEHHO) PacrnofioXeH KOHTeilHep. [Ans
NpoCMOTpa KOHTeHepa 3aKpbITOro Ktoya U3 XxpaHuauiua JlokanbHOro KoMnbloTepa He 06X0ANMbI

npaBsa aAMMHUCTpaTopa.
e Bblbepute CSP ans noMcka KJIlOUYEBbIX KOHTEMHEpPOB - He0b6XoAUMbI KpunTonpoBaaep
(CSP) BbibupaeTca n3 npeanaraeMoro cnmcka.
Mocne Toro, Kak BCe MOAs 3aMOJIHEHbI, HAXMUTE KHONKY [fanee.
Ecnmn ceptudmkaTa B KOHTEMHEpPE 3aKPbITOrO Ktoya HeT, 06 3TOM NosBUTCA coobueHmne (oM. PucyHok
52).

'E] Kpwntollpo CSP

B koHTEAHERE 33KpLITOMD KAK2YA
! % 'le-13f1b328-8f40-41a8-afd3-05e0776c8Tae" oTcyTcTyeT cepTudmkar
OTKPBITOrD KNHI4YE LUNgpoBaHIA

PucyHok 52. OkHO, nHcpopmupyrowiee o6 orcytcTBun ceptucdpmkara

Ecnun cepTtudmkart B BbIGpaHHOM KOHTeliHepe UMeeTcsl, 0TKpoeTCcs OKHO «CepTudukaT ANng npocMoTpa»
(cM. PucyHok 53).
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']

CepTUdKKaThl B KOHTEAHEDE 3aKPbITOrO KAKJa

CeprmdMKaT ONA NpocHoTpa
MpocMOTPUTE U BEIDEpUTE CEPTHDMKET

=

CepTUhMKaT: petrov

CybbeKT: CN=petrov, C=RL

MocTaBLLMK: E=info@cryptopro.ru, C=RU, O=CRYFTO-PRO, CM=Test Center CRYFTC
OeicTEUTENEH C: 25 thegpana 2014 r. 16:55:03

NefcTEATENEH No: 4 orTADpA 20141, 11:09:41

CEPMIAHBIN HoMED: 6DED 80F2 0002 0006 3670
Obzop...
< Hazaa loTosD OTMeHa

PucyHok 53. OkHO «CepTudukatbl B KOHTEMHEPE 3aKPpbITOro Kato4ya»

[ns npocMOTpa OCHOBHbIX CBOWCTB cepTUdMKaTa HaXx MUTe KHONKy CBOMCTBA B OkHe «CepTudukaThl B
KOHTeNHepe 3aKkpbIToro ka4da» (cM. PucyHok 53). OTKkpoeTca OKHO NMpoCMOTpa CBOWMCTB cepTudukaTta (cMm.

PucyHok 54).

Ceptudmkar

Ofwme | Cocras MyTb CEpTUOMKALIN

?; Ceegennn o cepTudmKare

I1oT ceprmpukaT npegHazHayaeTca ana:

* NoaTBEPHAEET YASNEHHOMY KOMNBKITERY MAEHTHGMKaLWID
Ballero KOMNerTepa

HoMy BblOaH: petrov
HeM BhiOaH: Test Center CRYPTO-PRO

OeitictenTened ¢ 25,02, 2014 no 04 10,2014

¥ ECTb 3aKpLITHI KDY ANA 3Toro CEpTUdMKaTE.

YCTEHOBMTE CEPTHRMKET. .. SAABNEHNE NOCTAELUMKS

PucyHok 54. OKHO NpocCMOTpa CBOMWCTB cepTudukarta

Ha Bknagke «[lMyTb cepTudmnkaumm» MoXXHO NpOCMOTPETb BCe cepTUdUKaTbl 4O KOpHeBOro YL, ecim oHun
COAEepXaTCsa B KOHTeMHepe.
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2.5.2.2. YCcTaHOBKA JIMMHOIO cepTudukaTa, XpaHsWerocss B KOHTEMHepe 3aKpbITOro
Kno4a

MpuMeuyaHue. B faHHOM pasgenie pykoBOACTBa Mo YCTAHOBKOMW JIMYHOTO cepTudukaTa
L.__.J NOHMUMaeTCs YCTaHOBKa cepTudukaTta B xpaHunuuie JInuHble ¢ hopMUPOBaHUEM CCbISIKM Ha 3aKpbIT bl
KJIIOY, COOTBETCTBYOLW WA JAHHOMY cepTudUKaTy.

Peanusauus Kpuntolpo CSP no3BofsieT XpaHUTb JINUHbIE CepTUdUKATbI NOSIb30BaTENSA HE TOJIbKO B
JIoKaNbHOM CNpaBOYHMKE CEpPTUDMKATOB KOMMNbIOTEPA, @ TaKXe BMECTE C JIMYHBbIMM K/IlOYaMKU NOJIb30BaTENS Ha
Klo4YeBOM HocuTene (Mpu yCIoBMM, YTO KJIKOUEBOW HOCUTENb MMEET AOCTATOUHbIA 06beM NaMsTu ANs 3anucK
cepTudukaTa). XpaHeHne cepTudurkaTa Ha KIOYEBOM HOCMTESIE MO 3BOJISIET NOMb30BaTENIO NEPEHOCUTHL BCHO
Heo6Xx0anMyI0 K YEBYO MHMOPpMaLUIO C KOMNbloTepa, rae 6bin cpoOpMMPOBaH KIOY NOJSIb30BaTENA HA Apyrue
pabouune mecra.

[ns Toro 4yto6bl BOCNO/Ib30BATbCA JIMYHBIMA KJTIOYAMU U CEPTUdUKATaAMU MOMb30BaTENS B pa3iMYHbIX
NPUIOXEeHNAX Ha APYroM KOMMbloTepe, HEOH6X0AMMO Ha 3TOM KOMMbIOTEpPE YCTaHOBUTb MOJIb30BaTEbCKUI
cepTUdUKaT B JIOKaIbHbIA CNPaBOYHUK U CO3A4aTb CCbIIKY, KOTopas 6yAaeT 04HO3HAYHO CBSA3bIBATb CEPTUMUKAT C
JIMYHBIM K/IOUYOM MONb30BaATESNA.

Ons Toro 4To6bl YCTAHOBUTL IMYHbBIN cepTUdUKAT, OTKPONTE ero AN NpoCMOTpa, AN 3TOr0 BbINOSHUTE
nocneAoBaTeNIbHOCTb AENCTBUI, YKa3aHHbIX B NyHKTe 2.5.2.1.

B okHe «CepTudunkaTbl B KOHTEWMHEpPE 3aKpbiTOro kao4ya» (cM. PUCyYyHOK 53) HaXMUTe KHOMKY
YcTaHOBUTD.

CepTtudukaT 6yaeTt ycTaHOBNEH B XpaHuamue «JIMyHble» TeKyL ero noab3oBaTeNs UM KoMnbioTepa, B
3aBMCUMOCTM OT ONu MK, BbIBpaHHOM NpKU NOUCKEe KOHTelHepa.

Ecnn ceptndumnkar yxe ectb B XxpaHunuuie, 6yaeT BblgaHO npeaynpexaeHue o nepesanmcm NpexHero
ceptudukaTta (cM. PucyHok 55).

"5} Kpuntollpo CSP

3TOT CepTUgIMKET yKe NPUCYTETEYET B X¥paHWAMLLE CepTUgMKaTOR,

3aMEHNTE CyLLECTEYHOLLMIA CEpTUdNKAT HOBEIM, € NPCCTABNEHHOR
CCBINKON Ha 3aKpbIThIA Kniou?

TE——

PucyHok 55. MNpeaynpexpaeHne o nepesanucu ceprtudumkara

B cnyuyae ycnexa nosiButcs coobuweHue o 3aBepweHun onepaunm (cM. PucyHok 56).

e Kpuntollpo CSP

CepTudmkar Gbin ycTaHoBAEH B Xpanuanile “SndyHebie” TekyLLero
nons30EaTend.

PucyHok 56. OKHO 3aBeplIeHUs YCTaHOBKM cepTudumkara

Mpn TakoM cnocobe yCTaHOBKM cepTUDUNKATOB B COOTBETCTBYOLME XPaHUMLLLA TaKXe yCTaHaBIMBaOTCS
cepTUdMKaTbl KOPHEBbBIX M MPOMEXYTOUHbIX YL, €C/iM OHU coaepXXaTcs B KOHTENHEpe 3aKpbITOro Kaua.

2.5.3. YcTaHOBKa IMYHOro ceptudmkaTa, XxpaHsauwerocs B danne

MpumevaHme. B faHHOM pa3gene MHCTPYKUWK NO4 YCTAHOBKOM JIMYHOMO cepTudunkaTa noHMMaeTcs
L!!' yCTaHoBKa cepTudunkaTta B XpaHuauuie JIMdHble C GPOPMMUPOBAHNEM CCbISTIKM HA 3aKpPbITbIA KIOUY,
COOTBETCTBYHOLW M AAHHOMY cepTuduKaTy.

Ona Toro 4to6bl YCTaHOBUTL IMYHbLIN cepTudukaTt oTkponTe [aHenb ynpasaeHuns CK3U Kpuntolpo CSP
W nepeianTe Ha Bknaaky CepBuc (cM. PucyHok 40), HaXXMUTEe KHOMKY YCTaHOBUTb JINUHbIN cepTudukar.
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B okHe «PacnonoxeHue darina ceptudukata» (cM. PucyHok 57) 6yneTt npeanoxeHo ykasaTtb Umsa

cdanna ceptudmkarta. Boibepute nyth Kk dainy ¢ nomMowbio kHonku O630p, NOCie Yero HaXMuTe KHOMKY
Aanee.

2 MacTep yCTaHOBKM NWYHOTO CEpTUdOMKATA

Pacnonoxenme paiina cepmmguucara
BeeguTe nnm yraxwmTe pacnonoxeHe $aiing yCTAHAENWESEMOro CEpTURMKETE @

lrA paiina cepmipkaTa:

Ofzop...

PopmaT daing MoXKET OOHAM M3 CNE LyHILLVE:

Faiin cepmvdrara - X505 ( CER, CRT)
Coofwerve ctaHpapta PKCS #7 (P7B..P7M..DER)
¥paHWMWLLE CEpPWManME0BaHHbE cepTudmkaTos ((S5T)

JameyaHue:

HexoTopkle popMaTel DEAN0E MOTYT COASpXaTE B OAHOM haline
fonee 0AHOM0 CEPTHEMKAETE.

azan Oanee > OmaeHa

PucyHok 57. OkHo «PacnonoxxeHue cdanna ceptudpumkara>

OTKpoeTcs NpoCMOTP OCHOBHOW MH(OpMauunn ceptTndmkata 4ns ycraHosku (cM. PucyHok 58). Haxas Ha
KHOMky CBOMCTBA MOXHO MpoCMOTpeTb NoApobHy WMHpopMauui o cepTudukate B CTaHAAPTHOM OKHe
npocMoTpa CBOWUCTB cepTudmkaTa.

5} MacTep yCTaHOEKW NWUHOTO cepTUdMKaTa
Ceprmagwacar AnNA yCTEHOBK
MpocmoTpUTe ¥ BEIBEPMTE CEPTWGMKAT ANA YCTAHOBKM ﬁg
CepmidirKaT: ivanovii
CyGrexT: CN=ivanovii, C=RLI
MNocTaswmic: E=info@cryptopro.ru, C=RU, O=CRYPTO-PRO, CM=Test Center CRYPTO-f

IeficTEUTENEH C; 25 pespana 2014 15:35:04
IefcTBTeneH no: 4 oxtabpa 2014 r. 11:09:41
CepuitHeii HomMep: 6064 CHEF D002 DDDE S65C

CeolicTEa. ..

(]
=]

< Hazan Hanee = OmaeHa

PucyHok 58. OkHO «CepTucpmkar ansa yCTaHOBKU>

Ha>xmMnTte kHonky [anee. OTKkpoeTcss OKHO «KOHTeWHEep 3aKpbITOro kaoya» (cM. PucyHok 59).
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2 MacTep ycraHoBKM NMUHOrO cepTUdMKaTa

KoHTefHED SaKpRITOro Kmoua
BeegTe MW yKEXWMTE KOHTEAHED 33HPEITOMD KIHOYE, KOTOPEIR COOTEETCTEYET ﬁg
BEIGpaHHOMY CEpTHRWKETY

|:| Halim KoHTEfHED 3B TOMaTHYECKHK
Mg knioyesoro KoHTeRHEpa:
Ofzop...

BeeneHHOS VMR SE03ET KMOYEE0H KOHTEHED:
(®) MonbsoBaTennA
() KomneloTepa

BriBepite CSP anA nowcka KNoYeBksx KOHTERHEDOS:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider LY

PucyHok 59. OkHO «KOHTeiliHep 3aKpbITOro Kjaroua>»

Ha sToin dbopMe Heob6xoAMMO 3anofHUTL nosie UMA knouyeBOro kKoHreHepa. OHO MoXeT 6biTb
BBEAEHO BPYYHYI WM HaWAEHO B CNMCKaxX KOHTeWHepoB (KHoMka 0630p) nam ceptudmkatoB (kHonka Mo
ceptupumkarty). s aBTOMATUYECKOro noucka MoAxOoAsLero KOHTeWmHepa cpean AOCTYMHbIX MOXHO
BOCMO/Ib30BaTbCs onumeii HalTm KOHTEMHEp aBTOMaTUYECKM.

Oonuwnn noucka:

e BBeaeHHoe uMSl 3ajaeT K/IOUEBOW KOHTEMHEp - rnepekvaTenb yCTaHaBAMBaeTCs B
nonoxexHve Monb3oBaTtenb MM KoMnbloTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHWIuL,e
(InyHble nnm JIokanbHOrO KOMMblOTEPA COOTBETCTBEHHO) PaCnosIOXXeH KOHTelHep.

e Bblbepute CSP ans noMcka KJ1lOUYEBbIX KOHTEMHEpPOB - HeO6X0AUMbI KpunTonpoBalaep
(CSP) BbibnpaeTca U3 npeafiaraemMoro cnucka.

Mocne Toro, Kak Bce NoJis 3anoJIHEHbI, HAXMUTE KHOMKY Aanee.

Ecnm Ha AOCTyn K 3aKpbITOMY K/lOYY YCT@aHOBAEH NapoJsb, TO OH 6yaeT 3anpolweH. Beeante naponb u
HaXXMnte KHonky OK.
Ha cnepyowem ware c noMowW bio KHONMKM O630p BeibepuTe XpaHuauwe Anaa yCTaHOBKKM cepTudmnkaTa.
Ceptudukat 6bynetr ycTaHOBNEH B XpaHwuauuie nMosb3oBaTens WM KOMMbloTepa, B 3aBUMCMMOCTU OT
pacnosioXXeHUs KOHTEMHepa 3aKpbITOro kaYa (CM. NpeAblaywnun NyHKT).
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5} MacTep ycTaHOBKM MMUHOTO cepTUdMKaTa
XpaHunue cepTHPUKaToE
YHaxiTe XpaHANnLLE CEpTWKMKETOS ANA YCTEHOBKMW BeIGpaHHOro paHes ﬁg
CEPTADUKATA.

¥iazaHHbIA paHee gnar MCNoNES0BaHWA KNIDYSELH KOHTEAHEDOE NONL30E3aTENA MNW
KOMNEBDTEDS oNpeasnheT Bblﬁl:lp HE0 B0 IMMED XPEHWNWLLL CERTURMKaTOR

Hran FPEHANWLLE CEpTWRHMKATOR:

YCTaHOBWTE CEPTUDHKAET B KOHTERHED

< Hazan Hanee = Crmaeta

PucyHok 60. OkHO «XpaHunuiie ceptudmuKaTos>

OaHoBpeMeHHO cepTUdMKAT MOXHO 3anucaTb B KIKOYEBOW KOHTelHep pana ynobcreBa nowucka
cepTudmKaTa NpuM NnepeHoce KOHTeNHepa Ha APYrov KOMNbIOTEp. NS 3TOro CAYXUT Onuusa «YCTaHOBUTb
cepTudukaT B KOHTeNHep» (CM. PucyHok 60).

Ha nocnegHem ware «3aBepweHne paboTbl MacTepa yCTaHOBKM IMHYHOIO cepTudmnkata» (CM. PUCYHOK
61) Hy>XHO NPOBEPUTb MPaBU/IbHOCTb YKa3aHHbIX NapaMeTpoB U AN BbINOJIHE HUSA YCTAHOBKU cepTudunkaTta
HaXaTb KHOMKy FoTtoBoO.

%} MacTep YCTAHOBKM NMUHOTO CepTUdMKaTa
3aBepweHne paboTel MacTepa
I@ yCTaHOBKW NMYHOrO cepTudukaTta

Patota MaCcTEpa YCTAHOBKM NMYHOMD CEPTUMKAETE YCNEeLWHD
SaEEpWEHS.

Beiny yikasaHe! cnemyowme napameTpe!:

Bzame cepmdukaT -
Wz thaina Cas.cer
WMA CepTURUKaTA vanavii
cyEbekT CM=ivanovii, C=RU
NOCTABLLLMK Esinfo@cryptopro.ni, C=R
OEACTEMTENEH C 25 pespans 2014 15:3¢
LERCTBMTENEH MO 4 owrrbpr 2074 . 11:09:¢
CEPMIAHBIN HOMED 6D6A CHEF 0002 D006 56 v
L4 >

¥oemuTeck, yTo BeIGpaHE! MPaEMNEHEIE NapaMETPREl M
HakMUTE KHonky "ToToso" ANA BLINONHEHWA YCTAHOBKM.

PucyHok 61. 3aBepweHme paboTbl MactTepa yCTaHOBKM JIMUHOro ceptudmkaTa
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2.5.4. yl'lpaBJ'IEHMe napondamum AoCTtyna K 3aKpbiTbiIM K/THO4HaAM
2.54.1. N3mMeHeHMe naponsifl Ha AOCTYMN K 3aKpbITOMY KOy

Ona Toro, 4Tobbl U3MEHUTb NapoJsib Ha KOHTenHep, oTkponTe MNaHenb ynpasaeHusa CK3UN Kpuntolpo CSP
n nepenaute Ha Bknaaky Cepsuc (cM. PucyHok 40), HaxkxMuTe KHOoNKy N3MeHUTb napoib.

OTKpoeTcs OKHO «KOHTEeMHep 3aKpbITOro kn4ya» (CM. PUCYHOK 62).

|53 MNsmeHeHme naponAa KDHTEL‘:‘IHE[Ja 3dKDbITOrQ KAya

KoHTelHep 3aKpeITONo KIH4a

EeeguTe MW YEIHKKTE KIZIHTEI:1HE|3 3SKPEITOMND KNKDYa, Ha KOTOPOM HeoBx¥0aMMD rg
WM3MEHWMTE Maponb.

WA kniouesoro KIZIHTEI;IHEFIEI:

Qfsop...

BEEAEHHOE MMA 3EN3ET KNKIHESON KOHTEAHED: Mo cepTHhMKETY. ..
| NMonbzoEaTens
L) KoMneoTepa

Bribepute C5P onA NOMCKE KIKYEBEIX KOHTEAHEDDE:
Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider W

< Hazan loToBo OTMeHa

PucyHok 62. OkHO «KOHTeliHep 3aKpbITOro kKjrua»

Ha sToin dbopmMe HeobxoaAMMO 3anofHUTbL nosie UMA knouyeBOoro kKoHreiHepa. OHO MoXeT 6bITb
BBELEHO BpPYYHYID WM HaWAeHO B CnuMckax KoHTelHepoB (kHomka O630p) MM COOTBETCTBYHOLWUX UM
ceptTudmnkaTtoB (kHonka Mo ceptucpukary).

Oonuuu noucka:

e BBegeHHOe vMMA 3afaeT KJ/IIOUEBOW KOHTEeMHep - nepekyaTesb YCTaHaBIMBaeTCa B

nonoxexHve Monb3oBaTtenb MM KoMnbloTep, B 3aBUCMMOCTM OT TOr0, B KAKOM XpaHuuL,e
(JInyHble 1AM JIOKaNbHOrO KOMMbKOTEpPA COOTBETCTBEHHO) pacnosioXXeH KOHTeWHep.
ABTOMaTWYECKM CTaBUTCS B HYXKHOE MOJI0XEHME, eCNN BbIBOP NPOU3BOAMIICA MO cepTUduUKaTy.
Ons paboTbl C KOHTEMHEPOM 3aKpbITOro KAYa M3 xpaHuauwa JIokanbHOro KoMnbloTepa
Heob6xoAnMbl NpaBa agMUHUCTpaTopa.

Bbi6epute CSP anA noucka K/HOUYEBbIX KOHTEMHEPOB - Heob6XoaWMbIi KpunTonpoBaaep
(CSP) BbibupaeTcsa U3 npeafiaraemMoro cnucka.

lMocne Toro, Kak BCe MoJia 3anofIHEHbI, HAXMUTE KHONKY FoToBO.

OTKpoOeTCcs OKHO BBOAA MapoJsis Ha AOCTYN K 3aKPbITOMY KoYy BblbpaHHOro KOHTelHepa (cM. PucyHok
63). BBeanTe ykasaHHbI Naposib U HaXMuTe kHonky OK.

= Kpuntollpo CSP
0:09:58
(E)=m BBeauTe Naponk ANA KoHTEMHEpa
GE2 "e-13f1b328-8f40-41a8-afd5-05e9776c87ae"
[ e
EN

Mapaonb:

[ ] 2anomauTE napons

PucyHok 63. BBoa napons Ha gocTtyn
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Ecnn naponb BBeAeH BEPHO, OTKPOETCA OKHO BBOAA HOBOrO Naposs Ha AOCTYN K 3aKPbITOMY K4y (CM.
PucyHok 64). BeeanTe ABaXKAbl HOBbI Maposib U HAaXXMUTe KHONKY OK.

= Kpwntolpo CSP
0:09:58

(2)=m BseauTe AEaXALI HOBLIA NAPONb ANA KOHTERHEpa Te-
GE—4  13f1b328-3f40-41a3-afd5-05e9776c87ae™

(@) ¥CTaHOBMTE HOBbIM Naponk EM

HoBrIif napons: |

HDD.TBEDP\‘LD.EHME:

COTMEHS MNoopobHes ==

PucyHok 64. BBoa HOBOro napons

Mocne noaTeepxaeHus seoaa napons CK3U «Kpuntollpo CSP» ocywecTrBuT CMeHY Napons Ha AOCTYn K
3aKkpbITOMy KMto4y. Bonee noapo6Ho paboTa No yctaHOBKE Napons U AONOJIHUTE IbHbIX MapaMeTpoB 3aluUThbl
KOHTeWHepa onncaHa B NyHKTe Bbibop cnocoba 3awimnTbl 4OCTYNa K 3aKPbITOMY KAKOYY.

MpuMevaHue. BMecTo yCTaHOBKM Napons Ha A0CTyn K 3akpbitoMy kno4vy CK3U «Kpuntollpo CSP»
L._!| NO3BONSET 3aWMdpOoBaTb AaHHbIMA 3aKPbIThIA KAKOY Ha APYroM 3aKpbITOM K/lOUYE, @ TakXe pasaenmTb
3aKpbITbIA KNOY Ha HECKOJIbKO KloYeBbIX HocuTenen. NoapobHee 06 aToM B pa3gene 3.2.4.

2.5.4.2. YaaneHue 3anoMHeHHbIX naponeu

CK3U «KpunTtollpo CSP» no3BonseT COXpaHUTb B CNeLnabHOM XpaHuavue NoKalbHOro KoOMnbTEpa
naponn Ha AOCTYN K KOHTEMHEpPY 3aKpbITOro kno4va (B ciyyae, eciv nonb3oBaTesb CTaBuT dnar 3anoMHUTL
maponb B OKHE BBOAA Mapons Ha AOCTYN K 3aKpbiTOMy Knto4y). Korga naponb coxpaHeH, npu obpaweHum K
3aKpbITOMY KNIOUYY OH He 3anpawuBaeTcd. B 3To e XpaHuauLwe 3anucbiBaeTcs TOYHbIA NMYTb K KIAOYEBOMY
KOHTelHepy (CBsI3Ka MexXAy UMEHEM KOHTEMHEPA U YHUKA/bHbIM UMEHEM KOHTENHEpaA).

Ons Toro, yTobbl yaanuTb 3aN0OMHEHHbIN Naponb, oTkponTe MNaHenb ynpasneHus CK3W Kpuntolpo CSP u
nepenanTe Ha Bknaaky CepBuc (cM. PucyHok 40), HaXkMMTe KHOMKY YAanutb 3arnoMHEHHbIE Naponm.

OTKpoeTCsa OKHO «YaaneHune 3an0OMHEHHbIX naponen» (cM. PucyHok 65).

'E} YaaneHWe 3anoMHEHHBIX Naponei

¥AANWTE BCE 3EMNOMHEHHEIE NAD0MN 3aKPEITEIX KIKIYEH:
|:| ManezosaTena
|:| KoMnetoTepa
¥AanuTe MHbOPMALMKD 0f MCNoNE30BaHHEIX ChEMHEIX HOCUTENAX:
MonbzosaTtens

KomMnbtoTepa

OTmeHa

PucyHok 65. OkHO «YaaneHue 3anoMHeHHbIX naponeun»

B aTOM okHe ycraHoBuTe ¢naru Monb3oBatensa/KomnbroTepa AN yAaNlleHUS COXpPaHEHHbIX Ha
JIOKaNbHOM KOMMbIOTEpEe B CNeunasbHOM XpaHunulie naponen n HaxmumTte kHonky OK. Ecnn coxpaHeHHbIX
naponen HeT, TO cooTBeTCTBYlOWas obnactb 6yaeT 3aTeMHeHa.

CK3M «Kpuntollpo CSP» ocywecTBUT yAaneHuUe COXpPaHeHHbIX napofiell TOMIbKO M3 cneuunanbHoro
XpaHuUAULWa Ha NoKasbHOM KOMMbOTEpPE; NapoJsb Ha AOCTYN K 3aKPbITOMY K/IOUY He yaanseTcs.

KpoMe Toro, B3TOM X e OKHE MOXHO OTAENbHO yaannTb MHbopMauuto o GU3nMYecKMX XxapakTepucrTukax
HOCUTENIe, Ha KOTOPbLIX PACMOJSIOXKEHbl KIOYEBbIE KOHTEMHEPbl, MCMNOMb30BaBWNECA paHee Ha AaHHOM
KOMMblOTepe. DTO NOJIE3HO, €C/IN K0YEBO KOHTEMHEP Ha HOBOM HOCUTESIE UMEET TO XE€ UMS, YTO OANH U3
paHee UCMob30BaBLUINXCS HA A@HHOM KOMMNbIOTEPE KOHTENHEpPOB.

2.6. YcraHoBKa napameTpoB 6e30macHOCTM

Bknagka BesonacHOCTb KOHTposbHOM naHenn CK3WM Kpuntollpo CSP npeagHa3HauyeHa Ans Bblbopa
napameTpoB 6e3onacHocTu npu paboTte co CK3N «Kpuntolpo CSP».
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Ons Toro, 4yTo6bl yCTaHOBWUTbL NapaMeTpbl 6e30MacHOCTM, oTkpoWTe [aHenb ynpasneHnus CK3U
Kpuntolpo CSP. MNaHenb ynpasneHns Ao/HkHa 6bITb 3anyLweHa oT UMEHW aAMUHUCT paTopa, AJ1s 3TOr0 HaXMUTe

Ha CCbIIKY «3anyCTuUTb C MpaBaMn aAMUHUCT paTopa» Ha Bkiagke O6wume (cM. PucyHok 11). Mocne nepe3anycka
nepenante Ha Bknaaky besonacHocTb (cM. PucyHok 66).

Obwwme | Ob6opyaosaHue l Cepsuc | LononHUTensHo
Anroputmei |  BesonaciocTe | \Winlogon |  Hacrpoiiku TLS

HasHaveHHble no yMonyaHuio CSP Ans yKasaHHbIX TUMoB

GOST R 34. 10-2001 Signature with Diffie-Hellman Key Exchange:
|Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider v |
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
|Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v |
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
| Crypto-Pro GOST R 34, 10-2012 Strong Cryptographic Service Pro v |

Pexm paboTel CSP

[T] CoxparaTs nHbopMaLuo 06 MCNONb30BaHHBIX CHEMHBIX HOCUTENSX

YCUNeHHbIN KOHTPOMb MCMONb30BaHNA KNKYei
BoibepuTe CSP AnA HACTPOMKM:

[Crypho-Pro GOST R 34.10-2001 Cryptoaraphic Service Provider v

@ XpaHWUTb KIKo4M B NaMATH NPUACKEHMIA
WMcnonb3oBaTh cnyx#0y XpaHeHUa KMO4el  YcTaHOBUTb

[7] BrntoumnTh K3wmposaHue

Dot wrmitime | R
FasMep KaWwa: | ©

[ OK ][ OTMeHa ] I'?Dsmemﬁ:

A

PucyHok 66. KoHTponbHasa naHesnb. Bknaaka «be3sonacHoCTb»

Ha Bknaake Be30nacHOCTb MOXHO BbI6GpaTb peXnM paboTbl: C XpaHEHMEM KIOUEl B MaMsATU MPUI0XKEHNN
nnM60o C XpaHeEHMEM K/TloYel B ciyk6e XpaHeHus kouein. NMpun XxpaHeHUn KNKYen B cyxbe XpaHeHUs Knden
BCe onepaumm C3aKpbITbIM KNIIOYOM MPOU3BOAATCSH BHYTPU CITyXX6bl, BHELWHEMY MPUIOXKEHUIO BblAAeTCs TONbKO
pesynbTaT, 4To 60nee 6e30MmacHO, YeM XpaHUTb K/KOYM HEMNOCPEeACTBEHHO B MaMSATU NPUIOXKEHWNH. B

ncnonHeHmnax CK3U, ceptuduumnpoBaHHbiXx No ypoBHO KC2 unm KC3, pex M paboTbl C XpaHEHUEM KNOYeN B
cnyx be aBnseTCq eANHCTBEHHbIM AOCTYMHbIM (CM. PucyHok 67).
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]_'_ Kpuntoflpo CSP — | % |
Obuwme [_ ObopyaoBsatue ] Cepsuc l [ononHUTensHo ‘
AnropuTMel BesonacHocTe [ Winlogon I HacTpoitki TLS i

HasHadeHHbie no ymondYaHuio CSP ana yKasaHHbIX TMNos
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange:

[Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v]
GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange:
[Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider v]
GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange:
[Crypho-Pro GOST R 34.10-2012 Strong Cryptographic Service Pro v]

Pexum paboTbl CSP

[] CoxpaHaT MHbopMaLKIO 06 MCMONb30BAHHBIX ChEMHBIX HOCUTENSAX
(V] YounerHbii KOHTPOb MCMIONb30BaHUS KNKOHE
Boibepute CSP AN\ HACTPOMKM:

Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider v

XpPaHUTb K04 B NEMATI NPMAOKEHWIA
@ Wcnonb3oBaTh cnyxby XpaHeHWs Knoyel

| BrnroumTs KawmposaHme PasMen Kswa: | 8

OK | [ OTmMeHa MpUMEHNTE

L

PucyHok 67. Bknaaka besonacHocCTb, ypoBeHb 3auwmtbl KC2 vnun KC3

Mpun xpaHeHnn koY en B cnyxbe XxpaHeHUs KNty e BO3MOXHO MPUMEHEHNE K3 LUIMPOBAHUS KOHTEMHEpPOB
3aKpbITbIX KOYen. Ks WwupoBaHve 3aKi04aeTcsa B TOM, UTO CHMUTaHHbIE C HOCUTENSA KJIIOUYM OCTAtoTCA B NaMATH
cepsuca.

Kniou 13 Kawa aBnseTcs AOCTYMNHbLIM U MOCNe M3BIEYEHUSA KIIOYEBOro HOCUTENS U3 CYUTLIBATENS, a
Takxe nocne 3aBepleHns paboTbl 3arpy3mBLUEro 3TOT KIKOY NPUIoXeHus. Kax bl KNoY U3 Kawa A0CTyneH
no6oMy NpunNoxeHuo, KoTopoe paboTaeT NoA TOW e YYHETHON 3aNUCbi, UTO U NPUSIOXKEHNE, NOMeCTuBLLEEe
3TOT KJ/IOY B K3 W. Bce kNoYM M3 K3Wa AOCTYMHbI A0 3aBepweHusa paboTbl cnyxbbl xpaHeHns kno4vein. MNpu
nepenosiHeHNM K3 LWa oYepeaHON KoY 3anmcbiBaeTCs Ha MECTO CaMOro paHHero Kawya, NoMeLWwéHHOro B Ko LW.

K3 WwWurpoBaHne KOHTEMHEPOB NMO3BOJISIET YBEMYUTb MPOU3BOAUTENBHOCTb MPUIOXKEHWNI 3a cyeT 6onee
6bICTPOro A0CTYNa K 3aKpbITOMY KUY, T.K. CYUTbIBAHWE KIOYA OCYLLECTBSETCH TOJIbKO OAUH pas.

Pa3mep k3wWwa 3agaeT KOMYECTBO Kﬂ}O‘JEVI, KOTOpbleE OAHOBPEMEHHO MOTYT XPaHUTbCA B NaMATU.

Ona Toro 4tob6bl BKAKUYUTH K3 WnpoBaHue, Heobxoanmo YCTAaHOBWUTb (bﬂar B none Bknwuutb
K3WnpoBaHue. Heob6xoammo Takxe 3apaThb pa3Mep K3 lWa B COOTBETCTBYHOLWEM Nose BBOAA.

MpumeuaHme. EciM Ha [OCTYN K 3aKpbITOMY KUY YCT@HOBJ/IEH MAapoJ/ib, NApoJlb HE COXPaHeH Ha

JIOKaNIbHOM KOMMblOTEpe, 3aKPbITbIA KOY HAXOAUTCA B KaWwe (paHee K HeMy yxe 6bin ocyl ecrBneH

pocrtyn), To obpalweHne K AaHHOMY 3aKpbITOMYy K04y npousonaeT 6e3 nosBneHusl okHa BBOAA
||__!_!J| naposisg Nosib30BaTeNs — K04 aBTOMaTUYECKN CYNTbIBAETCS M3 K3 LWa.

CK3MN «Kpuntollpo CSP» ocywecrtBnseT K3WMWPOBaHME 3aKpbITbIX KAOYEN, CBSABAHHLIX C

cepTudurKkaTamm, yCTaHOBMEHHbIMK B XpaHumule cepTtudmkaTos JIokaibHOro KoMnbloTepa (Hanpumep,

3aKpbITbIX Ktoyen LleHTpa ceptudukaumm, Web-cepsepa) To/IbKO 4155 KOHKPETHOIO MoJib30BaTeNs.

Ha Bknagke «be30nacHOCTb» TaKXe MOXHO BK/IIOUYUTb PEXUM YCUNIEHHOIO KOHTPOJIA UCMOJIb30BaHUSA
KNo4en, ecnm oH He 6bin BKIOYEH npu yctaHoBke CK3U Kpuntolpo CSP. MNocne BkaloveHUs pexumma yepes
KOHTPOJIbHYIO NaHesnb B o6s3aTeNbHOM nopsiake Heo6xoanMo:

1) ocywecTBuTb 3anyck yTuamTel csptest.exe

csptest.exe —-keyset -verifycontext —-hard rng
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2) yCTaHOBUTb [AOBEPEHHble KOPHEBble CeEPTUPMUKATbl B XpaHunuuie cepTUdUKATOB IOKAbHOMO
komnbioTepa CryptoProTrustedStore («[oBepeHHble KOpHeBble cepTudukaTtbl Kpunrtollpo
CSP», «CryptoPro CSP Trusted Roots») ¢ nomouwbio ocHacTku CepTtudwukaTtbl nmbo c
MOMOLLbID YTUUTBI certmgr.exe:

certmgr.exe -inst -cert -silent -store mCryptoProTrustedStore -file ca.cer

3) nepe3arpysnTb KOMMObKOTEP.

2.7. [JononHuTesbHbIE HaCTPOMKK
Bknagka [lonosnHUTENbHO KOHTPOAbHOW naHenn CK3W Kpuntollpo CSP npeaHa3HavyeHa Ans:
o NpOCMOTpa Bepcun 1 NyTen pasMeuieHmsa ncnosbsyembix CK3U «Kpuntolpo CSP» dannos;
J YCTaHOBKWM BpEMEHW 0XUMAaHUA BBOAA MHPOPMaLLMK OT MoJib30oBaTenNs.

2.7.1. TlpoCMOTp BepCUM UCMOb3yeMbIX (pannos

[Ons npocMoTpa Bepcuii 1 nyTen pasmeleHms ncnosbdyeMoix CK3UN «Kpuntollpo CSP» g annos oTkponTe
MNaHenb ynpasneHua CK3U Kpuntollpo CSP n nepenagnte Ha BKkiagky [lononHutesnbHO (CM. PUcyHok 68).

|5} Kpwuntollpo CSP
ANropETMBl BezonacHocTe Winlogan HacTpoiika TLS
Ofiwe OfopyaoBaHue Cepeuc fdononHuTensHo

Bepoam dalinos
-~
Ma Bepoia Tan  MyTe =

advapid2.dl 6.3.9600.16384 x64 C:l\Windows'system32iad
advapi32.dl 6.3.9600.16384 x86 C:\Windows'\SysWowe4y
cypt32dl  6.3.9600.16384 w64 C:\Windows'system32ion,
crypt32.dl  6.3.9600.16384  x86  C:\Windows\SysWOWwa4Yy
inetcomm.dll 6.3.9600.156384 %64 C:\Windows'system32\ine
inetcomm.dll 6.3.9600.16384 x86 C:l\Windows\SysWOWe4y v
< >

CKOMMPOBATE B Aytep ofMeHa

Bpema cxMaaHuA BE0Aa

Bo spema paboTel CSP Ha 3kpaHe MoryT BeiTe NOKA3&HE! AMaNoroBbLie
oKkHa, Tpedyiowne BE0AS WHOPMELIKM OT NONL30BaTENA,

30eCb MOAHO HACTPOMTE MHTEPBAN BPEMEHM, N0 SEBEPLUEHMID
KOTOPOro 3TH OKHE BYAYT 38KPEITEI, Kak ByATo NoNb30BaTeNs
HEWAN HA KHoMKY "OTMEHE™,

¥CTaHOBWTE BPEMA (KMAEHWMA BEOAA. ..

PucyHok 68. KoHTposibHasa naHenb. Bknaaka «[JononHUTE1bHO>

B pasnene Bepcum cdbaitnoB B TabnmuHon dopMe npeacrasneHa MHOpMaLKs O BEPCUSX U MYTsX
pa3meweHuns ncnonbayrowmnxca CK3MN «Kpuntolpo CSP» daiinos. [JaHHY MHPOPMaLMIO MOXHO CKONMPOBaTh B
6ydep obMeHa, HaxxaB Ha COOTBETCTBYIOLLYI KHOMKY.

2.7.2. YcTaHOBKa BpeMEeHW 0XMaaHuUsa BBOAA MHGOPMaLMKM OT NoSib3oBaTeNs

Bo BpeMsa paboTbl CK3UN «Kpuntolpo CSP» Ha aKpaHe MOTyT NOSBAATbLCS ANasloroBble OKHa, Tpebytowune
BBOZA NOJib30BaTenieM onpejenieHHbIX AaHHbIX (Hanpumep, BBOA Naposis Ha AOCTYN K 3aKPbIT OMy K/O4Y).

Ona Toro, 4tob6bl YCTAaHOBUTb WMHTEepBaN BPEMEHM, MO 3aBepLIEeHWM KOTOPOro 3TWM OKHa 6yayT
aBTOMaTMUECKM 3aKpbiThl (4ENCTBUE, KBMBAJIEHTHOE Ha)KaTMI0O NoJib30BaTeNleM KHOMKM OTMeHa), OTKpolTe
MaHenb ynpasneHua CK3U Kpuntolpo CSP n nepenante Ha BKkiagky [lononHutesnbHO (CM. PUcyHOK 68).

Haxmute KHOMKY YcTaHOBUTDL BpeMsAa 0oXkuaaHuAa BBoAA.
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OTKpoeTcs OKHO «MHTepBas BpeMeHU oxunaaHusa seoaa» (cM. PucyHok 69). YcTaHoBUTE Heo6XxoaMMble
3HauyeHMs nepeknovyaTeneli 3HavyeHue nMosb3oBaTesiss ¥ 3HauyeHue Mo YMOJYaHUMIO ANs  BcCero
KOMMbloTepa.

%] MHTEpBaJ‘I BEpeEMEHM OXKWMAaHWA BBOAA
BeeaMTE MHTEPBAN BPEMEHKM OXMAAHWA BE0OAE NONb30EATENA B
AWENoroBeLIX okHax KpunTolpo CSP B cexkyHaax:

3Ha4eHWE NoNb30BaTENA!
(@) NNONb30B3TH CUCTEMHOE SHAYEHWE N0 YMOMUEHMIO

() ¥YCTaHoBMTL BEecKOHEYHOE OHIMASHME

() ¥CTEHOBMTE MHTEPBAN: 600 = | cekyHa

SHEYEHWE NO YMOMHEHWKD ANA BCEro KOMNbIOTEpa:
¥CTEHOBMTE BECKOHEYHOE OHMAGHHE

® YCTaHOBMTE MHTEPEAN: 200

PucyHok 69. OkHO «WHTepBas BpeMeHU 0OXXuAaaHus BBOAa>»

B aTOM OKHe ycTaHOBUTE Heob6xoaMMble 3Ha4yeHus nepeKmoaneneﬁ 3HaueHue nosib3oBaTens u
3HaueHMe Mo YMOJIHaHMIO A1 BCEro KoMmnbioTepa.

MepeknoyaTesnb 3HauyeHue noJsib3oBaTesif MOXHO YCTaHOBUTb B OAHO U3 cneayrounx MOSIOXKEHWI:

J Mcnonb3oBaTb CUCTEMHOE 3HAYEHME NO YMONYaHUIO — YCTaHaBNMBaEeT 3HaUYeHune, onpeseneHHoe
nepeknyaTesieM 3HayeHue No YMOSYaHUIo A9 BCero KOMMbIOTEPA; 3TO 3HAUYEHME YCTAaHOB/IEHO MO YMONYAHUIO;

J YcraHoBUTbL 6eckoHevyHOoe oxuaaHne - yCTaHaBIMBaeT 6eckoHe4YHOe OXunaaHne BBoAa AAHHbIX
nonb30BaTeENAd,;

[ YcTaHOBUTbL UHTEPBA — onpeaenseTr UHTepBas BpeMeHU, BO BpeMS KOTOPOro noJsib3oBaTesb A0/DKEH
BBECTU AAHHbIE.

N3MeHUTb nepeknoyaTesnb 3HaueHue no YMONT4aHUIO AN BCero KoMnbhoTEpa MOXET TOJIbKO

aAMUHUCTpATOp JIOKaNbHOro KomnbkoTepa. lMpu aToM, ecim B naHenm Kpuntollpo CSP akTmBHa ccbiika
«3anyCcTuTb C NnpaBamMm agMmHucTpatopa» (cM. PucyHok 40), TO €€ HY)XHO Ha)aTb.

Mo yMOYaHUIO YCTAaHOBMIEHO OXMAaaHWe Beoaa B TedeHne 600 cekyHn.

MpuMmeyaHue. 3HaueHUe nonb3oBaTens nMeeT 60NbW NI NPUOPUTET MO OTHOLWEHUIO K SHAYEHUIO
no yMon4yaHuUIO AN BCEro KoMnblotepa (Hanpumep, ecin 3HavYeHue nepeknyvaTens 3HaueHue
ll__.__.__“ Mo yMOJIHaHUIO AJ11 BCEro KOMmnbioTepa YCTaHOBAEHO B MNOJIOXEHNE YCTaHOBUTb MHTepBan - 600
CeKyHz, a nepeknw4yaTens 3HauyeHMe NoJsib3oBaTeNA B MNoJloXKeHue YCTaHoBUTb 6eckoHeuyHoe
oXuaaHue, To AeNCTBUTENbHbIM byaeT 3HaueHne — YCTaHOBUTb 6eckoHevyHoe oXxungaHue).
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2.8. Bbibop napamMeTpoB Kpurrorpadmnyeckmux anroputMoB

Bknagka AnroputMbl KOHTpofnbHON naHenn CK3W Kpuntollpo CSP npegHa3HavyeHa AN yCTAaHOBKM
pasnnyHbIX NapaMeTpoB peanM3oBaHHbIX KpUNTorpapuyeckmx aaropmTMoB.

[Ons yctTaHOBKM nMapaMeTpoB KpUMNTorpadmnyeckmx anroputMoB oTkponTe [NaHenb ynpasnenuns CK3U
Kpuntolpo CSP 1 nepenante Ha Bknaaky Anroputmbl (cM. PucyHok 70):

|'%] Kpuntollpo CSP
Ofwme OfopyaoBaHWe Cepeuc LononHUTENBHD
AnropuTHEl BesonacHoCTe Winlogon HacTpoiiki TLS

MapaMeTpel SNropUTHOS

BriDepuTe TN CSP 4nA HACTPOKM NapaMeTpoe:

GOST R 34. 10-2001 Signature with Diffie-Helman Key Exchange v

MapaMeTpEl aNropuTMa WMDPOEaHUA:

M3CT 28147-39, napaMeTpbl N0 YMOMYaHHD W
MapaMeTpel anropMTMa NOANKEK:

MOCT P 34, 10-2001, napaMeTpel N0 YMON4aHHD W
MapamMeTpel anropuTMa Juddii-Kennmana:

MOCT P 34, 10-2001, napaMeTpel 0OMEHE NO YMONYE %

OTMeHa MpMMEHMTE

PucyHok 70. KoHTponbHafa naHenb. Bknapka «AnropmurMbi»

Ha 3aknagke AAroputMbl MOXHO BblbpaTb Twun Kpuntonposangepa, Ana KoToporo 6yaeTt
OCyLLecTBNATbCA HacTporka (B Bepcun Kpuntollpo CSP 3.6 focTyneH eAUHCTBEHHbIM TUN KpUNTonpoBanaepa:
GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange), nocne yero Ansa COOTBETCTBYHLNX
KpunTorpaduyeckmx aaropuTMoOB peasiM3oBaHa BO3MOXXHOCTb YCTAaHOBKM NapaMeTpoB:

. yCTaHOBKa napamMeTpoB asroputma wudgposaHus — FTOCT 28147-89.

e  yCTaHOBKAa NapaMeTpoB anropuTMa BblpaboTKMU U MPOBEPKU 3NEKTPOHHOMN LM POBOI NoagnucK -
FOCT P 34.10-2001;

o yCTaHoBKa NapamMeTpoB anroputMa Anddun-XennmaHa - FOCT P 34.10-2001.

2.9. Hactpoika ayteHMpmkaumm B aoMeHe Windows.

Bknagka Winlogon koHTposibHOMW naHenm CK3WM Kpuntollpo CSP npepHa3sHayeHa Ans HAaCTPOWMKKU
ayTeHTundunKaumm B AOMeHe C ncrnonbsosaHmem anroputmos NOCT.

Ona HacTtpownku Winlogon oTkpovite MNaHenb ynpasnenunsa CK3U Kpuntolpo CSP n nepenamte Ha BKNaaKy
Winlogon (cMm. PucyHok 71):
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|'%] Kpuntollpo CSP
Ofume ObopyaosaH1e Cepsuc AonoAHKUTENEHD
ANrOpHTHbI Be30nacHocThb Winlogon HacTpoiiku TLS

Kniouesoll cuMTeIBATENE MO YMONMYaHHD

BeiGepuTe CSP AnA HACTPORKM:
Crypto-Pro GOST R 34. 10-2001 Cryptographic Service Provider
BuifepuTe CUMTHIBATEND!

He ycraHoeneH

MapaMeTpel
|:| OTKNOYMTE KpunTolpo Winlogon

WMononesoeate anroputhel KpunTollpo CSP Ha KDC

Mg eHTHDMKETOPE! KOHTPONNEQOE A0OMEHE

PucyHok 71. KoHTposibHasa naHenb, Bknaaka Winlogon

Mpn ycraHoBke Ha KOHTposnep AoMeHa 6ynetr pocrynHa pnsa Bblbopa onuus Mcnonb3oBaTb
anroputMmbl Kpuntollpo CSP Ha KDC n 6yayT 3anosiHEHbl NOMS MAEHTUMUKATOPOB KOHTpoOJUlepa AOMEHA.
Moapo6bHO o HacTpolike Winlogon CM. COOTBETCTBYIOL YO AOKYMEHTALUIO.

Mpn Heob6X0AMMOCTM MOXHO MOJSIHOCTbKD OTKAKYUTbL uUcCnonb3oBaHue anroputmos [OCT npwm
ayTeHTUdUKaumm B AoMeHe. [Ind aToro npeaHasHadeHa onuns OTtknrwouuts Kpuntolpo Winlogon.

2.10. Hactpoikn TLS.

Bknagka HacTtpoika TLS Ha koHTponbHOi naHenun CK3UM Kpuntolpo CSP npepaHa3HauyeHa Ans
HacTpolku npoTokona TLS, obecneumBatoiemM ayTEHTUPMKALMIO CBA3bIBAO LLLMXCA CTOP OH, KOHM MAEHLMANbHOCTb
M LeN0CTHOCTb NnepecbliaeMon nHdopmauun.

Ona Hactponkun TLS oTkpoliTe MNaHenb ynpasaeHuns CK3MN Kpuntollpo CSP n nepengnte Ha BKNaaky
Hactpoika TLS (cM. PucyHok 72).
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/5] Kpuntollpo CSP
Obiwme OBopya0BaHHE Cepenc JononHUTensHo
ANrOpHTHEI BesonacHocTE Winlogon HacTpolika TLS
KnneHt

WcnonesoBats npoTokon OCSP
[ ]He npoBepaTs cepTMhUKAT CEPBEPE HA OT3RIE
[THe npoEepaTe HasHayeHWe coficTEEHHOMD CepTUdMKaTS
He Mcnone3o0BaTe yCTapeswke dpher suite-g
Cepeep
Wcnone3oBaTe NpoToKon OCSP
[[]He npoBepaTE CepTUMAUKAT KNMEHTE Ha OT3LIE
[]He npoBepaTh HasHaueHUe cOBCTEEHHOMD CEpTUdUKATS
|:| He MCnonbIoBaTE yoTapeswre dpher suite-t
[ nopaepsmeaTe RFC 5746 (Renegotiation Indication)
[] TpefoEaTe nogaemsiky RFC 5746 (Renegotiation Indication)
[IWcnonssosate cepTMAMKAT KOMMBIOTEDE N YMONHEHWID
Pasmep Kalwa cecoui: 64 &

MakcmMansHoe wicno LLC B sanpoce cepTudukaTa: 100 =

PucyHok 72. KoHTposibHaA naHenb, Bkaaaka HacTtpoiika TLS
B napameTpax KnneHTa:

¢dnar Ucnonb3oBaTtb NpoTtokon OCSP - KIMEHTOM OCyLL eCTBASIETCS MPOTOKOJ1 MPOBEPKN cepTudmkaTa
no 6ase cepeepa OCSP Responder;

¢drnar He npoBepsaTb cepTudUKaT cepBepa Ha OT3bIB - K/IMEHTOM He MPOM3BOAMUTCA MpPOBEpKa
cepTUDUKATOB Ha MPUHAANEXHOCTb CMUCKY 0TO3BaHHbIX cepTudmkaTos (CRL);

¢dnar He npoBepsAaTb Ha3HauYeHUe cO6CTBEHHOro ceptudmkaTa — OTK/IKOYAET NPOBEPKY Ha3HAUYEHUS
CO6CTBEHHOrO cepTuduUKaTa;

¢dnar He ncnonb3oBartb yctapeBwue cipher suite-bl — oTKIO4YaeTCcss BO3MOXHOCTb MCMNOJIb30BaHMS
cipher suite, B KOTOpbIX 6b15IM 06HapyX eHbl yS3BMMOCTH.

Heob6xoanmo TpeboBaTb nogaepxky RFC 5746.
B napameTpax cepsepa:

¢dnar Ucnonb3soBatb npotokon OCSP - cepBepOM OCyLL ECTBASETCA MPOTOKO NPpOBEPKN cepTUdmKaTa
rno 6ase cepsepa OCSP Responder.

MyTeM ycTaHOBMEHMS COOTBETCTBYOLWMX (h1aroB B NOJsIX cepBepa AOCTUraeTCs OTK/IOYEeHNe cepBepom
npoBepkn cepTudmnkatTa KIMeHTa Ha HaaMuyme B CMUCKe OTO3BaHHbIX cepTMdUKaTOB, MPOBEPKN HAa3HAYEHUS
cob6crBeHHOro ceptudumnkaTa, Mcnonb3osaHue cipher suite, B kKoTopbiXx 661 06HapyXeHbl YI3BUMOCTU.

NMocpencTtBoM ycTaHOBNeHUs/cHATMSA dnaros, CBA3aHHbIX C pacwupeHnem Renegotiation Indication,
KOHTposimpyeTcsa TpeboBaHne 6e30nacHOro ceBa3biBaHUSA HeckoNbkuX a3 handshake (cm. RFC 5746).

B cooTBeTCTBYyWOLWMX MONSIX HacTpauBaeTCs pa3Mep Kdla CeCCM M MaKCMMasibHOE YMUCI0 LEeHTPOB
cepTudmkKaumm B 3anpoce ceptudukaTta.
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3. WNHTepdernc reHepaumm Kouen

KpuntolNpo CSP MoXxeT MCNONb30BaTbCS Pa3/IMUYHbIMA MPUIOXKEHUSIMU, B TOM 4YuCie AN CO34aHuUS
KOHTeNHepoB Ha nnatdopme Windows c ncnonb3oBaHuem ciyx 6ol ceptudpumnkaunm Windows Server.

MpuMmevaHmne. B onepauymoHHbIx cuctemax Windows B cnyvyae MCNonb30BaHUS ClyX6bl XpaHeHuUs
knoyen ansa yposHsa KC1 (cM. pa3gen YcraHoBka napamMeTpoB 6e30MacHOCTHU) MM UCNOIb30BaHUS

lL_!_!_“ Buonormnyeckoro gatymka cnydarHbix yncen ana yposHein KC2/KC3 (cM. pa3gen Hacrponka AaTUuMKOB
CAyYanHbIX YMcen) Ananorn Bbibopa CYMTLIBATENS U reHepaunm KaYa NosaBASOTCS Ha CEPBUCHOM
peckrone.

3.1. TeHepauus KO4YEN M NoslyYeHre ceptudurKata npu nomowm YL

Ona ¢opMMPOBaHUSA IMYHbBIX KIOYEN U NOSTyYeHNs cepTUHUKATOB MOXHO BOCMOJ/Ib30BaTbCA TECTOBbLIM
LeHnTpom CepTudmkauyun https://www.cryptopro.ru/certsrv.

e' = "" https://www.cryptopro.ru/certsrv/certrgma.asp PL~ac H ¥ Cnybel cepTudnkanmm Ac... ‘ |

Microsoft Cnyxbu ceptudmraumu Active Directory — Test Center CRYPTO-PRO

PacwwupeHHbIW 3anpoc cepTrdnKaTa

WpoeHTHhHUMpy oW KHE CEEQEHHA:

WMma: |Cugopoe Mean Meanoeuu

3nekTpoHHaA nouta: |sidorovi@mail.ru

Opranuzauua: |ACME

Mogpazgenexue: |MapkeTHHr

lNopoa; (Mockea

OBnacTe, wrat:
Ctpana, pervon: |RU

Type of Certificate Needed:

|Cepm¢m{ar NPOESPEH NOSNWHHOCTH KMHEHTa

MNapameTpbl Kniya:

® Coagats HoBwii HaBop kniouelt ) Mcnone3oeaTe cywecTeyowui Habop knouei
CSP: | Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider V|
Wecnoneaosauue kmousi: () Exchange O Mognvee  ® 0Ba
. MUHHMENEH=I512 .
PESME‘.‘D KrKua: Makcnmansimn-512 (eTaHpSpTHLE paameps: Kniausi: §12 ]

® ApTomaTuueckoe WMA KoHTelHepa knioya () 3agaHHoe NoNbL30EaTENem WMA KoHTeRHepa Knioya
LI NomeTuTs knioy kak IKCNOPTHRYEMEIA
L] BkntoumTs YCHIMEHHY K 3ALYMTY 3aKPLITOMD KNKYa

[ McnonsaosaTe nokansHoe XpaHUnULLe KOMALIOTepa ANA cepTUdukaTa
Coxpanfem cepmudiukam & MoKaNsHOM XParumTuLLe
EMECITIO NOMbL308aMENLCKOE0 XparHunuwa cepmugukamos. He
ycmanagnueaem kopresol cepmudbuxam LC. Heobxodumo brims
adMuHucmpamopon, ymobel cozdame moxansHoe
XpaHLIuWE.

PucyHok 73. N'eHepauus kJjito4vya npym nomowm YL
B ananore cosgaHusa knwo4va M GopMMpoOBaHUA 3anpoca Ha cepTudukaT 3agante "Uma Bnagenbua"
cepTudukaTa 1 BBeAUTE CBON agpec 3/1eKTPOHHOM nouThl "Agpec E-Mail".
Ecnm 3anpawmBaembii cepTudmkaTt npeanonaraeTcs UCMONb30BaTb B 3/IEKTPOHHOM nouTe, Bblbepute
CepTundukaT 3alinTbl 3/IEKTPOHHOM NO4YThbl O6/1aCTh NPUMEHEHMSA KJ1Io4a.
Ecnn 3anpawuBaeMbli cepTudukaT npeanosaraeTcsa MCnofb3oBaTb B npoTokose TLS, Bbibepute
Ceptudmkart ayreHTMdPMKALMM KJIMEHTA B pa3aesie O6nactb NpuMeHEeHUs KJova.
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MpumeyaHue. Eciv BBeAEHHLIN afpec NOYTbl HE cOBMadaeT C 3aperMcTpupoBaHHbIM agpecoM B
|,!!| Outlook Express (Outlook), ncnonbsoBaTtb kpuntorpadunyeckne dyHKUMUM B NIEKTPOHHON noyTe
6ynet HEBO3MOXHO.

3.2. Co3paHve KI04YEeBOro KOHTerHepa

3.2.1. Bbibop KNOYEBOIro HOCUTENS
Mpwn co3zgaHnm KNOYEBOIO KOHTEMHEPaA OTKPOETCSA OKHO Bblibopa KNto4eBoro Hocutensa (CM. PucyHok 74).

& Kpuntolpo CSP x|
0:09:44
(f)=p BcrasbTe W BoifEpHTE HOCMTEND AN XPAHEHUA KOHTEHHEDS
:g SAKPLITOro kno4a “Test_17,

CeeaeH1a
YCTpoiCTEa: BCTaBNEHHEIA HOCUTENE:
CocToaHue:

Ok | OTmena CeeneHwa <<

PucyHok 74. Bbibop kno4eBOro Hocurens

3T0 OKHO OTO6pa)KaeTCF| B TOM C/flydae, Korga nojib3oBaTteslb UMEET HECKOJIbKO YCTpOVICTB, cny>xawunx
KAl4YeBbIMM cUUTbIBaTensaMu. B cnyyae, korga KNIOYEBOW CYUTbIBATENb TOJIbKO OAMH, OH Bbl6|/|paeTCﬂ
aBTOMaTMU4eCKN, N 3TO OKHO He 0T06pa>|<aeTC9|.

Mocne Toro, Kak KNl0UYEBOW CYUTLIBATENb BbI6paH, HAXMUTE KHoMKy OK.

3.2.2. TeHepauusa HayanbHOWM nocneposatenbHocTn A4CH

Mocne BbiGOpa KIOYEBOr0O CYUTLIBATENS, ECAIN B CUCTEME He YCTaHOBMeH annapaTHbii [JCY, oTkpoeTcs
OKHO «Buonormuecknin gaTumk cnydyamHbix ymcen» (cM. PucyHok 75).

Kpuntolpo CSP x|
0:09:25

Bronoryeckii OaTHHK I'_I'I'E,l"-IEIlT1HbIX HHCEN

Ha#MMaiTe KNaEmLwA 1A I'IEFIEMELLLEII:1TE YKAZaTENDL

MBEILM H3O 3TWM OKHOM 00 TEX Nop, NOKa KN4 HE ﬁ'!.l'D.ET
Co30aH. ..

|HET

OTMeHa

PucyHok 75. Buonormyeckmii faTumK C/lyyamHbIX uucersn

Buonornyecknii AaTHUNK ciydamnHbIxX yucen npeaHa3HayeH Ana reHepauunmn HayasabHOM
nocneAoBaTeNIbHOCTU AaTuymMKa CllydalHbIX Yncen.

Onga reHepaunmn Heo6Xx0A4MMO HaXXMMaTb Ha KNABULIM MW ABUTaTb MbIWbIO.
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3.2.3. BBOpA naponsi Ha A4OCTyN K 3aKpbITOMY K4y

Mocne 3aBepleHns paboTbl 6MOIOrMYECKOro AaTuMKa C/lydaiiHbIX YMCEN OTKPOETCS OKHO BBOAA Napons
Ha AOCTYN K 3aKpbITOMY KJ/IlOUY CO3/1aBaeMoro KoHTeiHepa (cM. PucyHok 76).

= KpuntoMpo CSP

0:09:50
(£)=m 3apaliTe Naponb ANR COSAABSEMOrD KOHTeHERS Te-
GE=d baga269d-1f38-4849-b465-52db54c72cd 3",

(@) VCTEHOBMTE HOBBIA N&pons RU

HoBeif naponk:

MNogTEepHoeHUE:

OTHMeHa MoopobHee ==

PucyHok 76. BBoa napons Ha AOCTYnN K 3aKpbITOMY KJ1HO4y
B nosie HoBbIA Naposb NoMb30BaTe b AO/MKEH BBECTU TEKCTOBbLIN Mapofib Ha AOCTYN K 3aKpbITOMY
KIOYY CO34aBaeMoOro KOHTelHepa n NoATBEPANTL €ro NOBTOPHbIM BBOAOM B nosie NMoaTBep>kaeHue.
Mocne BBOAa Mapons HaxxMmuTe KHonky OK.

Ecnim kntoy reHepupyeTcs Ha HoCcUTeNb, NOAAEPXKMBAIOWMIA annapaTHbIiA Naposb WX MWH-KoA, TO
Heo6X0ANMO BBECTU TOT NapoJsib (MMH-KOA), KOTOPbIN YCTAHOBMIEH Ha 3TOT K/OYEBOM HOCUTESIb.

3.2.4. Bblbop cnocoba 3anTbl 4OCTyMNa K 3aKPbITOMY K04y

Momnmo BBoaa naponsa B CK3M «Kpuntollpo CSP» cywecTByT Apyrne cpeacrsa 3awWwnTbl 4OCTyna K
3aKpbITOMy Ko4dy. [Ans Bbibopa noaxoAsWwero CpeacTBa 3allUTbl B OKHE BBOAA Maposs Ha AOCTYMN K 3aKPbTOMy
KoYy co34aBaeMoro KoHTenHep (cM. PucyHok 76) HaxmuTe kKHonky Moapob6Hee. OTKpoeTcsa OKHO Bblibopa
cnocoba 3awWnTbl AOCTyna K 3aKpbITOMy KJ/KOYYy CO34aBaeMoro KoHtewHepa (cM. PucyHok 77). 3awwuTa
HOCUTEeNen, NoaaepXnBaoLWmMxX annapaTHbIn Naponb (MMH-KOA ), BO3MOXHa TOJIbKO Ha 3TOM napose (MUH-Koae).

= Kpwuntollpo CSP

0:09:50
[ 9 3anaiiTe Naponk ANA CO3AEGEEMOr0 KOHTEHEpE Te-
ZE=d Sea%ac9f-3cc5-40dc-85ed-f3351b05dbE7 .

-ZEZ- YCTaHOBMTL HOBLI Napanb RU

HoBeii napons:
MNogTeemraeHre:

() YCTEHOBMTb MACTEP-KIOY

Co30aTe HOBLIA KOHTEMHED

() PA30enTE KNKOY Ha HECKONBKD HOCMTENeA

OK OTMEHE

PucyHok 77. Bbi6op cpeacTBa 3awmThbl AOCTYyNa K 3aKPbITOMY KJ/IOUy

B 5TOM OKHe coaepxaTca cneayrouime nong:
[ YCcTaHOBUTb HOBbIW MapoJib — BBOA TEKCTOBOIMO napons;

. YcTaHOBUTb MacTep-KJlo4 — 3awndpoBaHMe AaHHOIMO 3aKpbITOro Ka4va Ha APYroM 3aKpbiTOM
Knoye (M3 Apyroro KJAKYEBOro KOHTEeHepa);
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[ Paspgenurb KJKOY Ha HECKOJIbKO Hocutenem - pa3aeneHne AaHHOrNro 3aKpbiTOro K/w4ya Ha
HeCKOJIbKO HocuTenen ansa obecneyeHums AO0CTyna K HEMY.

3.2.4.1. YcTaHOBKa HOBOro napons

Ecnv nepeknyaTtesib Ha nose YCTaHOBUTb HOBbIW maponb (cM. PucyHok 77), To CK3U Kpuntollpo
CSP ocywecrBuT 3aWmnTy Kal04Ya Npu NOMOLWM Napons Ha AOCTYN, BBEAEHHOro C KnaBuaTypbl. Heobxoanmo
OCyLeCTBUTb AENCTBUS, ONNCaAHHble B MYHKTe BBOA Napoas Ha AOCTYN K 3aKPbITOMY KOYY.

3.2.4.2. YcTaHOBKa MacTep-KJitoya

Ecnm nepeknoyaTtens Ha noae YcTtaHOBUTb MacTtep-kntod (cM. PucyHok 77), To CK3U Kpuntolpo CSP
OCYLLeCTBUT 3alMTy KIKO4Ya NpM NOMOLWM 3aiMdpoBaHNA 4AaHHOMO 3aKPbITOro KAK4Ya Ha APYrOM 3aKpbITOM
KNoye.

Ona aToro Heob6xoAMMO BBECTU MMsSi KOHTeNHepa (Mnan BbibpaTb KOHTEMHEP M3 CNMCKa C MOMOLLbIO
KHOMKM Bbi6paTtb), cogepXallero 3aKpbiTbii KAOY, Ha KOTOpoM 6yaeT ocywecrBneHO 3awndpoBaHue
MCXOAHOTO 3aKpbITOro kntoya. Npu Ha)xaTum KHONKKN Bbi6paTb 0TKPOETCS CMUCOK CyLL €CTBYOWNX KOHTEHEPOB
(cM. PucyHok 78).

Kpuntollpo CSP

0:09:51
Brifiop KNko4EBOro KOHTEAHEPE
B muoke nokasbiBaTts:
-ZEZ- [Apy#ecTEeHHLIE MMEHA -Z::Z- YHMKANBHLIE MMEHA
CrMCOK KMHOYEBEIX KOHTEMHEPOE NONEI0BATENA:
-~
CuMTBIBETENL  MIMA KOHTEIHEDS &
REGISTRY le-023c8983-fboc-4d53-9db9-607220 149706
REGISTRY le-226a15ad-9e23-440 5-b 26f- 1lae 5cBECC7I T
REGISTRY le-bada269d-1f95-45345-b468-52db54c7 2cd 3
REGISTRY test 0 o
i< >

PucyHok 78. CNMCOK CywecTBYHOLLMX KOHTENHEPOB

Mocne BbiGopa HEOHXOAMMOrO KOHTEHEpa HaxXMuTe kHonky OK. Mpu 3ToM NpounsoiaeT 3awndpoBaHmue
[LLaHHOTO 3aKPbITOro Klo4a Ha Ktoye BblIBpaHHOro KoHTelHepa.

CK31 Kpuntollpo CSP no3BofseT OCYWeCTBAATb 3awundpoBaHMe [AHHOrMO0 KIYa He TOJIbKO Ha
CyLLEeCTBYHOLLEM 3aKpbITOM kfoye. MNpu yctaHoBke dnara HanpoTue nons Co3aaTb HOBbIWM KOHTEWHeEp (CM.
PucyHok 77) aHanorn4yHo 6yaeT co3gaH HOBbI KOHTEWHEP M Ha ero ki4de 3awundpoBaH 3aKpbITbIA K4
OAHHOro KOHTeNHepa.

3.2.4.3. PasaeneHue K/l04Ma Ha HECKOJIbKO HOCUTeneun
Ecnn nepekntoyaTenb yCTaHOBAEH B Nojsie Pa3aenuTtb KJKOY Ha HECKOJIbKO Hocutenen (cM. PucyHok
77), To CK3N «KpunTtolpo CSP» ocywecTBmT 3alUmMTy Kao4a Npyv NOMOLW M pa3aesieHns A0CTyrna K HEMY MeXAy
HeCKOJIbKMMN K0 YEBbIMW HOCUTensaMu. Kaxk abli U3 3 TUX HOCUTENE ABNSeTCS CaMOCTOSTeNbHbIM KOH TeNHepoM C
co6CTBEHHbIM NaposieM Ha AOCTYN K 3aKPbITOMY KOYY.
3anonHuTe cneayrouwuve nonsg:

o KonunuecTtBo Hocutenem ANA 3arpy3kuM — YUCIO0 HOCUTEenen, HeobxoAuMbIX AN AocCTyna K
3aKpbITOMY K/OYY.

o O6uee KONMYECTBO HOcUTenen — obLee KOIMYECTBO HOCUTENEN, MEXAY KOTOPbIMK KoY 6yaeT
pa3geneH.

MNMocne 3anofiHEHMSA 3TUX NOJIEM HAYHETCHA NPOL,EeCcC CO34aHNA HOBbIX KOHTEMHEpPOB, YYacTBYOLWUX B
pasaeneHnm UcxoaHoro Knoya. KonmyecrtBo co3gaBaeMblX KOHTEMHEPOB PaBHO 3HAUEHWIO, YKa3aHHOMY B noJe
O6Liee KONNUYECTBO HOCUTESIEN:

1. [na kaxAoro co3faBaeMoro KOHTEMHepa OTKPOETCHS OKHO Bblbopa KIOYEBOro HocuTens (CM.
PucyHok 74). B 3TOM OKHe BbIbepuTe HOCUTESb, KOTOPLIN 6yAeT y4acTBOBaTb B pa3aefieHnu Koua.

2. Tlocne Toro, Kak Ana BceX KOHTeHepOoB BbibpaHbl HOCUTENN, OTKpoeTcs okHO [CH.
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3. Tocne 3aBeplueHNs reHepaLmMn OTKPOETCS OKHO BBOAA Napois Ha AOCTYN K 3aKpbITOMY K4y ANs
KaXxAoro co3gaBaeMoro KoHTerHepa (cM. PucyHok 76). B 3TOM OKHe HYXHO BBECTW wiaM BblbpaTb Apyroe
CpeAaCTBO 3alUTbl AOCTYMNa K 3aKpbITOMY KAOYY Npu noMown kHonku Mogpo6Hee (cM. PucyHok 77).

Mocne co3pgaHus BCeEX KOHTEMHEPOB, Y4aCTBYO LW NX B pasgeneHun knoya, 6yaet obecneveHa 3awmra
[OCTyNa K 3aKpbITOMY K/lOYY.

3.3. OTKpbITMe K/IHOUEBOIO KOHTEMHEpa

3.3.1. OTCcyTCTBME KHOYEBOro HOCUTENS

B cniydae OTCYyTCTBUA KNKOYEBOro HOCUTENA NPU OTKPbITUKN KNKOYEBOIo KOHTeI‘/'IHepa noAaBnUTCAd OKHO,
coobuwatuee 06 oTcyTcTBum HocuTens (cM. PucyHok 79).

{8 Kpuntolpo CSP x|
0:09:47
?5__ BCTEELTE KNOUEB0H HOCMTENE
2 - =
| = v I
CeeneH1A

YcTpoicTEa: BrTaENEHHEIR HOCUTENE:

CocToaHwe

OTMena CeeneHua <<

PucyHok 79. OTcyTCTBME Heo6xoanuMoro Hocurtens

Mocne Toro, kKak HocuTesnb 6yaeT NOAKMAOUYEH, OTKPOETCA Cieaylollee OKHO.
Ecnn TpebyeMblit HOCUTENb YCTAHOBUTL HE yaaeTcs, HaX MUTe KHOMKy OTMeHa.

Koraa Heo6xoanMbIi KNOUYEBOM HOCUTENb NOAK/OYEH, OKHO, cooblwatowee 06 OTCYyTCTBMUM KIOYEBOTO
HocuTens, He oTob6paXkaeTcs.
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3.3.2. [MpoBepKa Napond Ha AOCTYN K 3aKPbITOMY K/HO4WY

MNMocne TOro, Kak K/lOYEBON HOCUTESb YCTAHOBNEH, NOTpebyeTcsa NoATBEPXAEHME NMapons Ha AOCTyN K
3aKpbITOMY K/HOYY KOHTelHepa.

3.3.2.1. MpoBepka TeKCTOBOro naposns

Ecnm yctaHasnmeanach 3awmra 40CTyNa K 3aKpbITOMY K/IlOYY C MOMOL, bio Napons (CM. NyHKT 3.2.4.1), To

6yaeT oTo6paxxeHO OKHO MPOBEPKM Napons A1 AOCTYyNa K 3aKPbITOMY K/IOUYY OTKPbIBAEMOTo KOHTENHepa (CM.
PucyHok 80).

= KpuntoMpo CSP

0:09:54
[2)=m BseawTe naponb ANA KoHTeAHepa “test_0"
| =
=

EM
MNapons: |

[ 3anomamTs napons

PucyHok 80. NMpoBepka Napons Ha AOCTYN K 3aKPbITOMY K04y

Ecnn paHee Bo BpeMs BBOAa Naposist Ha A40CTYN K 3aKpbITOMY KUYy ¢dar HanpoTue Nons CoxXxpaHUTb
naponb 6bi1 YCTAaHOB/EH, TO Naposb 6bi/1 COXpaHEH B peecTpe. MoBTOPHbLIV BBOA (NpOBEpPKa) 3TOr0 Napons He
TpebyeTcsa, N0O3TOMY OKHO NMPOBepKM Napons otobpaxeHo He byaerT.

Ecnu naponb BBeAeH HEBEPHO, 6y,EI,ET npeanoXeHo NoBTOPHO BBECTU Napoib.

MpumeyaHue. HocuTenu, uMetowme annapaTHbM NMMH-KOA4, MOTYT UMETb OFrpaHN4Y€E€HNE Ha KOJIMYECTBO

I!!l HeyAauHbIX MONbITOK BBOAA Mapond. lpeBblweHue 3TOoro npegesia NpuMBOAUT K 6J'IOKMpOBaHVI}O
HOCUTENA Unn KOHTeVIHepa.

3.3.2.2. MpoBepka naponsa npu 3awndpoBaHUM KJ1HOYa Ha APYroM KJjio4e

Ecnm 3awimnTa AocTyna K 3aKpbITOMY KoYy 6blla 0CyLLeCTBAEHA NPU MOMOLWLM 3awndpoBaHUs AaHHOIO
3aKpbITOro Kalo4ya Ha APYroM 3aKpbiTOM ko4e (CM. NYHKT 3.2.4.2), To 6yaeT oTo6paxeHO OKHO MPOBEPKM

napons Ass 4oCTyna K 3aKpbITOMY K/lOYY KOHTEelMHepa, Ha KIlo4Ye KOTOPOro NpoBoAMNOCh 3awmndposaHune (cm.
PucyHok 80).

Mocne Toro, Kak 6bu1 NOTYYEH AOCTYN K KUY paclimd poBaHus, NnponsonaeT pacwndpoBaHue kaoya
OTKPbIBAEMOI0 KOHTEWHepa.

3.3.2.3. MpoBepka napons Nnpu pasaesIeHNn KJ4va MeXxay HeCKOJIbKUMU
HOCUTENSIMN

Ecnm 3awmTa A40oCTyna K 3aKpbiTOMY KUY OCYyL eCTBAANACh NPY MOMOLM pasaeneHuns Kioda Mexay
HocuTenaMm (CM. NyHKT 3.2.4.3), To NpoBepKy TpebyeTcs OCyW ecTBUTb AN TAKOro KOJSIMUYECTBa HOCUTENEN,
Kakoe 6biN0 yka3aHo B nosie KosunuecTBO HOCUTenewn ANSA 3arpy3Ku MNpu Co3AaHWUW KoHTelHepa. lMpu
HaX0XXAEeHUN 0AHOr0 U3 KoYel 6yaeT NnpousBeaeHa CTaHAapTHaA NpoBepKa Napona ANa Kao4Ya-4acTu.

MpW OTKPLITUN OLHOMO U3 HOCUTENEN, YHaCTBYIOLLErO B pa3fefieHU M Kloua HEKOTOPOro KoHTelHepa (a
BCE OHM B CBOK OYepedb TakKxe SABAAIOTCA HOCUTENAMM), MPOBEpPKa Mapo/sa Ha AOCTYN K 3aKPbITOMY KoYy
NpoBOAUTCS B COOTBETCTBMM CO CMOCO60OM 3alMThl 4OCTYNA K K/OYY, MPUMEHEHHbIM K AAHHOMY HOCUTEN0. B
obweM cnyyae, ANa pasHbiX HOCUTENEN, y4aCTBYIOLW KX B pa3AeieHMM 3aKpbITOro Kalo4Ya OAHOM0 M TOTo Xe
KOHTelHepa, MOTryT 6bITb MPUMEHEHbI pa3Hble CNocobbl 3aWUThl 4OCTYNa K KoYy,
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4. OnucaHne KCroJsIb30BaHKS, HAaCTPOEK W YrpaBfieHUs KkoYaMn MOAYSIS CETEBOW
ayteHUdbwmkaumm Kpurrmolpo TLS

NS HacTpowknm ABYCTOPOHHEro coeamHeHusa (KNnMeHT-cepsBep) Mo npoTokosy TLS nonb3osBaTtento C
npasaMu agMMHUCTpaTopa He06Xo0AMMO BbIMOJIHUTL Cleayll e 4eNCTBUS:

1. YcraHoButblIIS
YcraHoButb Kpuntollpo CSP
YCTaHOBUTbL KOPHEBOM cepTUPUKAT B XPaHUIULLE KOMMNbOTEPa

YcTaHOoBUTb cepTUPUKaT B |IS 1 HACTPOUTb ABYCTOPOHHIOK ayTEHTUDUKALUIO
YcTaHOBUTL cepTUdPUKAT No/1b30BaTENSA

S

BbINOHWUTL NPOBEPKY COe ANHEHMSA
[nA BbiNycKa cepTUOUKATOB B KayecTBe nNpumepa mcnonbsyetca Tectosbii LLC Ha caiite cryptopro.ru

4.1. YcraHoBka IS Ha cepBepe.

B cnyyae, ecnm cnyx 6b1 IIS He ycTaHOBAEHbI B onepaunoHHon cucteme Windows ncnonb3yemMom Bepcmm
no ymonyaHuoo, Heo6xoAMMO BbINONHUTbL YCTAHOBKY C MOMOLLbIO MOJIb30BaTeNbCKOrO0 MHTepdeinca vepes
KomnoHeHTbl Windows. [na aToro yepes MeHto Myck oTkpoliTe MNMaHenb ynpaeneHus, Hanaute MNMporpammbl 1
KOMMOHEHTHI, BblbepuTe BKIOUEHWE U OTKIIOUEHMEe KOMNoHeHToB Windows.

B ananoroeom okHe KomnoHeHTbl Windows Bbibepute cnyx 6ol IIS. Ana paboTel no TLS o6a3aTenibHO
LOJDKHbI 6bITb YKa3aHbl cNyx6bl MHTEPHETa M CpeAcTBa ynpasneHus Beb-cantom:

o ||| R
. - e
A 4 » Control Panel {°] Windows Features = FE 0gran eatures P
Contiot Daves Eoms Turn Windows features on or off o
To turn a feature on, select its check box. To turn a feature off, clear its
View installed updates check box. A filled box means that only part of the feature is turned on. hnge, or Repair.
L) T;me Windows features on or ~a m =
[} 9 Indexing Service v ©
/! |, Internet Explorer 8
Installed On
= Internet Information Services
¥ FTP Server

- @ | Web Management Tools =

+ | | S6 Management Compatibility
7. |, IS Management Console
V| | 1S Management Scripts and Tools
IS Management Service
- |l | World Wide Web Services

i Application Development Features [
# B | Common HTTP Features
+ @ | Heaith and Diagnostics
+ |@ | Performance Features
s Security

Internet Information Services Hostable Web Core
i v Media Features
¥ Microsoft NET Framework 3.5.1
0 Microsoft Message Queue (MSMQ) Server -

- 1 cancel

—

PucyHok 81. BknroueHme koMnoHeHtoB IIS

Ha»xmnte OK ansa BbiINOSIHEHMSA HACTPONKK cepBepa.

4.2. YcraHoska Kpurmmollpo CSP

YcraHoBka Kpuntollpo CSP BbinonHseTcsa 3anyckoM darina CSPSetup.exe, nanee nowaroBo C MOMOLLbIO
MacTtepa ycrtaHoBku (cM. UHctannauma CK3W Kpuntolpo CSP) lMpu Bbibope BMAa YCTaHOBKM YKaXwuTte
BbIBOPOUYHYIO YCTAaHOBKY, UTO6bl MMETb BO3MOXHOCTb BKIIOUYNTb KOMMOHEHTHI, HE BXOASLWME B CTaHAAP THbIN
Habop No yMo4YaHuIO.

B ananore BbI6GOpOYHONM yCTaHOBKM Heob6XOAMMO yKasaTb, YTO NMpuoxXeHue 6yaeT MCNOb30BAHO B
KayecrBe KpunTonpoBalhgepa ypoBHsa sapa OC:
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3 ¥cranoeka "Kpwnrollpo CSP"

Buibopounan ycraHoBKa

BbIEEpHTE KOMAOHEHTEI NPOrpaMMbl, KOTOpEIE HeobxoguMo YCTAHOBEMTE.

LLleAKHKMTE 3HEYOK B CMIMCKE HUHE , yTobbl M3MEHWTE Cnocob YCTSGHOBKH KOMMNOHEHTS.

OnMcaHKe KoMNoHEHTa

CcHoBHEIE dalinel
Heobxoaum ana paboTol

QcHoBHEIE daknel (x64) e T
PaclMpenHan COBMECTMMOCTE € MPOAYKTEM| 14 anpe Windows (TLS-cepsep,

Cnywba XpaHeHna knkoqel [Psec, EFS).
Revocation Provider

-------- =R cpvrrronposaiiacp yposrin sapa OC|

= [JaHHEei KOMNCoHEHT ByAeT YCTAHOENEH HA NOKANEHBIR HECTKUIA JUCK,

=J8 [aHHBIA KOMOOHEHT W BCE NOAKOMINCHEHTEI BYyT YCTAHOBAEHE! HA NOKANEHBIA HECTEWA ANCK.

B [danHbiil koMnoHEHT GygeT yCTaHOBNEH ANA 33Mycka No CETH,

/38 8 [anHbiil KOMMNOHEHT W BCE NOAKOMMOHEHTEI By 4yT YETaHOBNEHEI 4NA 3aMycKa No CETH.

¥ [JaHHelii KoMOoHEHT BYAET HEADCTYNEH.

Moackaska < Hazan OTMeHa

PucyHok 82. BknioyeHue koMmrnoHeHtoB Kpuntollpo CSP npm yctaHoBKe

[anee ycraHoBKa MpOM3BOAUTCA C pEKOMEHAYEMBIMA MO YMOMYaHUIO NapaMeTpamu. Mo 3aBepeHnn
YCTaHOBKW Nepe3arpysnTe KOMMNboTep.

Ons Toro, uto6bl BBECTU NIMLEH3MIO Ha TLS mam npoBepuTb €€ Hanan4yume, BOCNOJIb3yNTECh OCHACTKOM
YnpasneHue nuueH3unamn Kpuntollpo PKI, koTopas oTKpbiBaeTcsa yepe3 MeHt [lyck (Bce nporpammbl >
KPUATO-MPO >KpunTtollpo PKI)

4.3. YcraHOBKa KOpHEBOro cepmudmkaTta B XpaHWIULLE KOMMbOTEpPA

Ons koppekTHOM paboTbl cepBepa B XpaHuamLLe cepTUGMKaToB A0JIKEH BbITb yCTaHOBNEH cepTudukaT
KOpPHEBOro yaocToBepsilowWero ueHTpa. [Ans nonydyeHus cepTudukaTa MCNOAb3YyeTCqd TeCTOBbIA LLeHTp
ceptudumkauunm Kpuntollpo.

bpay3ep, uepe3 KOTOPbIA OCYLLECTBASETCS AOCTYN K BEG-MHTEepdeNcy LeHTpa cepTUdmKaunm, Hy>XX HO
OTKPbITb OT MMeHM aaAMUHUCTpaTopa. OTKkponTe Beb-MHTepdenc ueHTpa cepTudukaumm Kpuntollpo
https://www.cryptopro.ru/certsrv/

Ons koppekTHON paboTbl C M YHKL MOHANOM BbiNyCcKa cepTUdUKaToB HeobxoamMMo A06aBUTb aapec L eHTpa
cepTudmKkaumm B AOBEPEHHbIE CaliTbl B HacTpolikax 6pay3epa. [lna aToro B cBOMCTBax 6pay3epa Bbibepute
BKNaaKy be3onacHOCTb, B CMMCOK HaAeXHbIXx canToB gobasbTe y3en https://www.cryptopro.ru/ u coxpaHute
M3MEHeHWs CBOWCTB.

M3 cnucka pelictBuin BblibepuTe nonydeHue cepTudukata ygocrosepswuwero ueHtpa (KopHesoi
cepTudmkat Heob6xoaAMMO MoJsly4yaTb AOBEPEHHbLIM 06pa3oM).
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)

W hitps://www.cryptopro... O v @ O ‘ @~ Test Certification Authority

Mpaska Bua Vs6pannoe Cepswc Cnpaska

w ~
KPU H;o TecToBLIA LeHTp cepTUudmnkaumnm

English version

BHWMaHHe.

LlenTp ceptmdmKkaumm ncnonbsyer kpunronposainaep Kpunrtolpoe CSP sepcun 3.6.

Mone3oBaTeny C YCTaHOBAEHHBIM KpunTonposaigepom Kpuntolpo CSP sepcuu 1.1 He cMoryT nposeputo ILUM yenTpa.
KpvnTonpoBaigep MOXHO NONYUYMTs 30ECk.

LieHTD peanqz08aH Ha 0CHoBE CYKGkI CepTMMKaLMK, BXOAAILEH B COCTAE ONEpPaLMOHHOI ckcTersl Windows Server 2003.

LieHTp NpegHazHadueH TONbKO ANS Ueneld TRCTHPOBAHWA KpunTonpoeaigepa KpunTtolpo CSP M He f0M#eH WCroNb20BaTsCA ANA APYTHUX Lened.
BOCNoNb30BaTLCA YCAYTaMKU AeHCTBYIOLIEND YAOCTOBEPAIOLLEro LeHTpa 000 “"Kpunto-Mpo”MoMHO 0BpaTMBIINCE MO agpecy
info@cryptopro.ru unm no tenedony +7 (495) 780 4820.

Bl MOKETE MCMONLZ0BATE TECTOBLIR LEHTP A4NA TOro YToBsl NoNyUWT: UMEPOBoH CEPTMEMKAT OTKPLITOMD KNKOUa ANA PAsAMUKLIX NPUAGKEHWA.
C noMowst umdpoecro cepTudiikaTa Bel cMokeTe 0GecneunTs UeNOCTHOCTh, ABTOPCTES M KOHDHUAEHUMAaNEHOCT: NepeasaeMoii B CeTH
UHDOPMALIMM.
[OnA nonyueHna Uudposoro cepTudmKaTa Bel AomxHel GyaeTe chopMUPOSaTE 33KPLITIA N OTKDLITEIA KAKUM M SBECTH A3HHEIS, KOTOPEIE
MCNONbL3YHITCA ANA CBASLIBAHNMA OTKDLITOMO Kua M Bnanensua ceptudmkara.

NoapoBHee 0 UIMBDOBLIX CEPTUHMKATAX MOKHO YEHATE 3AECH.

BIGEPUTE MYHKT U3 MEHHK) M HAKMHTE KHONKY “"[ansue”

o] CohopMUPOEATE KNIOUWW M OTNPABHUTL 3aNpoc HE CEPTUIMKAT

® ToNy4MTE CEPTUUKAT ¥OCTOBEPREOWETD LIEHTPE MK EilCTEYHIIWMIA CICOK 0TOZBAHHELX CEPTUEMKATOR

o] TpOBEPUTE HANWUME BRIMYLIEHHOTO CEpTMdKKATE
Ha maenyio cTpakuyy Heneu= 2= | v

< >

PucyHok 83. TectoBbi# LIC

Janee BbinosHAeTCA 3arpy3ka ceptudunkaTa ueHtpa ceptudunkaumm. Bolbepute metosa wndpoBaHms 1
Ha>XMUTE Ha CCbUIKy «3arpyska ceptudmnkarta LIC».

|Q_>j||.v https://www.cryptopro... © - & & H ¥ CywBbi cepTiduxauym A.. ‘ ‘ A AT

®aiin  Mpaeka Bwg MaBpanHoe Cepemc  Cnpaska

Criyeiel cepTwhekaLym Active Directory (Microsoff) — Test Center CRYPTO-PRO

3arpyaka ceptudmrara UC, uenovkn ceprudpmiaros nnu CRL

YTo0sl 4OESPATE CepTUMMEATAM, BEIASHHEIM 3THM UEHTPOM CepTHMMKaLINN, YCTAHOBUTE 3Ty Lenodky cepTudukaTes LIC.
YTosl 28rpy3uTe CEpTUAMKAT LIC, LenoUky CEpTUMDMKATOR MNWM CMCOK OT35IBa CEpTMEhMKaTos (CRL), BsiBepuTe 3TOT CEDTUMMKAT W METOA WM(POBAHMA.

Ceprudrar LIC:

MeTon widpoeama:
ODER
@ Base 64
3arpyska cepTudykara LIC
3arpyaka uenodks cepTudmkaros LIC
2arpyara nocnensero Gazosoro CRL
Jarpyakd N0CNeNHero DE3HoCTHOr CRL

PucyHok 84. 3arpyska ceptudumkarta L|C

Mpn nonyyeHun ceptudukaTa HyXHO BblbpaTb «OTKpbITb cepTudmnkat». ECim gaHHbIM cepTudmnkar
paHee He 6bln YCTaHOBAEH B XpaHUIvLWe AOBEPEHHbIX KOPHEBLIX LLEHTPOB cepTUduKaLunm, ero Heo6xoamMmo

YCTaHOBUTb.
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Ceptudukar

Obume |CocraB | MyTe cepmdm&auun|

=5

.@,ﬁ CeeqeHna o cepTmhuKaTe

HeT QoBEpHA K 3TOMY KOp y CepTHMKaTy
ueHTpa ceprudmraln. UTobb BIOIIOUNTE OoBEpHe,
YCTAHOBMTE 3TOT CEPTWHKAT B XPaHIIHILE
AOBEPEHHBIX KOPHEBbIX CEPTHMKATOE LIEHT OB
cepTHiHKaLI.

KoMy Boigan: Test Center CRYPTO-FRO

Hem Boipan: Test Center CRYPTO-FRO

Deiicreurened ¢ 07, 04, 2009 mo 04, 10, 2014

YCTaHOBMTE CEpPTHEMKAT. .. ]

PucyHok 85. lNpocmotp ceptucpumkara LIC

B okHe NpoCMOTpa CBEAEHUIN 0 cepTUdUKATE HAXX MUTE KHOMKY «YCTaHOBUTb cepTUdMKaT», OTKPOETCs

MacTep MMnopTa cepTuUduKaTos.

B ananore Bbibopa XxpaHunmia cepTudMKaToB yKax ute «MoMecTutb cepTnduKkaTbl B CleayrolLee XpaHuauwe»,
npu Boibope XpaHunuuia nocrasbTe MaXok «MokasaTb GUMYeckMe XpaHUIMLLa», yKaXX UTe B JOBEPEHHbIX
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KOPHEBbLIX LEHTPAX CepTM(bVIKaLI,VIVI XpaHuanue 1oKaJibHOro KoMnbrTEpPaA.

CepTidgmrar @

Obwme |Cocras | MyTe CE|JTI-|¢MKBLIMH|
@E CeeqeHnn o ceprwdmKare
HeT AoBEpHA K 3TOMY KOPHEBOMY CEPTHOMKATY
uenTpa ceprudmkawm. Yrobo sBinounTe qoBepne,
YCTAHOBMTE 3TOT CEPTHHNKAT B XPaHWIHLLe
[OOBEPEHHBIX KOPHEBBIX CEep TOB LEHT pOB
cepTy
MacTep umnopTa cepTndMKaTos
XpaHwnvue cepTudHKaTos

XPEHWNMILE CEPTUDMKETOB - 3TO CUCTEMHEIE 0BNaCcTH, B KOTOPEIX

XPEHATCA CEPTUDUKAETEL
Komy

Brifiop xpaHnnmia moxeT Bbime nponzseneH Windows aBTOMETHUECKM, UMK Ke
Kem g MOMHO YKA38TE PA3MELLEHNE CEPTMONKATE BpYHHYIO.

() ABTOMATUYECKM BLIBPETE XPEHUIMLLE HE OCHOBE TUNa CEPTUBMKATE
1 _
(@) MoMecTUTE Bre cepTUDMKATEI B CIEAYIOWEE XPEHUIMLE
XPaHUAMILE CEpTMMKATOS!
MoapobH BeiBop xpaHnnnLa cepTndmKata @
BbIBEpUTE XPEHWUNKLLE CEPTMDUKETOE.

(] Maroe -
MoApofHEE 0 XDEHMMMILEK E| | [loBEpEHHbIE KOPHEBSIE LIEHTPEI cepmd|;|

| Peectp

il NokansHeIi KomnsioTep
: ~| CMapT-+KapTa
+..]
4

| N nEeniaT S NkHRIE ATHATISHIAG B AN Ao
| 1 | 3

EHA

MoKasaTh GUIMHECKUE XDEHUNWLLE

[ Ok ] ’ OTtmeHa ]

il

PucyHok 86. YcTtaHoBKka ceptudukara LIC

3aBeplunTe YyCTaHOBKY cepTudmuKaTa cieays AaflbHeNWMM yKasaHUaM MacTepa.

[Ons npoBepKu NpaBUIbHOCTU YCTAHOBKM cepTudUKaTa BOCMNONb3YyHATECb OCHACTKOW ANS ynpaBieHus
ceptTudpukatamm Kpuntollpo CSP. B meHio lMyck Boibepute Bce nporpammel > KPUMNTO-MPO > CepTudukaThbl.

MpaBUAbHO YCTaHOBMEHHbI KOPHEBOI cepTUdUKAT AO/DKEH pacnosiaraTbca B XpaHunuuwe [JoBepeHHble
KOpHEBble LLEeHTPbl CEpTUdhMKAL MM IOKAbHOO KOMMblOTEpPaA.

D Ceprudpmkaten EI@
EJ @aiin  Jdeiicteme Bug  Oxno  Cnpaeka = [|= || %
§ | XE ]
~| Kopenb konconu || Komy ebigan ‘ Kem Bbigan

> EP Ceprndmkats - TEKyLUWii NnonbsosaTens
4 [ Ceprndmkatsl (nokankHeiii komnsoTep)

5 ] NMndHoe

4 [ | [loBepeHHbIE KOPHEBBIE LEHTPBI CEpTIY

a [ | Peecp

| Ceptudpmkate
| CropoHHwii
| Tpynnosan nonuTuka
| Npeanpuatne
| CmapT-kapta
JloBepUTENBHBIE OTHOLLEHUA B NPEANpY
MpomMexyTouHeIE LEHTPEI CEpTUOUKELY
Joseperneie usgarenn
CepTudmnkaTel, K KOTOpLIM HET JOBEPNA
CTOpOHHWE KOPHEBBIE LIEHTPEI CEpTUd
JosepenHbie nua

Jpyrue nonssosarenn
Homegroup Machine Certificates

GO v - =

>
>
>
>
>
)
>
>
i

< | [ | +

m

NnRENEHHRKIE KNNHERRIE CENTUMMKATRI ¢

sl Thawte Timestamping CA

4 1

5 Copyright () 1997 Microsoft C...
@ Microsoft Authenticode(tm) Ro...
S Microsoft Root Authority

S Microsoft Root Certificate Auth...
[INO LIABILITY ACCEPTED, (c)97 ...
E Test Center CRYPTO-PRO

|5/ VeriSign Class 3 Public Primary ...

Copyright (c) 1997 Microsoft Corp
Microsoft Authenticode(tm) Root.
Microsoft Root Authority
Microsoft Root Certificate Authori,
MNO LIABILITY ACCEPTED, ()97 V..
Test Center CRYPTO-PRO

Thawte Timestamping CA
VeriSign Class 3 Public Primary Ce,

Xpanwnuie Peectp cogepxmt 8 cepTudukatos.

PucyHok 87. XpaHunuuwe [loBepeHHble KOpPHEeBble LleHTPbl cepTudukaumm
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4.4,

YcraHoBKa cepmmdpmkata IS
Ons Toro, utTo6bl HACTPOUTbL COEAMHEHMNE C CEPBEPOM MO NPOTOKOJY TLS, Heo6XxoaAMMO NpeaAnpUHATb

cieayrouime warn:

1.

BbINYCTUTb CepTUOUKAT IIS, ecn OH He Bbin BbINYLLEH PaHEe M YCTaHOBUTL €10 B COOTBETCTBYHOLLEE
XpaHunuwe

HacTpouThk |IS c yKasaHnem ceptudmkata

nposepuTb coegnHeHne no HTTPS

4.4.1. Bbinyck ceptudukaTa IIS
Ons nonyyeHuns ceptudunkata ncnosblyeTcsa LeHTp ceptudunkaummn Kpunrtollpo.
Bbpay3ep, uepes3 KOTOPbIN OCYLLECTBASAETCS AOCTYN K Beb-nHTepdency ueHTpa cepTudurkaumm, HyX Ho

OTKPbITb OT UMEHN aAMUHNCTPATOPA.

OTKpoiTe Be6-nHTepdelic LeHTpa cepTudmrkaymm Kpuntollpo https://www.cryptopro.ru/certsrv/ n us

cnucka AencTemii Bolbepute «CHopMUPOBaTh KAOYM U OTMNPABUTb 3aNpocC Ha cepTuduKkaTs.

Q‘ ’7 '{"" https://www.cryptopro... © ~ @& C ” » Test Certification Authority l \
®Qaiin  Mpaska Buag Wsbpannoe Cepeuc Cnpaska
v
[a)
)¢ KPHU H.ll;g TecToBbI LEHTP cepTudunkaynm
English version
BHumMaHue.
LleHTp ceptndukaumm ucnonb3yer kpuntonposaigep Kpuntollpo CSP Bepcum 4.0
Monb3oBaTenu C yCTaHOBNEHHbIM KpunTonposaigepom Kpuntolipo CSP Bepcun 1.1 He cMoryT nposeputb LN yexnTpa.
KpvnTonposaiaep MOXHO NONYYMTs 2AECk.
LIeHTp peannz0BaH Ha ocHose CAyXObl cepTdUKaLMK, BXOARLIEN B COCTAB ONepauroHHon cuctemsl Windows Server 2003.
LieHTp NpeaHasHayeH TONbKO ANR Lenert TeCTMPoBaHUA Kpuntonposaiiaepa KpunTtollpo CSP ¥ He JonXeH UCNONL30BaT:CA ANA APYruX Lenen.
Bocnonb30BaTbCA yCAyraMu Aencrsyiouero Yaocrosepawuiero yeurpa 000 "Kpunro-fpo”MoxHo o6paTtuBlumnch no agpecy
info@cryptopro.ru wnu no tenedony +7 (495) 780 4820.
Bbl MOXETE MCMIONb30BaTs TECTOBLIV LIEHTP ANA TOro yTobbl MoNyunTs LMDPOBOH CepTUDMKAT OTKPLITOrO KNYa ANS PasnnuyKbiX NPUAOKEHUA.
C nomolwsk undposoro cepTudmkaTta Bl cMoxeTe 06ecneymTs LUeNoCTHOCTL, 38TOPCTBO U KOHDWMAEHUMANEHOCT NEPEAaBaeMol B CETH
uHdopMaumu.
[inA nonyyeHus umbposoro ceptTudvkaTa Bel JonxHel OyaeTe chOPMUPOBaTE 3aKPbiTeI M OTKPbITEIR KNHUM U BBECTU AaHHbIE, KOTOPLIE
VCMONb3YHTCA ANA CBA3LIBAHWA OTKPLITOrO KNKYa W Bnagensua ceptuduxara.
MoapobHee o UMDPOBLIX CEPTUDMKATAX MOXHO YIHATh 30ECh.

BbiDepuTe NYHKT U3 MEHIO U HAXMUTE KHONKy “[anbwe"

® CchopMMPOBATE KNIOUM U OTNPABUTL 3aNpocC Ha CepTudmkaT

(0] MonyunTs cepTvdukaT YaocToBepAHoLero LIeHTpa uni 4eiCTBYIOWMIA CIMCOK OTO3BAHHLIX CEPTUMNKATOR

» MpoBepuTL HanUuyMe BuINYLEHHOro cepTduKkaTa
Ha rnaswyio cTpanuuy J Oanswe >>> v
< >

PucyHok 88. CoszpaHue knroua n ceptudmukarta B tectoBom LIC

Ha cnegyouwem ware Bbibepute gencreme «Co3aaTh U BbiAaTb 3aMpoc K 3Tomy LIC».
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e{\=:>]"|'°' https://www.cryptopro... 2 ~ @ € || W CnywBel cepTudmkanmm A.., | | 1

Microsoft CriyxBe cepmudcaLpi Aciive Directory — Test Center CRYPTO-FRO

P; 1if 3aNpoc cepTUdukaTa

MonuTiea LIC onpefenser TuMkl CEPTUMKATOB, KOTOPLIE Bul MOKETE 3aNpalLKBEaTs. BriBepUTe HyKHOE AeiicTBue:
C£0308Th W BLNATS 3aNPOC K 3ToMy LIC.

PucyHok 89. Bbi6op 3anpoca ceptudmkarta

B nogBuBwWeMca Aauanore noATBepAUTE BbIMNOJIHEHME onNepauum C CepTMd)MKaTOM OT WMEHMU

nonb3oBaTens.

B oTKpbiBWeNCcA popMe 3anofnHUTe AaHHble cepTudunkarta. Npu 3anonHeHmun nonsa Mma (Common Name)
Heo6X0AMMO yYnTbIBaTh, YTO MMS cepTUdUKaTa LO/HKHO cOBNaAaTb C AJOMEHOM, obcnyxuBaeMbiM cepepom IIS,

ANna KOTOPOro BbiNyCKaeTca CepTVId)MKaT.

Microsoft Cny#bu ceptnfmkaumn Active Directory — Test Center CRYFTO-PRO

PaclwupeHHbIA 3anpoc cepTUdKaTa

WaeHTHdHUMpYIOWKE CEEOEHHA:

WMmA: test-srvlocal

aﬂeKTPOHHE.H noyra:

OpraHnaayua;

Moppazgenenne:

lopoa:
0bnacTe, wrar:

CrpaHa, perwon: RU

Type of Certificate Needed:

Ceptuiikat NpoBepKy NOANMHHOCTI CepEepa ~

[lapameTphbl KNoya:

@ Coapate HoBwlid HaBop knoueli ) Mcnonk3aoBate cylwecTEYHLWMA Habop knousii
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Senice Provider -

Mcnonssoeanne knoved: ) Exchange ) Mognuce @ OBa

MiaHMMENEH 512

F’aa.Mep knova: 512 MakcumansHui: 512

(CTEHASPTHEE pasMeps Kmiowel: 512 )

@ ABToMAaTMuYECKOE MMA KOHTeiHepa knwoua () 3agaHHoe Nonb3oBaTeneM MMA KOHTeHepa Knoua
MMoMeTUTE KNHY KaK IKCNOPTMRYEeMbIi

[C] BrniounTs yeUneHHy o 3aLLUTY 38KPLITOro Knoya
[lononuHTENbHLIE NapaMeTphI:
®opmar sanpoca: @ CMC ~ © PKCS10

Anroputm xewmwposanuA: TOCT P 34.11-4 -
Mcnonsayemca monsko 6nA NoGNUGEHUS 38Mpoca.

[T] Coxpanuti zanpoc

ATprByTEI: -

4 3

MouATHoe wmA: Cert for test server

PucyHok 90. 3anonHeHue napametpoB ceptucdmkarta IIS B TectoBom LIC
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3anosHuTe HeobxoaMMble MONs, yKaxute Tun cepTudmnkata «CepTudmnkat NpoBepkn NOAMHHOCTH
cepBepa», B MapaMeTpax knto4ya yKaxuTe «Mcnonb3oBaTh HOBbIN Habop knto4ver» n Boibepute CSP: Crypto-Pro
GOST R 34.10-2001 Cryptographic Service Provider. Ecin B ganbHenweM npeanonaratoTcad MaHUNynsauum ¢
KNo4YoM cepTudmukarta, And yaobcrea MOXHO MOMETUTb KOY KakK 3KCMNOPTUPYEMbIA U B AOMNONHUTENbHbIX
napaMeTpax ykasaTb NOHATHOE MMs. OCTaNbHble NapaMeTpbl PEKOMEeHAYEeTCH OCTaBUTb MO YMOJIMAHMUIO.

Mocne 3ano/IHEHUS NMofei hopMbl HAXMUTE KHOMKY «BblaaTb».

B avanoroBoM okHe 6yaeT NpeasoXeHo yKasaTb Naponb ANna cepTudmkaTta. B AaHHOM clydae naposib He
TpebyeTcs, NoJist HYXX HO OCTaBUTb NMYCTbIMU M HaXxaTb kKHoMKy OK. Mocne 3aBepweHns paboTbl 6MO0rMYecKoro
JaTumnka B 6paysepe OTKpbLIBAETCHA CTpaHuLLa Co CCbUIKOW ANS YCTaHOBKM BbiNyLWeHHOTro cepTudmkaTa:

& Cryxbr ceprndmkayn Active Directory (Microsoft) - Windows Internet Explorer EI@
@U i |'°' https://www.cryptopro.ru/certsrv/certfnsh.asp - % |*"f| X | | b sing P -

¢ Favorites ¥~ CnykBel ceptudmkaumn Active Directory (Micros... |

Microsoft CnyBia cepTicbikayme Adtive Directory — Test Center CRYPTO-FRO

CepTHibHKaT BhiLaH

JanpoweHHIi BaMKU CepTUEMKAT GbiN B3M BolgaH
YCTAHOBWTE 3TOT CEPTUBIMKAT

[CCoxpanuTs oTBET

PucyHok 91. YcTaHOBKa co3aHHOro uepes tectoBbii L|C ceptudpukara IIS

Ha>xMuUTe «YCTaHOBUTb 3TOT cepTudmnkat». Ha ctpaHuue noasButcs coobuieHne o6 ycnewHon ycTaHoBKe
ceptTudmkaTa.

Ona npoBepkn NpaBWMbHOCTU YCTaHOBKM cepTUdUKaTa BOCMNOb3yMTECb OCHAaCTKOM AN ynpaBieHus
ceptudmkatamm Kpuntollpo. B meHto Myck BbibepuTe Bce nporpammbl » KPUMTO-MPO - CepTtudukaThbl.

Ceptudunkat cnyx 6ol IIS gomkeH HaxoaAnTbCA B XpaHunmuie JinyHoe nokasbHOro KoMnblTEpA.

@ Cepragrcarea (o8 |m=s

EP Maiin  Jeiictene  Bug  Owwo  Cnpaeka
o | HE & LI XE = HE
~| KopeHe koHconm
. P CepTudukats! - TekyLimii Nonb3oBaTENL

4 B Ceprudukatel (nokansHbIii komnsroTep)
4 [ | NMuyroe

Komy ebigan Kem ebigan

H test-srv.local Test Center CRYPTO-PRO

a [ Peectp

| Ceptudukats
| loBepeHHbIe KOPHEBBIE LEHTPEI CEpTUGNK
| loBepuTENbHBIE OTHOLLEHWA B NPEANPUATY
| MpomexyTouHbIe LEHTPEI cepTudUKaLmm
| Nosepentbie u3gaTenn
| CepTudmkatsl, K KOTOpEIM HET A0BEPUA
_| CTopoHHWE KOPHEBRIE LEEHTPBI CEPTMdMKal
| Nosepentbie nuua
| Jpyrue nonssosatenn
“| Homegroup Machine Certificates
| NloBepenHbie KOpHEBBIE CEPTMBUKATEI CME
| NoeepenHsie ycTpoiicTea

4 I 2 4 I

Kpanunuie Peectp cogepsnt 1 ceptudmkar.

PucyHok 92. NMpoBepka Hanuuusa ceptudukaTta IIS B XxpaHuMnumiie JIOKaJibHOro KOMMblOTEpa

Ecnn CepTMd)VIKaT He nonan B XpaHunuuwie JIM4YHOE NIOKANbHOrO KOoMMNblTEpa, TO HanguTe ero B
XpaHuUnnue TeKkyuwero nosib3osaTtesid Hepe3 OCHaCTKy CepTVICbVIKaTbI M nepeHecnTe B YKa3aHHOE XpaHUIULLE.

4.4.2. Hactponka IIS c ykazaHneM ceptndumkaTa
OTkpounTe aucnetydyep cnyx6 IIS ogHMM M3 cneayowmx cnoco6oB:
e OTKpoiTe MaHenb ynpasneHua > AgMUHUCTPUpOBaHMe > [iucneTyep caykb IIS;
®  BbI30BUTE KOMAHAHYIO CTPOKY KOMbMHaumen knasuw Win+R 1 BBe auTe KomaHay inetmgr

B AncneTtuepe cnyx6 IIS wenkHMTe NnpaBoM KHONKOW Mbiwun Ha Be6-y3en no-ymonyaHuio (Default Web
Site) n BoibepuTe B KOHTEKCTHOM MeHto N3MeHnTb npueasku... (Edit Bindings...)
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-
&5 Internet Information Services (I5) Manager o3| =
@U [@ » USER-PC » Sites » Default WebSite » | & @ -

File View Help
Connections . Actions
- O Default Web Site Home
=l B Explore
83 USER-PC -PC i csions
a9 o (u;er . \Tﬂ) Filter: - 860 - G ShowAll | Groupby: . Edit Permissions...
L=} Application Pools Edit Site
4 ! s il
Default Web Site 0 s = . :
2 9 [ B &
Authentic.. Compression  Default Directory  Error Pages Handler /i
S @ View Virtual Directories
Manage Web Site o
Type Host Name Port IP Address Binding Informa.., Add... 2 Restart
http a0 = L »
@ Stop
Browse Web Site
Browse *:80 (http)
Advanced Settings..
4 m ] + Configure
Limits...
T Online Help
T
| I Fesmaes Vew 2 Cotenc view
Ready €
PucyHok 93. Ancnetuep IIS
B cnucke npuBA3ok cavita HaxMuTe KHonky [lo6baBuTtb... (Add...).
&5 Intemnet Information Services (IIS) Manager = |[E][=
@\J [@ » USERPC » Sites » Default Web Site + | @-
File View Help
~ @ Default web Site Home
=] 8 Explore
495 USER-PC (user-PChuser) i = o . Edit Permissions...
2 Application Pools E—
5 stes Site Bindings % | 52 | |EditSite
€ Default Web Site Endtugs:-
Type  Host Name Port P Address Binding Informa.., [ Add Basic Settings
http 20 = c
irtual Directories
Ad Site Binding -7l

Type: 1P address: Port

Al Unassigned -

S5L certificate:

o W PT—— 3 [

Cancel

Inage Web Site
Restart

Stop
Browse Web Site
Browse ™80 (http)

Advanced Settings...

[= Features View | |2 Content View

Ready

Configure
Limits...
@ Help

Online Help

b

PucyHok 94. lo6aBneHune ceptucdpmkarta SSL

B oTKkpbiBLWEeMcSA Ananore gobaBneHNa NpuBA3KN canTa yKaxumTe Tun npoTokona noaknodeHus (Type)
HTTPS, a B Bhinagatouwem cnucke Ceptudunkatbl SSL (SSL certificate) Boibepute cepTtudmkaT, co3aaHHbIN ANA
cnyx 6 IIS. Haxxmnte OK ans coxpaHeHus napaMeTpoB, 3akponTe MpuBa3kn carita n nepesanycrute IIS, HaxaB

MepesanyctuTh (Restart) B okHe gucneTtyepa.
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" Intemet Information Services (IIS) Manager = | =

@Q [@ + USER-PC » Sites » Default WebSite » [ < 5 @
File View Help

e ‘
@ Default Web Site Home
4 93 USER-PC (user-PCluser)
22 Anplcstion oot Fitter: - [B@Go - G Show All | Group by:
403 sites s

Defaut Web S i — .
I Default Web Site _f}_;?_; ‘?é_“ 3 E—:I &

Authentic.. Compression  Default  Directory  ErrorPages  Handler
Decument  Browsing Mappings

Y q n . ol e =
€ B = M = E
HTTP Logging MIMETypes Modules  Output  Request

Respon... Caching  Filtering

g

L&
SSL Settings

m

Browse Web Site

Management

D Configure
Configurat... Limits
Editor -

Ready

PucyHok 95. lNepe3sanyck IIS
4.4.3. [lpoBepka coeanHeHusa rno HTTPS

Ona nokanbHOM NPOBEPKW COEAUHEHUS WCMNONb3yWTe CCbIIKY B NIeBOM 4acTu OkHa MeHepxepa IIS,
KOTOpasi NoKa3aHa Ha cneayloweM pucyHke, unm yepes 6paysep nponamte no ccoiike https:/<domainname>//,

roe <domainname> - AOMEHHOE MMA HaCTpanBaeMoro canTa (r,qe npeaBapuTenbHO AO0JDKEH 6bITb HaCTpOeEH
DNS).

CK3U «Kpuntollpo CSP», ¢dpyHkymoHupytowee B OC Windows 10, Takxe nogaepxupaeT paboTy B
pamkax HTTP/2 npwu B3aumogencreummn c Internet Explorer/Edge u Internet Information Services (IIS). Ons
o6paTHOV COBMECTMMOCTM C NPOTOKOSIOM HTTP B clydae BO3HUMKHOBEHMUA NpobieM, CBA3aHHbIX C OTCYTCTBMEM
nognepxkun HTTP/2 Ha knneHTe/cepBepe, Heob6xoamMo B HacTpolikax Internet Explorer/Edge/IIS oTKAOUNTb
noanepxky HTTP/2 (Ha cepeepe OTKAoYaeTcs napamMeTpom

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters\EnableHttp2Tls REG_DWORD
0).

5 Internet Information Services (IIS) Manager (E=5EcE &)
@ Q [€@ » USER-PC » Stes » DefaultwebSite » | & = (@ -

File View Help

‘Connections

- g Default Web Site Home

495 USER-PC (user-PCluser)

p Filter: - (6o ~ Gy ShowAll | Group by:  Permissions.
122 Application Pools Her Rt oy - Edit Site
4 .[&] Sites s B

Default Web Si ] 'y r
€ Default Web Site -!Es?_! %—_il ° E—j <.‘?;1

Authentic.. Compression Default  Directory  ErrorPages  Handler
Document  Browsing Mappings

2 8 = A
HTTP logging MIMETypes Modules  Output  Request
Resporn... Caching  Filtering

% B Stop

Browse Web Site
551 Settings

;h:& = Manage Web Site ~

n

Management

E]

Configurat...
Editer -

Ready

PucyHok 96. lNpoBepka coeauHeHnss ¢ cepsepom no HTTPS

Ecnn cnyx 6ol IIS HacTpoeHbl NpaBuabHO, B 6pay3epe oTo6pa3nTCcsa COOTBETCTBYOLWAs CTpaHMLua:
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%v|gm//wmw v & |B[4]x || B 8ing P |
/x EFWGSM -
¢ Favorites | < B Suggested Sites v || Web Siice Gallery v

B2 - |0 Cayxn cepradcagn .. | @157 x| | B v B v @ v Pager Sy~ Tookv @~

internet information services

Done @ Internet | Protected Mode: On v R100% v

PucyHok 97. PesynbTat NpoBepkn coepauHeHusa c cepsepomMm no HTTPS

Ons Toro, utobbl cepsep IIS noaaepxuBan ABYCTOPOHHIOKW ayTeHTudukauuw c 6paysepom
NnoJsib30BaTeNs, HY>XHO BbICTaBUTb B NapameTpax IIS cooTeeTcTBYOWME TpeboBaHua. And aToro B jucnetuepe
cnyx 6 IIS Bbigenute Beb-y3en no-ymondaHuio (Default Web Site) n Bbibepute B OTKPbIBLUEMCA MEHIO

MapameTpbl SSL (SSL settings).

% Intemet Informstion Services I5) Manage o ) |
w [@ » USER-PC » Sites » Defoult WebSite » & = @ -
File  View Help
[ e Default Web Site Home _ e
2 | B Explore =
K ¥ ,
-9 USER-PC (user PCiuser] Fiter - B0 - Gyshowal | Group by Edit Permissions...
£} Application Pools = "
! Edit Site
a8 Sites x J— ~ o T
L/ Default Web Site| &% @ -] ] b= -~ e
e L] - = Basic Settings...
Authentic.. Compression  Default  Directory  ErrorPages  Handler
Deocument  Browsing Mappings View Applications
- . o View Virtual Directories
- R e
= = 4=l Manage Web Site (~)
HTTP Logging  MIMETypes  Modules  Output  Request ”
Respon... Caching  Filtering Co b= |
P Start g
& = | Siop
S5L Settings Browse Web Site
Browse "80 (http)
& )
M Tt 8] Browse ™43 (https)
Advanced Settings...
= Configure
Configurst... .
Editor - iy
T || @ Help
Online Help N
[= Features View | 72 Content View i
Ready h-E

PucyHok 98. HacTpoiika AByCTOpOHHEeW ayTeHTudUkaLum

B napameTpax SSL npocrasbTe pnaxok «TpebosaTb SSL» (Require SSL) n ykaxute ansa ceptudmnkatos

knmeHTa «TpeboBaTb» (Require).
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@f} Internet Information Services (IIS) Manager

[E=8| B
@ () @ ustReC b Stes » Defauttebsite » | @ -
File View Help
Connections - .
-~ @ ssisettings
RE - -
453 USER-PC (user-PCluser) This page lets you modify the SSL settings for the content of a Web site
- b’ Application Pools or application. [
4[] Sites -
. 7 Online
../ Default Web Site 2 ReguireSSL_ :

Client certificates:
Ignore
Accept

@ Require

. - Content View
Configuration: 'lecalhost' applicationHost.config, <location path="Default Web Site"> Gfl
PucyHok 99. Napametpbl SSL ansi ABYCTOpPOHHe ayTeHTUdUKaLm

Mocne aToro Haxmute «lpumeHuTb» (Apply) Ana coxpaHeHus m3MeHeHWl K nepesanyctute IIS
OMMUCaHHbLIM BbiWe cnocobom.

4.5. YcraHoBKa IMYHOro cepmudmKaTta Mnosib3oBaTesns

Ons ycnewHon paboTbl MoAb30BaTEeNs C CEpBEPOM Mo npoTokoay TLS, Heo6xoaumo:
YcTaHOBUTbL Ha KoMNbloTep nonb3osatenda Kpuntollpo CSP
BbINyCcTUTb ANYHbI cepTUMKAT NOb30BaATENSA, ECIN OH HE Obl/1 BbINYLLEH PAHEe N YCTaHOBUTbL €10 B

XpaHuauiLe JINYHoE TEKYLLLETO NONb30BaTENA UM HA HOCUTENb APYTOr0 TUNA, AOCTYNHbIV ANA
CYMTbIBAHWA Ha KOMMbIOTEPE NO/Ib30BaTeNA

3. BbINO/NHWTL NPOBEPKY CBA3M C CEPBEPOM

Ncnonb3ysa ycTaHoBOYHbLIM daiin CSPSetup.exe ycraHoBute Kpuntollpo CSP Ha KoMnblTEp
nosb3oBaTens. [Ana peweHus TeKyweWn 3agayn [AOCTaTOYHO TMPUHATbL MNpPM YCTaHOBKE MNapaMeTpbl,
peKoMeHAYyeMbIE MO YMOIYAHMUIO.

Ceptudukat nosb3oBaTens MOXHO MOJy4YUTb

yepes ueHTp ceptudukaumnm Kpuntollpo
https://www.cryptopro.ru/certsrv/

Ha nepBoi cTpaHuue ueHTpa cepTudukaumm soibepute «ChopMmMpoBaTh KIKOUYM M OTNPaBUTb 3aNpocC Ha
cepTudmkar.
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KPUNTO Tecrosuiit LeHTp cepTudukaumm
P

Enalish version

BHHMaHHe.

LlenuTp cepTudmKayMKu UCNONb2YeT KpunTonpoeaingep Kpuntollpo CSP sepcuu 3.6.
Monb30BaTeNM C YCTAHOBNEHHbIM KpUNTonpoBaiaepoM Kpuntolpo CSP Bepcum 1.1 He cMoTyT nposepuTb UM uenTpa.
KpunTonposahgep MOXHO NONY4YWTs 30eck.

LleHTp peanvsoBaH Ha ocHoBe cny#Obl cepTUdMKaLMKY, BXOAALLEA B COCTaB OMepauMoHHoi cucTeMsl Windows Server 2003,

LieHTp NpeaHazHaded TOALKO ANA Uenel TEeCTMPOBaHWA KpUNTonposaiaepa KpunTtolpo CSP ¥ He A0M¥EeH MCNONL30BaTECA ANA APYTWMX LEneq.
BOCNONb30BaTbhCA YCAYIraMu AeACTBYHLWEro ¥10CToBEpAWEro yeHtpa 000 "Kpunrto-Tipo"mMoxHo obpatMBlIMCch Nno agpecy
info@cryptopro.ru unu no tenedouny +7 (495) 780 4820.

Bil MOMETE UCMONL30BATE TECTOBLIA LI@HTP ANA TOro YTobsl NonyuuTe UMb PoBoi cepTUdMKaT OTKPEITOrO KIOYa ANA PasNMUHLIX MPUIOKEHUE.

C moMowsH undpoeoro cepTudukaTa Bul cMoxeTe obecneunTs LEnoCTHOCTE, agTOPCTBO M KOHDWAEHUMaNLHOCTE NepegasaeMoit B CeTH
MHEOPMaLMH.

0nsA nonyueHWA UMb poBoro cepTuduKaTa Bel fonxHel OyneTe chopMUPOEaTh aKPLITsIA 1 OTKDBITEIA KAKYM W BEECTV A3HHBIE, KOTOPEIE
MCTIONE2YHTCA ANA CEASLIEAHWA OTKDLITOMO KMUYa W Bnagensua cepTudMxaTa.

MNoapobHee o UMDPOBEIX CEPTUDMKATAX MOKHO YEHATE 300k,

BhIGepHTE NYHKT W3 MEHHD W HAXMUTE KHonky "[lansiwe”

® CohopmyposaTe KMIOUKM U OTTIPEENTE 2anpoc Ha cepTUdMUEaT
(0] Mony4nTs CEPTUCIMKAT ¥ NOCTOBEPAMLIEro LIEHTPa MK AefCTEYIOWMIA CMCOK 0TO3BaHHLIX CEPTUMMWKATOR
o] MpoEepUTE HENMUKE BRINYLEHHOTD CepTU@MKaTa
Ha rnaewnyw cTpaHuuy Hansiwe === l

PucyHok 100. 3anpoc ceptucdukata nosb3oBaTesia Ha TectoBom LIC

Oanee cneayet Bbl6paTh ccbliky «C034aTh U BbiAATh 3aNpoc K 3ToMy LIC»

Microsoft Criyxba ceprwhuesupin Active Direciory — Test Center CRYPTO-PRO

Pacwup 1A 3aNpoc cepTUdIMKaTa

MNonuTkga LIC onpenenAeT THNE! CEPTUCMKATOE, KOTOPHIE Bl MOKETE 3anpallMEaTs. BoiOepuTe HyxHOe geficTane:
C03aTs M BELNATE 38NDOC K 3TOMY LIC.

PucyHok 101. PaclwumpeHHbIA 3anpoc ceptudukara

B dopMe co3pgaHus 3anpoca ob6a3aTeslbHO 3aN0/HUTE Ceaylwmne napamMeTpbl: UMS NoJib30BaTeNs, B
KayecTBe Tuna cepTuduKaTa yKa>xute cepTmudukaT npoBepkn NOAIMHHOCTU KNMeHTa, BbiIbepute CSP: Crypto -Pro
GOST R 34.10-2001 Cryptographic Service Provider, npn Heo6xo0a4MMOCTU AaIbHENWNX MAHUNYISALUNA C KITIOYOM
nocrasbTe GNaxok «MOMETUTb KJIKOY Kak 3KCMOPTUPYEMbIN». HaXX MUTe KHOMKY «BblaaTb».
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Microsoft Cmyekbul ceprugmrauun Active Directory - Test Center CRYPTO-PRO

PacwupeHHbIN 3anpoc cepTudukaTa

HoenTndmunpyommue ceeqeHun:

AmaA: Test user

SNeKTPOHHAR NoYTa:

OpraHn3auma:
MoapasgensHue:
lopog:

ObnacTte, wrar:

CrpaHa, permon: RU

Type of Certificate Needed:

CepTndMKkar NpoBepKH NOANMHHOCTH KNUEHTE ¥

MNapameTpsl knto4a:

@ CoapaTk Hosblil Habop knodeilt () Menonbaosats cywecTteyowwil Habop knoyeil
CSP: Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -

Mcnoneaosanue knioveii: ) Exchange O MMognuce @ OBa

MuHnmsaneHun:512

pa“aMep kmioua: 512 MakcHMansHER:512

{CTEHABPTHEE pasMERH kMouel: 512 )

@ ABTOMaTMYeCKoe UMA KoHTelHepa kntoya () 334aHHoe Nonb3aoBarenem UMA KoHTelHepa Knova
MoMETHTE KNKY KaK 3KCNOPTUPYEMBbIi

[T BrntoumTs youneHHy 3aLLUTY 38KPLITOrD KNKOYA
[OononHuTensHele napameTphl:
®opmar zanpoca: @ CMC @ PKCS10

Anroputm xewmposanua: TOCT P 34.11-94 -
Mecnonsayemes monsko 6na nodnucaHus 3anpoca.

[7] Coxpanuts 3anpoc

ATpubyThI: -

4 3

MouATHoE UMA: Test User

PucyHok 102. NMapameTpbl 3anpoca ceptudukarta nosib3oBarens

Mocne cpabaTtbiBaHMA 6uonornveckoro aatdmka Kpuntollpo CSP npepnaraeTt 3agaTb nNaponib AN
CcOo34aBaeMOro KOHTeNHepa. 3aTeM HYXXHO YCTaHOBUTb BblAaHHbIA cepTudmkar.

Ha oTKpbIBLIEWCS CTPAHULLE HAXXMUTE CCbINIKY «YCTAHOBUTbL 3TOT CEPTUDUKAT>.

& Cnyx6ul ceptndmkaumm Active Directory (Microsoft) - Windows Internet Explorer E@
@Q - |'°" hitps://www.cryptopro.ru/certsrv/certfnsh.asp - g |&1| X | ‘ b Bing o -

¢ Favorites @ Coyaier cepruduicanpn Active Directory (Micros...

Mieroseft Criywi cepTuchukalun Active Directory — Test Center CRYPTO-PRO

CepTHIpHKaT BhlJaH

3anpoWweHHLIN BaMN cepTUGNKAT GbiN B3M BLIZEH.
YCT3HOBWTH 3TOT CEOTMDHKAT

[ CoxpanuTs oTeeT

PucyHok 103. YcTaHOBKa ceptupmkaTta B XpaHuauiie
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Mpu ycTaHoBKe cepTudMUKaTa B XpaHuMle TeKywero nosb3oBaTesNs 3anpalmBaeTca naposb Ans
KOHTeMHepa. Mocne BBoOAa Napons cepTUdUKaT yCTaHOBMEH.

lMpoBepuTb HanM4ume cepTudunkaTa B XxpaHumnuuw,e JiInuHoe TeKyllero nosib30BaTeNs MOXHO C MOMOL b0
ocHacTkn «CepTudukaTbl».

& Cepmdmkatel EI@

P File Action View Window Help - |&
& | HE) & = XE = HE
~| KopeHe konconu “ || Issued To Issued By

a [EJ Ceprudmiare: - Texyumi nonb3ce Test Center CRYPTO-PRO
4 | Personal
a || Registry
| Certificates
- || Trusted Root Certification Auth
. || Enterprise Trust
- || Intermediate Certification Auth
» || Active Directory User Object
» [ ] Trusted Publishers
o [] Untrusted Certificates
: || Third-Party Root Certification £
» || Trusted People

m

. || Certificate Enrollment Requests
|| Smart Card Trusted Roots

a [ Ceprudukarsl (nokansHbIi KoMME
. || Personal

4 [ Trusted Ront Certification Atk ™~
4| m 3 4| m k

Registry store contains 1 certificate.

PucyHok 104. NpoBepka Hanunuusa ceptudmkaTta nosib3oBaTteNis B XpaHuUnuLwie

CepTudukaT Nnonb3oBaTeNs B COCTaBe KOHTeWHepa 3aKpbITOro K/4Ya Takxe MoXeT 6biTb COXpaHEH Ha
pas/siMyHbIX TUMNAX HOCUTENEN.
4.6. TlpoBepka ABYCTOPOHHEN ayTeHTU(MPUKALMM KIMEeHT-cepBep
[ns NnpoBepKn coeANHEHUS C CEPBEPOM MO NMPOTOKONY TLS HyXXHO 3ainTn yepe3 6pay3ep Ha CTpaHuuy
cepBepa https:/<domainname>//, rae <domainname> - M5l JOMeHa cepBepa.

Ecnn HacTpoiika coeaMHEHNS BbINOSTHEHA NPaBUJIbHO, TO MPU NEepexoae Ha CTpaHuLy oTKpoeTcs gunanor
Cc BbIbopoM cepTudmnkaTa.

-

BezonacHocte Windows [==2]
MoaTeepxaeHre cepTudrkaTa

MogreepanTe 3107 ceprmdmkar, Haxas kHonky "OK". Ecan 31o
HEMpaBKALHEIA cepTudinkat, HaxkmuTe kHonky "Otmena’,

(=] test

| Wzpatens: Test Center CRYPTO-PRO
Jeictentenen ¢ 09.12.2013 no 04.1...

\

[Npocmorpets ceoiicTBEa CEPTUDMNK,. .

[ ok || Omena

PucyHok 105. Bbi6op ceptucdpukara

Mocne Bbibopa cepTudukata 6yaeT 3anpolieH Naposb K KOHTeNHepy cepTudunkaTa nosb3oBaTens.
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[

g Kpwnrollpo CSP @
. 0:09:45
(2)=m BEEAWTE NapoNb ANA KOHTEeAHepa
GEDd e-7208962f-26c4-4228-bfac-abc48fa454a0"

EM

Mapons:

[~ 3anomAuTE napons

PucyHok 106. BBoa naponsi KOHTEMHEpPaA 3aKpbITOro Kjrua

[Mpu BBOAE NMpaBUNLHOIMO Naposd NOJb30BaATENO OTKPbIBAETCA AOCTYN K ca171Ty.

MpumeyaHue. MNMpu nonyvyeHun ceptudurkata nonb3osaTens HeobxoammMo ybeauTbCcs B TOM, 4TO
none «YAy4ylleHHbIn KIOY» COAEPXWUT 3HayeHue «[lpoBepka MNOAJSIMHHOCTU KIMEHTA
(1.3.6.1.5.5.7.3.2)», a none <«Wcnonb3oBaHne KNw4Ya» - 3HadeHus <«Lndposas noanuce,
HeoTpekaemocTb, LUndposaHune knoven, WndposaHme gaHHbix (f0)». B cnyyae oTcyTCcTBMSA O4HOMO
M3 3TUX 3HAYEHUN B YKa3aHHbIX MOJIAX ABYCTOPOHHSAS ayTEHTUMUKALNA «KIIMEHT -CEPBEP>» MOXET
6bITb HEBO3MOXHA.
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5. OnucaHve UCroJsib30BaHMsl, HAaCTPOEK W yMpaBieHust KlovamMn Ha cepeepe ISA/TMG

5.1. Pa3melueHve cepmmdmkata ayTeHmduUKaumm cepeepa Ha cepsepe ISA/TMG

Ha koMnbtoTepe c cepBepoM ISA/TMG cepTudumkaTt ayTeHTUdMKaLUN cepBepa A0/HKEH 6bITb pa3MeLlleH B
XpaHunvwe JlokanbHbliA KoMnbioTep\JIMuHbIE C NPUBSA3KON K KIIOYEBOMY KOHTEWHepy JoKalbHOro
kKoMmnbloTepa. Ceptudmkar LleHTpa cepTudurkaumm, BbigaBliero 3ToT cepTudukaT - B XpaHunmuie JIokanbHbIA
koMmnbiloTep\[joBepeHHble KOpHeBble LleHTpbl Ceptudukaumm (ecv 37oT LIC kKopHeBOI) nam JlIokanbHbIA
komnbloTep \lMpomerkyTouHblie LleHTpbl Ceptudmukaumm (ecivm 37oT LUC noauynHEHHLIN. B 3TOM cnyyae Bce
BblllecToAWwMe cepTUPMKaTbl NPOMEXYTOUHbIX LIC n KopHeBOl cepTudmkaT AOMKHbI 6bITb YCTaHOBNEHbI B
COOTBETCTBYOLLME XpPAaHUAMLLA NTOKASIbHOro KOMMNbOTEpPA).

Ecnn knio4yeBOM KOHTEWHep, COOTBETCTBYKOLWMM 3TOMy cepTudukaTy, pacrnosiodXeH B peecTpe
KOMMbloTepa, TO HeobxoaAMMo 406aBUTL NpaBa Ha YTeHUE-3anucb ANs cnyxebHol yuéTtHon 3annucn Network
Service Ha pa3gen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

MpoBepuTb HanMume Heob6xoAMMbIX CEPTUPUKATOB MOXHO C NOMOLW bl ocHacTkn "Ceptudukatbl" -
cneumanbHO HacTpoeHHOM koHconm MMC Windows. [na 3anycka KOHCOM HYXHO BbIMOAHMUTL Myck =
Mporpammbl = Kpuntollpo = Ceptudukartbl

| lpynoxeHus

g Jucnetuep 3agavy
Kpunrollpo C5P 3almMTHHK
Windows
Kpunrollpo PKI F KomaHaHas crpoka
CepTMgMKATEI MNaHens
A yNpaeneHuA

¥npaeneHwe MNpoBoaHMK
NALEH3AMM.

m MNporpammel no
5 YMOAYaHWHD
PucyHok 107. 3anyck koHconu Ceptudmkarbl

Mocne 3anycka OTKPbLIBAETCH KOHCOJIb:
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= CepTuhuKaThl - O
EJ Taiin  deficteme Bug Owkdo  Cnpaexa - | &
\amdl ==Y

| KopeHe koHconu Wma

» ) Ceprudmars: - Texywunii nonssosatens @CemequxaTm - TEKYLLMIA NOABICEATEND
- [EJ CepTudnkatel (NOKaNBHEIR KOMNBHOTER) 3 Ceprudunkars! (nokansrsii komnsroTep)

PucyHok 108. KopeHb koHconun Ceptucgmkartbl

YcraHoBUTE Kypcop Ha cepTudukaTt cepeepa ISA:

5] CepTMduKaThl = B
EP Daiin  Jedicteve  Bug  Oxno  Cnpasxa - [=
o gE 4§ RIXERE HE

“| Kopetb korconn ~ || Komy Ebl,ﬂ,}EH Kem BeiaaH Cpok geAcTENA

a [ Ceptudukatsl - TekyWwnil NoAL3oEaTEN

= TEST ISA Test Center CRYPTO-PRO 04.10.2014

a || Muynoe
a4 || Peectp
| Ceptudmkatel
- || [\oBEpEHHEIE KOPHEBEIE LEHTPEI CEF
> || JoeepuTencHele oTHOWEHWA B Npea
» [ MNpomexgyTouHbIE LEHTpEI CEpTHdMI
[ OBbexT nonbscsatens Active Direch
» || JloBepeHHbIe nzgaTenu
» || CepTudMKaTel, K KOTOPEIM HET A0BE
> || CTopoHHWE KOpPHEBBIE LEHTREI CERT
> || Joeepenteie nuua
» || MocTaewpmen cepTudMKaTos NpoBef
» | MSIEHistorylournal
» || 3anpocel 33aABok Ha cepTduKaT
> || JoeepenHeie kopHeskle cepTuduika
» EJ Ceptudmkarsl (NOKabHLIR KOMABIOTER ¥
< > < >

Kpannnuwe Peectp copepant 1 ceptudmkar.

PucyHok 109. XpaHunnuuie JinuHoe TeKyL|ero nosib3oBartens

C ncnonb3oBaHmem pyHKUuun «KonnposaTtb», 3aHecuTe ceptudukart B 6ydep obmeHa.
Mocne aToro ycraHoBuTe Kypcop Ha pa3gene «JInyHble» cepTUdUKATOB JIOKAIbHOr0 KOMMbOTEpPA U
BbINOHUTE DYHKLUUIO «BCcTaBnTb».

Mocne ycraHoBKM cepTudukaTa cepBepHO ayTeHTudunkaumm ISA, TakuMm xe ob6pa3oM ycTaHOBUTE
cepTudUKaT LeHTpa cepTUdUKaLNM B XpaHUIULLE «[JoBepeHHble KOPHEBbIE L eHTPbI CEPTUPUKALUN» XPaHWIMLLA
I0KanbHOro KOMMblOTEpPaA.

5.2. Pa3MeweHne cepmdmkaTa KIMEHTCKOM ayTeHTUdMKaumm Ha cepsepe ISA/TMG

Ecnn mexpay cepsepoM ISA/TMG n koHeuHbIM Be6-cepBepoM TpebyeTtca wudposaHue Tpaduka no TLS ¢
ayTeHTudunKaumnen no ceptTudukaTy KIMEHTA, TO BbiNyCKaeTCa CeEPTUPUKAT KIMEHTCKON ayTeHTUdunkaumm. Ha
KoMnbloTepe ¢ cepBepoM ISA/TMG 3ToT cepTudukaT AOMKEH 6biITb pa3MelleH B XpaHunvuie JlokanbHbIA

72



XKTAN.00087-03 92 01. Kpuntollpo CSP. VHCTpyKUMS NO UCMONb30BaHUIO

KoMnbloTep\JIMuHbIe C NPUBA3KOM K K/IIOYEBOMY KOHTEMHEpY sIoKasibHOro KoMnbetoTepa. CeptudunkaT LleHTpa
cepTudmKaumun, BblaaBlIEro 3TOT cepTUdUKAT - B XpaHuauwe JlokasibHbii KoMnbioTep\[loBepeHHble
KOpHEeBble LleHTpbI Ceptndmkayumm (ecnun 3TOT LC KOpHEBOWN) nnu JlokanbHbIN
koMmnbloTep \MpomexxytouHbie LieHTpbl Ceptupmukaumm (ecim 31707 LC NnoauYMHEHHbIN. B 3TOM cnyyae Bce
BblwecTosawme cepTudunkaTbl MPOMEXYTOUHbIX LIC 1 KoOpHeBOW cepTudukaT AO/MKHbI 6biTb YCTAHOBMEHbI B
COOTBETCTBYKO LW ME XpPAaHUANLL A JIOKAIbHOrO KOMMNbloTEpa).

Ecnim kNo4YeBOlM KOHTEWHep, COOTBETCTBYHOLWMA 3TOMYy cepTudmkaTy, pacnosiokXeH B peecTpe
KOMMNblOTepa, To Heob6xoamMmMo o6aBMTb NpaBa Ha YTeHMe-3anncb ANs cyxebHon yyétHon 3anucu Network
Service Ha pa3aen peectpa HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\Keys

5.3. Hactponka coegnHenust ¢ Web-knneHToMm

Mocne ycTaHOBKW cepTUMUKATOB OTKPbLITLIX KoUEel, HE06X0AMMO YCTAHOBUTb U HAaCTpouTb CrywaTens
Ans BHewHero IP aapeca cepeepa (IP anpec ceTeBoro nHTepdeica, LOCTYNHOTO U3 BHELHER ceTn).

YcraHoBKa W HacTpoirka ChnywaTtenen ocywecrenseTcs Ha Bknagke Incoming Web Requests okHa
csoncts ISA cepsepa (PucyHok 110):

B okHe ISA Management yCcTaHOBUTb KypCOp Ha UMS cepBepa M HaXaTb NPaByl KHOMKY MbILWW.
B nosBuBleMca MeHI0 BbibpaTb NyHKT Properties.

B okHe cBonicCTB cepBepa BbibpaTb 3aknagky Incoming Web Requests.

Bbibepute pexum nnamemayansHoro Cnywartens ans kaxaoro IP aapeca B none Identification.

MASLOY Properties il |

General I Cutgoing 'web Requests
Incoming 'web Requests | Auta Dizcoverny I Perfarmance | BesonacHocTe

— [dentification

" Use the zame listener configuration for all IP addrezzes

* Configure listeners individually per IP address

Server | IP Address | Digplay N| .ﬁ.uthentic...| ServerC... |

agd. | Benoe | Ed |

TCP port: IEEI

S50 port: |44 [” Enable S5L listemers

— Connechionz

Connection settings: Configure. .. |

[ Ask unauthenticated uzers for identification

0k, I OTreHa [l EHEHHTE

PucyHok 110. YcTaHOBKa U HacTpoika Cnywarteneu

Jo6aBbTe HOBOro CnywaTtens B CNUcok cnywaTtenen ISA cepsepa.

YcraHoBuTE UMA cepBepa.

YcraHoBuTe BHelWHMN IP-aapec, Ha KoTopbi 6yaeT HacTpoeH CaywaTtensb.

BBeauTte MMsa, c KOTOpbIM 6yaeT oTob6paxaTbca AaHHbIN CnywaTenb B AaflbHeNLWEM (ONLMOHANBHO).
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Seryer: [MasLOv =l
IP Address: [192.168.68.5 =l
Dizplay Hame: Ipif.niku:uil.ru

[T Use a server cetificate to authenticate to web clients

I Selech.. |

—Authentication
[ Basic with thiz domair;

I Select damain,..

[ Digest with this domair:

I Select damair... |

¥ Integrated

[ Client cerificate [secure channel anly]

(] 8 I Cancel

PucyHok 111. lo6aBneHue Cnywarensi/peaaktupoBaHme cBoucts Cnywartensa(1l)

NS HaCTpoOMKM 3alNLLEHHOIO COeAMHEHUS MO NMPOTOKONY TLS C ABYXCTOPOHHEN ayTeHTUdUKauum
cepBepa ISA Heob6xoauMO:

B okHe po6asneHua ChnywaTens wuaM B OKHE peAakTMpoBaHWM ceoicTe ChnywaTtens, yka3aTb Ha
Ncnonb3oBaHMe cepTudmKaTa cepeepa nNpu ayTeHTUudmkaumm ¢ Web-knmeHtom.

1]
Seryer: [MasLOv =l

IP Address: [192.168.68.5

Dizplay Mame: Ipif.niku:uil.ru

¥ Uze a zerver certificate to authenticate to web clients

I Select... |

—Authentication
[ Basic with this damain:

I Select damar... |

[ Digest with this domair:

I Select damain...

¥ Integrated

[ Client cerificate [secure channel anly]

ak I Cancel |

PucyHok 112. lo6aBneHne Cnywartens/peaakrupoBaHme cBoicTB Cnywartens(2)

BoibpaTb cepTudumKaT cepBepa, KOTOpbI 6yaeT UCNob30BaTbCA A1 ayTEHTUdUKaL UK.
HaxaTb KHOMKy Select.
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B nogBuBweMca okHe Bbl6paTb 13 CNncKa CepTM(bVIKaT OTKPbITOro Knto4Ya cepeepa:

Seleck Certificate ed |

Select a certificate from the list of certificates available on the specified
FEIVER

Certificates:

lzzued Ta | lzzued By | E spiration Date | Friendly Name |

if. hiikoil. ru CATEST Ma.. 2470 2002

k. I Cancel

PucyHok 113. Bbi6op cepTumkarta oTKpbITOro KJjko4ya cepsBepa

YKasaTb Ha ucnosb3oBaHne ceptudukarta kameHTa (onuunsa Client certificate (secure channel only)).

Server: [MasLOv =l
I Address: [192.168.685 |
Dizplay Mame: Ipif.niku:uil.ru

v Usze a server certificate to authenticate to web clients

Ipif.nikuil.ru Select.. |

—Authentication
[ Basic with this domain:

I Selest domair.. |

[ Digest with this domair:

I Selest domar..

v Inteqrated

v iClient certificate [secure channel only}

(1] I Cancel

PucyHok 114. lo6aBneHne Cnywartensi/peaaktupoBaHme cBovcTB Cnywartensa(3)

Mocne ycraHoBkuM cepTudukata (cepTndmnKaToB) OTKPbLITbIX KIHOYEN, HEOBXOAMMO YCTaHOBUTb U
HactpouTb CnywaTtensa (Web listener) ana sHewHero IP aagpeca cepsepa (IP agpec ceteBoro nHtepdeica,
LOCTYMNHOIrO U3 BHELWHEWN CETK).

YcTraHoBKa U HacTpolika CnywaTtenein ocywecrBaseTca No AoOKyMeHTaummn Ha ISA cepeep.

B okHe fobaBneHus CnywaTens nam B OKHe peAakTMpoBaHWn cBoncTB CrywaTens HeobxoaAnMMo ykasaTb
Ha Mcnosib3oBaHMe cepTudmKaTa cepBepa Npu ayTeHTUdMKaumm ¢ Web-KIMeHTOM 1 BbibpaTb HAaCTPOEHHbIN B M.
3.5. cepTndumnkaT cepepa, KOTOpbi 6yaeT NCNob30BaTbCs AN ayTeHTUdMKaLnm.

[na HacTpOMKM 3alULLLEHHOrO0 COeANHEHMs MO NPOTOKOY TLS C ABYXCTOpPOHHEN ayTeHTudunKaLumnemn
Heo6X04ANMO AOMOSMHUTENBHO YKa3aTb Ha TpeboBaHMe cepTUdMKaTa KIMEHTa.
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54. Tybnukauma Web-cepeepa B cem NHTEpHET

B >ToM paspgene paccMmaTpumBaeTca MOpPSAoOK AencTtBui npum  onybnukoBaHunm Web-cepsepa,
pacrnoJsioXXeHHOro BO BHyTpeHHen ceTu. MNpu 3ToM coeanHeHume cepeepa ISAn Web-cepeepa 6yaet yctraHoBneHo
no npotokony SSL.

Ons ny6bnmkaunm Web-cepBepa BO BHELWHIOW CeTb HEO6X0ANMO:

1. TMonyunTb M yCTaHOBUTb Ha NybnnkKyeMbii Web-cepBep cepTUdMKAT OTKPLITOrO Ko4a, KOTOpbIi
6yneT UCNoNb30BaTbCa AN CEPBEPHOI ayTeHTUdDMKaUUN.

TpeboBaHuUA K cepTUdUKaATY:

e Umsa ceptudpukata (Common name) AO/DKHO coBnagaTb C AOMeHHbIM uMeHeM Web-cepBepa,
yKasbiBAeMOro A/ peanpeKTa NoCTynarLwmx 3anpocos (Bkiagka Action okHa CBOMCTB npaBuna
Web nybnukauwnn);

e O6nacTb MCMOMb30BaHMSA K/OUA AO/DKHA coaepxaTb «AyTeHTudukaums Cepsepa.

2. YcraHoBuTb cepTudmkaT kopHesoro LIC B Lenouke cepTudmnkatos Web-cepBepa Ha cepBepe ISA, B
XpaHunuuie JlokanbHblii koMnbloTep \[loBepeHHble KOopHeBble LleHTpbl CepTudmkaumn.

3. Hacrpoutb Web-cepBep ans noanepxku SSL coeanHeHus.

Hacrporika Web-cepBepa nponsBoanTCcs B COOTBETCTBUN C AOKYMEHTaLMen cooTBeTcreytowero Web -
cepBepa.

4. Co3paTb M HaCcTpouUTb NpaBuia NybnMkaumm Ha cepeepe ISA.

B okHe ISA Management yctraHoBuTb Kypcop Ha Web Publishing Rules, Haxogsawuincsa B rpynne
Publishing

Ha>aTb npaByto KHOMKY MbIlLM U B MNOSABMBLIEMCA MEHIO BbIBpaTh nocnegosaTtesibHo New 1 Rule
B oTKkpbIBWEMCA OKHE, C MoMoLbio MacTepa co3aaHus Npasuna Web ny6nmMkauunum, cosgaTb npasuio.
BeecTu ums ny6nmkauunm (NponsBosibHOE UMS) U HaXaTb «[lanee»

New Web Publishing Rule Wizard x|

Welcome to the New VWeb
Publishing Rule Wizard

Thiz wizard helps pou create a new wieb publishing rule.
Web publishing rules map incoming requests to the
appropriate \Web servers.

Mate: Be sure to create new policy elements required by the
fule before you uze thig wizard.

Wweb publishing rule name:

Ipif.niku:uil.ru

To continue, click Mext.

< Hazan, I Hanee » I OrraeHa |

PucyHok 115. OkHo MacTepa cospanus NMpaswna Web

B okHe Destination Sets ocrasuTb 3HaueHWe, npeanaraeMoe No ymondyaHuio (Jiiobble HazHavyeHusa) n
HaxxaTb «[lanee».

76



XKTAN.00087-03 92 01. Kpuntollpo CSP. VHCTpyKUMS NO UCMONb30BaHUIO

New Web Publishing Rule Wizard x|

Destination Sets
Select the destinations to which thiz rule applies.

Apply this rule to;

< Hazan I Nanee » I OrrieHa |

PucyHok 116. OKHO YCTAaHOBKW Ha3Ha4YeHus

DTOl YyCTaHOBKOW onpeaenseTcs, UTo AaHHOe npaBuno nybnnkauuun (pakTtnyeckn peampekrt) byaeTt
npumeHATbcsa Ko BceM Web-3anpocam, npowenwmnm Yyepes CnywaTtenen, BHE 3aBUCUMOCTU OT TOr0, Kakow pecypc
W3 BHYTPEHHEN ceTu OHM 3anpocunun. B cnyvae nybnnkauum Heckonbknx Web-cepsepoB, Heo6xoanMMo co3gaTb U
NPpUMEHSATb B NpaBunax nybnnkauunm HasHayeHums.

B okHe Client Type octraBuTb 3HauYeHuWe, npegsaraeMoe nNo ymondaHuiwo (Nobble 3anpochbl) U HaXxaTb
«[anee»

MNew Web Publishing Rule Wizard x|

Client Type
You can specify client type by uzer name, group name, or IP address.

Apply the rule to requests from;

" 5pecific computers [client address sets)

{ Specific uzers and groups

{ Hazan I Danee » I OTreHa

PucyHok 117. OKHO TMNa KJIMeHTa

B 3TOM OKHe Mbl yKa3biBaeM, YTO NpasBuo NpuMeHseTca ko BceM Web-3anpocaMm, BHe 3aBUCMMOCTU OT
TOro KnneHTa, KTo chopMmpoBa 3anpoc.

B okHe Rule Action BhibpaTb peanpekT 3anpocoB Bo BHyTpeHHUIM Web-cepBep (Redirect the request
to this ... )

BeecTu goMeHHOe UMsA Ny6nmkyemoro Web-cepsepa v HaxaTb «[anee».
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Mew Web Publishing Rule Wizard

Rule Action
Specifty how pou want thiz rule to regspond to requests from clients.

Responze to client requests:

£~ Dizcard the request

{+ Redirect the request ta this intermal Web server [name or IP address):

Browse... |

r Send the oniginal hozst header to the publizhing zerver instead of the actual
one [zpecified above].

Iefu:u.niku:uil.rd

Connect to thiz port when bridging request az HTTF: a
Connect ta this port when bridging request as S50 443

Connect ta this port when bridging request az FTP: 21

111

< Hazan I Nanee » I

OrrdeHa |

PucyHok 118. OkHO BBOAA AOMEHHOIO UMEHM

YcraHOBMB NpaBuo peanpekTa Takmm o6pasom, Bce 3anpochkl, npuwegwme Kk CnywaTtento Ha 80 nopr,
6yayt peaupektupoBaTbca Ha 80 nopt Web-cepBepa. Toxe camoe 6yaeT nMpoucxoauMTb C 3anpocamu,
NOCTYNUBLWIWMKU Ha 443 nopT (N0 NpoTokosy TLS).

3aBepwunTb paboTy Macrepa, HaxaB «[0TOBO>.
B cnucke npasun Web-nybnnkaumm nosBuTcs HOoBas CTpoKa, COOTBETCTBYHOLWAsa CO34aHHOMY HaMu

npasuny.

SA Management ;[glil
J AeficTEME  BHA |J¢' -P|||@ ‘
CTRYKTYRE I Crder | Tarme | Diescripkion | Action | Applies ko | Destination |
i Internet Security and Acceleration Server - @ 1 pif .nikail .ru Route...  Any request &l destinations
T | |ShLast  Default rule Dy ANy request All destinations

E% Servers and Arrays
=4 MasLov
I:I--- Maonitaring

=% Publishing

Cornpuker
[+ Zf Access Palicy
({25 Web Publishing Rules

[+ Policy Elements
[+ Cache Configuration
- Manitoring Configuration LI

PucyHok 119. Cnucok npasun Web-ny6nukauum
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6. OnucaHve 1Cnosib30BaHUA, HAacTpoOeK U yrnpasnenus kodamn B Kpurmrolpo Winlogon

Ons peanv3auunm nepBOoHa4yanbHOW ayTeHTudUKauum nosib3oBaTensa nportokosa Kerberos V5 no
cepTudukKaTy M KIH0YEBOMY HOCUTENIO, BbINYLW EHHbIMU B cOOTBETCTBUM C anroputmMamm FOCT P 34.10-2001
mam FOCT P 34.10-2012 c ncnonb3oBaHuem ceptnpmnumposaHHoro CK3U Kpuntolpo CSP HY>XXHO BbINOJIHUTb
cneayluwme AencTBus:

1. YcTraHOBWUTb M HaACTpOUTb KOHTpossnep aomeHa Ha cepBepe (Active Directory Domain Services

HacTpavBaeTCs COrflacHo cTaHaapTHOW AoKyMeHTaunm Windows).

2. YcraHoBuTb CK3UN Kpuntollpo CSP Ha cepBep, Ha KOTOPOM pa3BopaymBaeTCsa KOHTPOS/Iep AOMEHa, Ha
cepBep LeHTpa ceptudukaumm (B cnyydae, ecnm ciyxba LIC pacnonaraercs Ha oTAe/lbHOM CepBepe) U
Ha KOMMNbIOTEPbI NO/b30BaTENEN AOMEHA.

YCTaHOBUTb 1 HacTpouTb cnyx by ceptudurkaunm Active Directory (LIC).
BbinycTuTb cepTudukaT KOHTpPOJ/IEpa AOMeEHaA.

Bbinyctuth ceptudukaT AreHta perncrpauum.

BbInyCcTUTb CMapT-KapTy NoJb30BaTend JOMEHA.

ousw

Ona pa6oTtel KpunTtolpo Winlogon Heobxoanma crneumaneHas nnueHsns (418 cepeepa u kaneHTckoro MK).
OTa NuueH3us MoxeT BxoauTb B nnueHsuio Kpuntollpo CSP, nnn BblgaBaTbCa OTAENMbHO. BBECTU cepUiHbIA

HOMEP JINL,EH3UN MOXHO C MOMOL b0 YTUINTLI YNpasneHune nuyeHsmamm Kpuntolpo PKI (noapobHee cM. CCbinKy
Ha pa3ges B UHCTPYKLUUK).

6.1. YcraHoBKa 1 HacTponka ciyx6bl ceptudpmkaumm Active Directory (LIC)

CepTudunkatbl KOHTpOJJIepa AOMeHa W Mosib3oBaTesield AOMEHa 3anpalwnBaloTCAa yepes OCHACTKYy
Ceptudmkartbl Ha cepBepe, Ha koTopoM HacTtpoeH LIC NMpepnpuatna (Enterprise CA) nnm yepes Beb-
mHTepdelic Lientpa Ceptudpmkaumm navuoM, MWMeWMM NpasBo BbiNnycka cepTudukatos. [Hdanee
paccMmaTpuBaeTCcsa BapMaHT pa3BepTbhiBaHua LIC Ha cepBepe.

MNepepn yctaHoBkoW 1 HacTponkon LIC Mpeanpusatus Ha cepeepe fosmkeH 6biTb ycTaHoBneH Kpunrollpo
CSP, Takxe noTpebyoTca npasa rpynnsl AaMmHucTpaTopbl MpeanpusaTtua (Enterprise Administrators).

Ons ycraHoBku LUC Mpeanpuatmsa Hy>XHo Aob6aBuTh posb LleHTpa cepTtudukaymu.

[ns 3TOro B AgMcneTyepe cepBepPOB HYXHO BblibpaTh [lo06aBUTb POJSIN U KOMIMOHEHTDI.
Ha ware Bbibopa ponu cepeepa Heo6xoaMMO oTMeTUTL Cnyxk6bl cepTtudmnkatoB Active Directory.
[ Mactep n06aBneHna ponei n KOMNOHEHTOB = | = -

KOHEHHEIA CEPEER

Bribop ponei cepsepa Sc sestlos

BuiGepuTe 0AHY MAW HECKONLKD PONel ANA YCTEHOBKM Ha 3TOM CepEepe.

Hauznon pafote

HOBKM Ponwm Onucanue

BrIb peepa ~ el & on Arkive
00p c=pBe my#6bl cepTndrkaros Active
[] DHCP-cepeep E’ . IJD o
Ponu cepeepa o - irectory (AD CS) npeaHasHauemsl
V| DM5-cepeep (YcraHoEneHo ANA COZJAHUA LEHTPOB
T =
KomroHeHTs O Hyper-V CEPTMHMKALLAN U CEAZAHHBIX Cnyxh
; oNel ¥ MOSECNAKT BblaEaTh
[] Beb-cepeep (IIS) p == A3
. ) ) CEPTMHMKATH IR MHOXECTES
v| Jomennbie cnyxGnl Active Directory (Ycranosnen MPYNOKEHUIA 1 YIPABAATE STHMM
[] Cepeep npunoseruii CEPTMOMKATEMUN.

[ Cnysbl Active Directory obneruensoro acctyna ¥
[ Cayx6s Windows Server Update Services

[ Caysbiei akrusaumm KOpnopaTMEHLIX AULEH3NI
[] Cayx6ol nesat v A0KyMEHTOB

[ Cysbi nonmmmkm cetv v goctyna

[ Cnyxbel pazseptsisatmns Windows

O

[ Caysbl yaanesksix paboumnx ctonos

— . W

< n >

| < Hazag || lanee = | VeTaHOBWUTE Ommena

PucyHok 120. flo6aBneHune ponum L|C

Mpn aToM pobaBnsATCS HeEO6X0ANMbIE KOMMOHEHTbI:
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&

MacTep aobaBaeHWA poNei U KOMNOHEHTOB = | B 22

Bbibop ponei i

<

Mactep gobaBaeHWA poaei U KOMNOHEHTOB

[06aBWTb KOMNOHEHTLI, HeobxoanmMble Ana CnyxbBbl
ceptmomkatos Active Directory?

JlnR ynpaEneHnA 3TMM KOMMNOHEHTOM TpeGYHOTCA CAEAYIOWME
CpeacTEa. OE,HEICCI WX HE HY#HO YCTAHAENWMEATE H3 OOHOM W TOM X2
Ponwn cepeepa
cepeepe.

4 CpepcTEa yAANEHHOTO aAMUHWCTPMPOBAHIUA CEPEEPa
4 CpeacTsa aAMWHACTPUPOEBAHUA poned
4 Cpeactea cnyx6 ceprudmkawn Active Directory

[Cpeactea] CpeacTea ynpaEneHUA LEHTPa CEpTUdUKaL]

BntounTh CpeacTEa YNpasneHus (ECTM NPUMEHMO)

- KOHEHHSIA CEPSED

D1 testloc

[ —— x

pe

cepmudimkatos Active

¢ (AD C5) npegHasHaqeHsl
NEHMA LEHTPOE

KalWK W CEA3aHHLIX Cyxb
NO3ECNAT BbIAAEATH
KaThl A1 MHOMECTES
EHUI 1 YNIPEENATE STUMM
KaTamu.

Nobaente KDMHOHEHTI:I‘ ‘ Ommexa ‘

< Hazag lanee >

YcranoeuTs Ommena

PucyHok 121. flo6aBneHne KOMNOHEHTOB Ana ponu LIC

Janee npuHuMalTCA N0 yMONYaHUIO KOMMNOHEHTbLI M Ha CeAyloueM ware BbI6MpaeTCﬂ C!'IY)K6a poneﬁ

LleHTp cepTudmnkaumn.

fesd
Buibop cnyx6 ponei

Mepes Hadanom padoTel
TN yCTaHOBKW

Brifop cepeepa

Ponaw cepespa
KomnoHeHTE

Cn

Ba cepTuduraLmm A...

MacTep A0baBAeHWA PONEA N KOMNOHEHTOB

BriGepuTe cnyxGel poneid gna ycraHoeku ana CyxBel ceptudunkatos Active Directory.

Cny6b1 poneit

[] BeB-caywba noauTMK pErMCTPaLMM CEPTUGMKATOS

[] BeB-caywfa pervcrpaumm cepTudMkaTos

[ Ceresoii oteeTumk

[] CnyxBa pernctpaumm B UeHTpE CEpTUdMKALMM Uepe]

[] CnyxBa perncrpaumm Ha CETEBbIXN YCTPOIRCTEAX

== I

KOHEHHsINA CEPSER
D{C1testloc

Onucanne

LletTp ceprudukacmm (LIC)
MCTMONBIYETCA ANIA BIMYCKa
CEPTMOUKETOR W YTIPAENEHAR MMM,
Heckoneko obveguyennsx LT

oSpasytoT uHbpacTpykTypy
OTKPBITHIX KNHOHEH.

¥coraHoBWTb Omuera

| < Hazag || lanee > |

PucyHok 122, Bbi6op cny»x6bl ponu LIC

Ha ware MNMoaTBep>xaeHue rocsie rnpocMoTpa Bbl6paHHbIX Ana YyCTaHOBKWM KOMMOHEHTOB Ha>XMuUTe

KHOMKY YCTaHOBUTb.
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[ Mactep a06aBAeHMA PONER 1 KOMMNOHEHTOB = || = -
MoATBEPX AEHWE YCTAHOBKM KOMMOHEHTOB R

Yrobui ycraHoBUTE Ha BEIBpaHHOM CepeEepe cnegyrowme ponm, cryxBel poneil nan KoMNOHEHT.,
HEXMUTE KHONKy "YcTanosuTe".

[] Astomarmueckuii nepesanycx KoHEUHOTO cepsepa, ecnk TpebyeTca

Ha 3Toii cTpaHuLe MoryT BuiTe oTobpaxkeHE! AONONHUTENEHEE KOMMOHEHTRI (HaNpUMED, CPeaCTEa
SAMWHWCTPMPOEAHWA), TEK KaK OHW Beinn Enibparsl asTomaTuecky. Ecan Bel He xoTuTe yoraHaenmeats
KOMMOHSHTE 3TH ACNOAHMTENEHBIE KOMMOHEHTB, HAXMUTE kKHONKY "Hasan", yTobBel CHATH MX dAaHKK,

Ponu cepeepa

CnywBa cepridukaumm A

_ Cny#6ul cepTudukaros Active Directory
CyoxBel ponzii LenTp cepTudukaumm
CpeacTea yaaneHHoro agMyHUCTPUPOBEHUA CEPEEPE
CpeacTea agMWHACTPUROBaHWA ponei
Cpeactea cnyxb ceprudukaumn Active Directory

CpeacTea yNpasneHna UEHTPa CEPTUDUKELIMKM

3KCNOpT NapaMETPoE KoHgUrypaumm
¥ka3aTh aNETEPHATUEHBIA MCOAHBIR MyTs

< Hazag llanee > | YeraHoBuTe | | Ommena |

PucyHok 123. MNoaTBEep)xAeHNe YyCTAaHOBKU KOMMOHEHTOB posu LIC

[0 OKOHYaHWM YCTaHOBKM KOMMOHEHTOB, Tpebywwmnxca ansg ponn LleHTpa cepTuduUKaumm HYXHO
HaCTPOUTb CNYX6bl cepTUdMKaToB. AN 3TOoro HaxmmTe «HacTtpouTb cnyx6bl cepTudmnkatos Active Directory Ha
KOHEYHOM cepBepe».

[ MacTep AobaBaeHWA poaei N KOMNOHEHTOB = | = -

KOHEYHIA CEPSER

XoJZ yCTaHOBKM DCt sestloc

MpocmoTp xoAa YCTaHOEKKM

o ¥cTaHoEKa KOMMOHEHTA

Tpebyerca HacTpoiika. Ycranoeka eninontena Ha DC1 testloc

Cnywbel cepruduraros Active Directory
YUroBe HacTpouTe cnysbe ceprudmkaros Active Directory Ha koHeuHom cepeepe, Tpebyrotca

ONONHWUTENBHEBIE EﬁCTEMﬂ.
acTpouTe Ciy#be ceptwdukatos Active Directory Ha KOHEYHOM cepeepe
H YK Active Directary

UenTp ceptndmraiym

YNETATh CpeacTea yAaneHHOro aAMUHWCTPUPOBAHWA cepeepa

CpeacTea agMUHUCTPMPOBaHKMA ponei

Cpeactea caywb cepruduuaiym Active Directory
CpeacTea yNpaBAeHUA LEHTPa cepTdHKaLmm

3TOT MACTEP MOXHO 33KPLITE, HE MPEpPLIEaR EEINONHADWMECR 33434, HabatogaiTe 3a xogom
ELINONHEHWMA 334344 MM OTKPOIATE 3Ty CTPaHKLY CHOBA, BbIBPAE Ha NAHENW KOMBHA MyHKT
"¥Yeegomnenwa®, a 3atem "Ceegenwa o sagaqe”,

IKCNOPT NapaMeTPOE KOHGUIypaumMu

< Hazap lanee > 3akpuiTe Ommera

PucyHok 124. HacTtpoiika cny>6bl ceptudpukatoB AD Ha KOHEYHOM cepBepe

OTKpoeTCcs MacTep HacCTpoOWKN KOHdUrypauumn ciyx bl cepTudmkaTos.

81



XKTAN.00087-03 92 01. Kpuntollpo CSP. NHCTpYKLMSA NO UCMONb30BAHUIO

YueTHble AaHHble

¥UeTHble faHHkI2

CnywBel ponei

KOHEYHLIA CEPBEP
DCl.test.loc

YKaxuTe YUETHbIE A3HHbIE 1A HACTPOMKKM Cyx6 poan

UroBel yeTaHOBMTE cnegytowme cayxBel ponu, HeoBxoguMo BeiTe UNSHOM NoKansHoM rpynnsl
"AgpmHucTpatope™

* ABTOHOMHEIA LIEHTP CepTHdMKaLn

* CayeBa perucrpaumu B ueHTpe ceptudukaumm vepes Mnteprer

* Cetesolf oTeeTumK
Y1068 YCTAHOEMTE Ciegyroume cry#Gel ponn, HeobXoAUMO ObiTe WIEHOM TpYMNE!
" AIMMHUCTPETOPE NpeAnpuATAa™:

* UenTp ceptudmrralnmm NpeanpyuatHa

* Beb-cnyxba NOAWTUK PETUCTPELWMK CEPTUGMKETOR

* Beb-cnyxba pervcTpauymy cepTMdMkaTos

*+ Cnysfa perncrpalyii Ha CETEBRIX YCTPORCTEAX

YuetHuole gannHbie: TEST \AgmuHwcrpatop

JlononHuTenbHeie CBEAEHWA O ponax cepeepos AD C5

| < Hazap || Danee > | |Hacrpc:\mb|| Otmena

PucyHok 125. YyeTHblie faHHble cny»6bl ceptudpmkatos AD

YKaXMTe Yy4yeTHble [AaHHble AN HACTPOMKM WM Ha cieaylowem ware Bblbepute ponb «LeHTp

cepTudmkaymm>».,

Cnyx6bl ponei
YUSTHEIZ L3HHEIZ

BapWaKT YCTRHOBKN

Tun LIC

33KpEITER KK
noposaHe
Ame LC
Cpok AelcTama

Ba32 JaHHEIX CEPTHOMKET...

Noateep# eHua

KOHEYHBIA CEPBEP
DCltestloc

BuiBepute cnykBbl pOU 419 HACTPOKKM

Uentp ceprudukavim

[] Cnyxba permcrpaumm B ueHTpe cepruduxaumn yepes WntepHer
[ Cereroii oteeTumnk

[[] Cay=6a peructpaui Ha ceTeBsIx yoTpoRCTEaxX

[] Beb-cnyxba perncTpaumm cepTudHKaTos

[] Beb-cnyxba NOAMTUK pErucTpaLMi CEPTUDHKETOR

JononHuTenbHele CBEAEHUA 0 ponax cepeepos AD C5

| < Hasag || Janee > | |HaCI'pDI.1Tb|| Omaera

PucyHok 126. Bbi6op cny»6bl ponu ans HacTpokm LIC

HaxmuTe [Janee v BbibepuTe BapuaHT yCTAHOBKMU.
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KOHEYHBIA CEPBEP
BapwaHT ycraHoBkm DCLtestloc

YUETHEIE A3HHbIS YkaxkmTe BapuanT ycraHoskm LIC
CywBel poned

UroBbl yNpocTUTE YNpaBneHWe CepTUBMKATaMM, LEHTPE CEPTUOUKALIUK NPSANPUATIAR MOTYT

WCMONL30EaTh AomeHHsle cnyxbel Active Directory (AD DS). Aston UEHTPE cepTUdMKaLmn

HE MCNoNE3YICT AoMerHble cnyxbel Active Directory gna swigaqw cepTudUKaTes AW ynpasneHua
EET oIS N U] A,

ndpoaarne @ LC npeanpustia

Wmg LIC Y1oBbi USHTPB CEPTUDMKALMK NPEANPUATAA MOTAW EbIAGESTL CEPTHOUKETE WK NOANTMKA
cepTUhUKaTa, CHU AOMKHE! BXOAWTE B AOMEH W GbiTk NOAKMOHEHB! K CETU.

Cpok aefcTamna

B333 4aHHEI CERTHOMKAT... ) AsTonomHen LIC

MoaTBepX JeHHe ABTOHOMHBIE LEHTPhI CEPTUDUKALMN MOTYT BbiTh uneHamu paboueil rpynnel nan gomera. Mpw
MCMOML30EAHMM ETOHOMHBIX LEHTROE CepTidHKaLMM gomerHble cayxbel Active Directory
CEeTEE0E NOAKNIOHEHWE HE TPeBYIOTCA,

MNogpobhes © BapUaHTe YCTAHOBKM

| < Hazag || lanee > | |Hacrpc:\mb|| Ommena

PucyHok 127. Bbi6op BapnaHTa yctaHoBku LIC

Ha cneayrowem ware ykaxute tun LUC (KopHeEBON/NOAYMHEHHbIN).

KOHEYHLIWA CEPBEP

TM I I_Il(: DCl.test.loc

YUSTHEIZ A3HHbIZ Yraxmre TIn |_||C
CyxBrl poneit

BapWanT YCT2HOBKMN Mpw ycranoexe cayxb ceprudmkaroe Active Directory (AD C5) Bm cO3Aa8TE MM pacLUMpRETE
~ WEpapXuI MHbpacTpykTypel oTKpeimeix knrouei (PKI). Kopresoi LIC pacnonoxed Ha sepinne
MEPEPXUI UHOPACTPYKTYPSI OTKDBITHIX KNHOUSA M BEIA3ET COBCTEEHHEIR CaMO3asepRIoLLMA
JaKpLITEIA KKOY ceptudukar, NMogunHenneid LC nonyyaer ceprudwmkar ot apyroro LIC, pacnonoxeHHoro Eelle B
MEPAPXUN UHOPACTPYKTYPEI OTKPRITEIX KAKOUEH,
LWmdpoaaHme
Mmr LIC @ Kophesoii LIC

Cpox aeficrann KDpHEE‘E:IE LUC HacTpansatoTcA B MEpapXMK WHGPaCTPYKTYPE! OTKPHTLIX KAHOYER NepEbiMy;
HacTpoiika gpyrux LIC moxeT ne notpebosatsca.
B232 AaHHbli CERTHAMKET .

) MogunHerHmA LIC
Ana paboTe noguuHenHex LIC TpeByeTen ycTanosneHHan epapxua MHbpacTpykTypel

OTKPBITLIX KNHOYER; OHW AETOPU3OBaHE! ANA BbIAaYH CEPTHOUMKATOE LEHTPOM CEPTUOUMKALIMM,
PACNoNoXKEeHHBIM BhIWIE B MEPADXAN.

MoaTeepxasHHE

Mogpobree o Tane LIC

| < Hazag | | lanee » | | Hactpoute | | Ommena

PucyHok 128. Bbi6op Tvna LIC

Mocne 3TOro Hy>XXHO co3a4aTb 3aKpbIThI kaouy LC.
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3aKpbITbIA K/HOY

YUSTHEIE A3HHEE
CnywBel ponei

BapMarT yCT2HoEKM

MdposaHms
Mms LIC

Cpok aefcTerA

Ba33 AaHHb CEDTMEHKET...

MoareepxAsHWE

KOHEYHBIA CEPBEP
DCl.test.loc

Ykaxute Tmn 3aKPbITOMO KNH4Ya

YUtobel £03036aTE CEpTUDUKATE ¥ BEIASBATE UX KNMEHTaM, LenTp cepTudmkawmn (LC) aonxen
WUMETh SaKPBIThIA KK,

(O] Co3aTs HOBLIA S3KPLITEIR KAOY

McnonesyiiTe STOT NAPaMETD, BCAM Y BAC HET 3AKPHITOND KAKUA WM Bbl XOTMTE CO3AATE HOBRIA
EKPBITEIA KNHOY.

) Mcnonssosats CylwecTEYrOWNA SaKPLITEIR KAKOY

Wenonesyilite 37oT napamerp, utofel npu nepeycradoske LIC rapaHTMposate HenpapeIBHOCTs €
paHee Bbl A CEPTHE .

() BuiBpate cepTMdMKAT M MCMOABS0BATE CEAZAHHEIA C HUM 33KPBITHIA KAKOY

BrifepuTe STOT NapameTp, ECAM Ha 3TOM KOMMNLIOTEPE eCTh CYLIECTEYOWMA cepTugmrkar
MK ECAW Bbl XOTUTE MMNOPTUPOBAT CEPTUHWKAT M MCNONL30BATH CEASAHHBIA C HIAM
SAKPBITHIA KO,

() BriBpaTs CyLLECTEYIOWMIA SAKPLITHIN KIKOY Ha 3TOM KOMMBIOTEpS
BuifepuTe 3TOT NapaMeTp, €CAW Bbl COXPAHWAM 33KPLITHIE KNKOYM U3 Npeabigywel
YCTAHOEKW MAW XOTWTE WCMOAB30BATE 3AKPBITHIA K4 W3 APYTOro MCTOMHMKA,

MNogpothes o sakpLTOM KAOYE

| < Hazag | | Danee > | | Hacrpouts | | Ommena

PucyHok 129. Bbi6op TMNa 3akpbiToro knatouda ana L|C

[Nanee BblbepuTe M3 AOCTYMHOrO CNMCKa MOCTaBLWKa cnyX6 wudpoBaHns n npocrasbTe dNa)ok
«Pa3pewnTb B3anMoaeiCcTBMe C agMMHUCTpaTopoM, ecnm LIC obpawaeTcs K 3aKpbITOMY KO UY>».

MNpumeyaHune: B HekoTopbix Bepcnax Windows Server gaHHbIN dnaxok Ha3biBaeTcs «Pa3pewunts CSP goctyn K
pabouemy ctony». Ecam 37O CBOWCTBO OTK/IHOUEHO, CUCTEMHble Cy>XObl HE CMOTYT B3aMMOZelNcTBOBaTb € paboumm
CTOJIOM MOJIb30BaTeNs, KOTOPbIA BOLIEN B CUCTEMY.

KOHEYHLIW CEPBEP
DCl.test.loc

ndposanme ana LIC

YUETHEIZ A3HHEIR Ykaxure NnapaMeTPhbI LIJVICI)pOBaHMH
CnyxBel poned
BnifepuTe nocTaswmk cny*0 WwudposaHus:

[ Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Pr [~ |[ 1024

B2DMEKT YCT3HOBKM [Anvna knroua:

Tun LC

3aKpEITeIA KoY
EriiepuTe ¥31-anropumi AnS NoANWCbIEZHMA CepTMWKATOR, EblgaBaembix 3Tum LIC:

FOCT P 34.11-2012 512 Gur
Mms LC

Cpok asAcTerA
B232 JaHHeld C2PTHOUKET..

MoateepxacHue
PaspewwTs B3aMMOAeRCTEME € agMUHMCTRpaTopomM, el LIC obpallaeTca K SakphiTomMy Koy,

Mogpobhee o wndposanum

| Hactpoute | | Omaera

| < Hasag || Danee > |

PucyHok 130. Bbi6op napametTpoB wucgpposanua ansa LLC

Ha cnepyrowem ware 3agaetca nma LC.
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=) KoHdurypauma cayx6il cepTudMkatos Active Directory = -
KOHEYHLIA CEPBEP
l/l MHA LLC DCl.test.loc
YugTHLIE A3HHbIE Yxaxumre mma LIC

CnywBel ponei

BapuWakT ycTaHoBKN Beegute obuyge UMA, onpegenatoles 3ToT ueHTp cepTudukauan (LIC). 31o uma Byaet
_ A0BaBNATLCA BO BCe cepTMdMKaTS, Beigasaemele aanHeM LIC. 3Hauenun cydbdukca
-mLle PasAMUA0WErOCH MMEHM COS43MTCA SGETOMATHUECKM, HO MOTYT BbiTe M3MEHEHEIL
3EKDEITRIA EMHDY
O6wee wma gna storo UG

test-DC1-CA

Cydmke pasnuuaroLerocs MMeH:
DC=test,DC=loc

Ba3a AaHHbIX CEPTHOMKAT...

MoatespxasEme MNpeanpocMoTp PasAMUEOLWETSCA MMEHI:
CM=test-DC1-CA DC=test,DC=loc

Mogpobhes ob umenn LIC

a anee HAacTpoOUTE TMEHS
< H > O

PucyHok 131. Beoa o6wero nmenm LIC

[Mocne aToro ykasbiBaeTcs CPOK AENCTBUS KJKOYA M pacnofioxxeHne 6a3bl faHHbIX cCepTUdMKaTOB.

= KoHdurypaums cnyxbel ceptudukatos Active Directory = [ = -
KOHEUYHLIA CEPBEP
lNoaTBEPXACHWE DCltestloc
VUETHEIS AZHHLIE Yrobui HacTpouTe Cchegytowwme ponw, cryKGel poned MM KOMNOHEHTLI, HAKMWATE KHOTIKY
"Hactpouts".
CayxBrl poneit
BapWaHT YCTaHORKM +  Cnymbbl ceprvpmranmnn Active Directory
I (e Llentp ceprndmranmn
33KPLITEIA KAKOY Tun LUC: KopeHe npegnpuatua
Mocraewwk cry«6 Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service
WK POBHMA: Provider
ANropvTM XEWWPOBEHWA MOCT P 34.11-2012 512 Gwr
[navHa knroua: 1024
5232 4aHHGIX CEPTHHKAT... Paspewwts 63aumogeicTeme ¢ Brarouero

MoaTEepK AcHHE 3AMWUHWUCTPATOPOM:

Cpok geficteun ceprudmrkara:  18.03.2019 16:11:00

Paznnuaroweecs uMa: CN=test-DC1-CA DC=test,DC=loc
Pacnonoxenwe Basul ganneix  C\Windows\system32\Certlog
cepTudukatos:

Pacnonoxenue xypHana Bazel  C\Windows\system32\Certlog
AAHHEIX CEPTHBMKATOR:

DNanee > | Hactpouts | | Ommera

PucyHok 132. NoaTtBep)xaeHne napamerpos L|C

Bce yka3aHHble NapaMeTpbl el é pas BbIBOAATCS Ha ware MoaTsepxxaeHune. HaxmMite HacTpoutb A51A
TOro, YTo6bl CKOHUIYPUPOBaTh CYX6bl B COOTBETCTBUM C 3TUMU NapaMeTpamu.

B npouecce co3gaHnsa 3akpbiToro kaova ans LIC BbiIBOAMTCA OKHO BUonornyeckoro gatyuunka ciyyamHblx
yuncen (ACH) n kpunTonpoBanaep 3anpalwmBaeT Naposib Ha Co34aBaeMbli KOHTEHep (NapoJsib B AAHHOM cly4yae
YKa3blBaTb HE HYXHO).
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= KoHdurypauma cnyx6bl cepTudukatos Active Directory = -

KOHEYHbIM CEPBEP
X0/ BbINONHEHMUA DCltestJoc

HacTpaveatoTcn creqyrowme ponw, ciywGbl pONed v KOMNOHEHTEI:

Hacrpolika...
I
(=) X
Cryncor ¢ Kpuntollpo CSP
UenTp cep 0:09:27

BHONOrM4eckuil AaTHMK Cl'lWEII:iHbIX qMcen

Y&

HEMMEIATE KNSEWLLKM WK MEPEMELLEIATE WazaTEN:
MbILM HAA STUM OKHOM 40 TEX MOpP, NOKa KoY He ByaeT
co3aaH...

|HET |

X0A BEINCAHEHWA

< Hazag lNanee » Hacrpouts Ommena

PucyHok 133. BbinosiHeHne koHdurypupoBaHusa LIC

[0 OKOHYaHWW BbLINONIHEHUS KOHMUIYPpUpPOBaHUSA BbIBOAUTCA MHMDOpMauunga o6 ycnewHon HacTponke
cnyx 661 LIC.

Mocne BbINONHEHWA AaHHOW 3ajadn KopHeBoW cepTudukaTt LC MOXHO yBMAETb B XpaHuauuie
[loBepeHHble KOPHEeBble LleHTPbl JIoKalbHOro KOMNbrOTEpa 4Yepes ocHacTky CeprtudmkaTrbl.

MNpuMeyaHue: ecin MU3MEHEHMUS He BCTYNWAM B cuiy, ANsa O06HOBMAEHUS TpynmnoBOW MOJMTUKM B
KOMaHAHOW CTpOKe BbINONHUTe gpupdate /force.

6.2. [ob6aeneHve wabnoHoB cepmdUKaToB Ha cepBepe

Ona Toro, uTobbl KOHTpoAnep AoMeHa nogaepxunsan Winlogon, Heo6xoamMMo BbINYCTUTb cepTudUKaT 4NA
KOHTponnepa AoMeHa. YTobbl nonb3oBaTesb C posibio AreHTa perucrpaumu MOr Mpou3BOAUTbL BbIMyCK
cepTuduUKaToB A9 APYrMX NOSIb30BaTeNen, Hy>K HO BbINYCTUTb cepTUdUKaTbl AreHTa perncrpauumm n exoga no
cMapT-KapTe.

LLla6noHbI 4N BbllWeyKa3aHHbIX CEPTUDUKATOB MO YMONYAHUIO MOTYT 6bITb OTK/IIOYEHbI, MO3TOMY HYXHO
NpoOBEPUTb UX HaNM4YMe B CNncKe WwabnoHOB cepTUdPMKATOB U BKIIOUYNTb HeagoCTaowme. [ing 3Toro Ha cepeepe,
Ha KOTOpPOM ycCTaHoBNneHa cnyxb6a LIC, oTKpoMTe OCHaCTKy LeHTpa cepTudumkaumun: NaHenb ynpaBjaeHusa —
ApMuHuctTpupoBaHue — LleHTp Ceptudmkauumm. B cnucok wabnoHoB cepTudmrKaTtoB He06X0ANMMO BKIIOYUTb
wabnoHsbl:

KoHTponnep noomMeHa,
AreHT perucrpaTtop,
Bxopa co cMapT-KapToOW.

Ona astoro BblbepuTe LLHa6bnoHbl cepTudUKaATOB, 3aTEM W3 KOHTEKCTHOro MeHiw Co3patb -
BbiaaBaeMblii WwabnoH ceptudumkara.
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OK.

Qain  [eiictewe  Bug Cnpaeka

A certsrv - [LleHTp cepTudmrkaumm (JlokansHeld)\test-DC1-CA\LLabnoHsl cepTudUKaToE]

==

” Mpo...

&= 7 cd= H
Tl LlenTp ceptudmkaumn (NokansHe|| Mma HasHauerune
4 g test-DC1-CA ) Mourosan pennvkauma katanora MouTosan penankauma cayxBel KaTano..
_| OTozBaHHEIE CEpTUMKETE E Mpoeepka nognuHHocTh KonTponne..  [Nposepka negnunHocTy kKnuenTa, MNpo..
| Beigannbie ceprudmkater || 5] npoBEepka NOZINHHOCTY Kerberos Mpoeepka NOANMHHOCTI KNWEHTa, [po...
| 3anpocs! B oKUATHIM ] Arent BoccTaHoenerna EFS BoccTaHoeneHmne daiinoe
~ Heyaauneie sanpoce: ) basosoe winposadue EFS Lndpyrowan daiinosan cncrema (EFS)
Wabnomy ¥npaenexne Mpoeepka neaanHHocTh kKnnenTa, Mpo..,
Cozgate 3 || Bolgasaemblil Liabnon cepTndukara
Bua > Wnpyrewan daiinoeas cucrema (EFS)..
OBHoBHTD cepTudmkagun  <Beer
R AT Moanuceisanue cnucka aosepna (Micr..,
Cnpaska
< i >

BKJ'IIO‘-IEHME,JJ,DI'IUJ'IHMTEJ'IbeIX wabnoHoe CEFITI.'1¢I.'1KETDE Ha 3TOM LEHTDE CEFITMqJMKELI,MM

PucyHok 134. lo6aBnexHne wabnoHOB cepTtudmukaTos

] BiaroueHwe wabnoHoB cepTUQWMKaToB

Brifepute omiH walinoH cepTMgMKaTa ANA MCNoNES0BEHWA B 3TOM LUEHTRE cepmaduicarya (LIC).

Mpurmeyanie. Ecnv cosnaHHeR wabnoH cepTiguKaTa He oToBpEXaETCA B CNMCKE, NOACKIMTE HEKOTOpOS
BPEMA, NOKE MHPOPMAELAA 0 WabnoHe He GyaeT PENNMLMPOBEHE Ha BCE KOHTDONNEPE! AOMEHE .

He Bce wabnoHel CEpTUPMKATOE B OpraHM3aUdi MoryT GeiTe QoCcTyNHEl AnA eawero LIC.

,.':lCI'IC."IHHT&"II:H}"PC I-1H¢ICpI'-,IELI|I-1I'C CM. B pEE,.!I'E"IEDEHCEHbIE CEENEHWNA O wiabnoHax CEISTHl.'bl-ﬂCﬂTE!E‘E

Mma

& IPSec

5] IPSec (@ETOHOMHEIA 2anpoc)

& RAS-u IAScepeepe

5] ArenT B0CCTEHOBNEHUA Kiiousi
E AreHT pervcTpaw (KomMneoTep)

) MapwpymizaTop (3EToHOMHER Zanpoc)
I MeperpecTHEIA LEHTP CEpTMGWKELIM
& Nosnucsisatue kona

E MNognuceisaHue oncnuka DSPC
< m

HazHauerwe

|IKE-nocpearvk IP-BezonacHocTv
|IKEnocpeaHuk |P-GesonacHocmi

[NpoBepKa NOANMHHOCTH KneHTa, Mpoeepka no
AreHT BOCCTEHOENEHWA KNHYeR

AredT sanpoca cepTMdMKaTa

E Arent pervctpau Bxchange (@sToHomMHBIR sanpoc) AreHT sanpoca cepTvdmKaTa

MpoBepKa NOAMMHHOCTW KNMeHTa
<Beex
MNoanvcEIESHWE KoaS

Mogmmcanue OCSP
>

| CK | | CmienHa

PucyHok 135. BkitoueHme wabnoHoB cepTugmukaTos

Kpuntollpo CSP. [1na 370ro Ha Bknaake Winlogon Hy>XHO Ha)xaTb KHOMKy LLIa6soOHbI.

OTKpOETCHA OKHO BKJIIOYEHNS wabnoHoB CepTVId)MKaTOB, B KOTOPOM HY>XHO BblAENNUTb WwabnoHbl U HaxaTb

Janee agMnHucTpatopy AoMeHa Heob6xoammo 06HOBUTE WabnoHbl Yepe3 MaHenb ynpasneHunsa CK3U
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% Kpwntolpo CSP .
Obwme | OBopynoEaHKE | Cepemc | LononHUTensHo
AMropHTMEI | BesonatHocTh | Winlagon | HacTpolikun TLS

KNHoYeB0i CHMTEIBATENL N0 YHMOMHSHWHD
BribepuTe CSP AnA HacTpoMKkK:

Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider
BrifepHTe CHMTRIBETENG:

He ycTaHosneH

MapamMeTpel

|:| Orrnounts Kpunmolpo Winlogon

Woonesoeate anroputme KpunTtolpo CSP Ha KDC

MaeHTHbUKETOPE! KOHTPONNEPOE AOMEHS
KoHTponnep aoMeHa:

DC1.test.loc W SKCNoOpPTHPOBATE
| | |

MaeHTUbMKATOP KOHTPONNEPE AOMEHE!
| IF1fd7703-cd5d-4ac5-9262-Te6 77dd 27115} | aBnoH

0K || OTMeHa | MprMEHKTE

Mocne BbLINOJHEHUS 3TOr0 AENCTBUS MOABUTCA COOGLIEHME O TOM, UTO BCE WAGMOHbI YCMNELWHo
06HOBEHBI, MOXHO 6yAET NPUCTYNaTb K CO34aHMI0 3a5BOK Ha CepTUdMKAThI.

Ecnn pepaktupyroTca unu pAobasnaoTcAd HOBble WAab6MOHbI AnA KOHTpOJIIEpA AOMEHA W areHTa
perncrpauyunun, naHHoe aenicreme HY>XHO Npon3BoAuTb B ob6s3aTenbHOM nopsaake.

6.2.1. HacTtpounka wabnoHoB cepTudmKaToB

Ons Toro, 4tobbl cepTudukaTbl MOXHO 6b10 ucnonb3oBaTb B Winlogon, HyXHO, 4TOb6bl OHM
YAOBNETBOPSANN onpeaenéHHbiM TpeboBaHMAM Kk cepTudmrkatTam KoHTponnepa AoMeHa, AreHTa perncrpaTtopa,
Bxogpa no cmapt-kapTe. [lloapobHee paHHble TpeboBaHUA oONuUCaHbl B AOKyMeHTauuwm Microsoft
http://support.microsoft.com/kb/281245/en-us

Ecnm cywecTBytowmii wWabnoH He yaoBneTBopseT TpeboBaHMo, K COCTaBy cepTudukaTa, Heo6xoanMMo ero
M3MEHUTb. 118 3TOro HY>XXHO Co3A4aTh KOMWUIO Wa6oHa, OTPeAaKTUPOBaTh €€ N BKIYUTL B CMUCOK LWAa6oHOB

LcC.

OTkpounTe ocHacTtky LeHTpa ceptudukaumnm (Myck - MaHenb ynpaBneHms — AAMUMHUCTPUpPOBaHKE —
LleHTp cepTudmkaunmn).

B ocHacTke Bblbepute cBoi LIC, oTkpoiiTe LabnoHbl cepTudmkaToB.B KOHTEKCTHOM MEHIO HaXMUTe
YnpasneHue.
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®ann  Jdedctene

Bug Cnpaska

e« 7| ¢ H

ﬁ Llentp ceprudmrkaumm (fokansHei) ran

4 g test-SERVDC-CA

7] OToseamHeIe cepTudmKaThl
| BrigaHHele CEPTUHKATEI
7] 3anpocs B oxugaHum

[7] HeyaauHele sanpocsl

] Bxog co cmapT-kapToi ¥3K
= BeB-ceprep TLS

I Bxog co cmapT-kapTon

5 Arent PETMCTRALMK

| KoHTponnep aomeHa

||f| LabnoHs! cep1u¢uua105| =ln "

| ¥npaeneHne

Cozgate
Bug
OBHOENTE

JKCNOPTHPOBATE CIMCOK..,

Cnpaeka

e CUUTUC O T U TOT TR T T
i) KoHTponnep aomeHa

| BeB-cepeep

& Komnerotep

[ Nonszoeatens

HasHaueHue

Bxog co cmapT-kapTod, MNposepka nog...

[Mposepka NogIMHHOCTY CEPBEPa

Bxog co cmapT-kapTon, [Npoeepka nog...

ArenT 3anpoca ceptidgnkaTa

Mposepka nognuHHOCTY cepeepa, MNpo..,
Mpoeepka nognuHHOCTY KNneHTa, Bxoa,..

ArenT 3anpoca cepTidrkaTa
ArenT 3anpoca cepTidrKaTa

3alMLLEHHAA INEKTPOHHAA nouTa, Mp..
MouToBan penankauma cy#Bbl KaTano..,
Mpoeepka nognuHHocTk KAnenTa, MNpo..,

Mpoeepka nognuHHoCTK KAnenTa, MNpo..

BoccraHoenenwe dainoe
Wndpyrowan dainoean cncrema (EFS)

Mposepka nognuHHOCTY KAneHTa, MNpo...

Mpoeepka NCANMHHOCT CEPBEPa

Mposepka nognuHHOCTY KAneHTa, MNpo...
Wndoviowan dainoeas cucrema (EFSI..

3anyck ocHacTkW LWaBNoHoB CeEpTUgMKATOB

3anycTuTca ocHacTka wabnoHoB cepTudukaTtoB. B Hel Hy)XHO BbibpaTb peAakKTUPyeMbln WabnoH w
HaXaTb B KOHTEKCTHOM MeH «CKONMpPOBaThb WaboH».

@aiin  [Jenctene

Bug Cnpaeka

"

XE:= H

| WaBnoHe ceprudukatos (s

< m >

OroBpamxaemoe uMA WwabnoHa

= Wwpposanme CEP

Huc Exchange

[ Toneke nognuce nonesosatens

& Toneko nognnce Exchange

I Mpoeepka nognuHHOCT paBoyed cTa..
I MpoBepka NOANUHHOCT KOHTPOANED...
= NpoEEpKa NoOANMHHOCTH Kerberos

= MpoeepenHeIi ceanc

# MNourosan PENAMKALWA KaTanora

1 Nonezosarens co CMapT-KapTon

& Nonezoearens Exchange

# Nonesosarens

B Mog4nHEHHBIA UeHTP cepTrdrKaLMn
' Noanucsisanne cincka ADBEPUA CEPT..,
\E MNoanuceieadue oTennka OSPC

' Noanuceisanne koaa

= MepekpecTHbIi LeHTR cepTuduraumn
= MapwipyTusatop (aBToHoMHBIR 3anpoc)

= KopHesoi LeHTp cepTudukalmmn

Bepcua cxemel

o T R R L T 1 ® Ty

Deictena

dononHuTeneHEIE g2i...

JonoAHUTENEHEIE gEA...

4

>

KonTponnep gomeHa |

Cronupoeate WabnoH

= KonTponnep pomena

= KomneroTtep

1 Buog co CMapT-KapTo
5l Bxog co CMapT-KapTo Bce zagaun
[ Bxog co cmapT-kapTa
= BeG-cepeep

= Ceoicrea
£ m

Ynanute

I'Ipu HCNCABICEaHMK AaHHOI o wabnoHa B kavecTee Bazosl

Cnpaeka

V3meHNTE MMmeHa

Moaate NOBTOPHYH: 33ABKY ANA BCEX BENAAENBLUES CEPTMHNKATOR
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OTkpoeTcs dopMa, B KOTOPOW MOXHO M3MEHUTb CBOWCTBA WA6/JOHOB Tak, YTO6bl OHWM COOTBETCTBOBA/M
TpeboBaHUAM, OMMCaHHbIM B M.N. TpeboBaHWs K cepTUdUKaTy KOHTposnepa AOMeHa, TpeboBaHus K

cepTnudunkaTy ANa BXoda Mo cMapT-KapTe.

CeOWCTBA HOBOTO WabnoHa

LpoeaHKE I ArTecTawA Knioyer I WA cybbexTa I Cepeep
TpeGoBaHWA BblOa4Mn I YeTapeslwme WatnoHsl | PacumpeHia I BezonacHocTs
CoBMECTUMOCTE | D6iwme | O6pafioTka sanpoca

Orofpaxaemoe uMA wabnoHa:

Korma "KoHTponnep gomena’|

WA wabnoHa:

|Kc-nu1n "KoHTponnep gomeHs”

MNepwoa oeficTEMA: Mepron oBHOENSHWA

T

Ony@invkoeats cepmudmkaT B Active Directory

|:| He wcnone3o0EaTs aETOMATHYECKYIO NEPESARBKY, ECMKM TaKoH
cepTihuKaT yxe cywectsyeT B Active Directony

| OK || COmvenHa |

Mocne coxpaHeHnsa HOBOro wabnoHa Hy)XHO f06aBNTb ero Yepes CNUCcokK WabnoHoB cnocob6om, ONMCaHHbIM B 1.

6.2 JobaBneHune wabnoHoB cepTudUKaATOB Ha cepBepe.

6.3. Bbinyck cepmUduKaTa KOHTposUiepa AOMeHa

Bbinyck cepTuduKaTa KOHTponiepa [AOMeHa AO0SKeH MpPOU3BOAMTLCA Ha CepBepe, Ha KOTOPOM
pa3BEpPHYTLI cNyx6bl AD, Nofib30BaTeNEM C NpaBaMM aagMUHUCTpaTopa AoMeHa. [Ana 3Toro yepes MeHto NMyck
MOXHO OTKPbITb ocHacTky mmc CepTtudukaTtbl, 3aTeM B XpaHuauuie JinuHoe JloKasibHOro KOMMblOTepa

BblbpaTb Bce 3agaum — 3anpocuTb HOBbI cepTudmkar.
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B ®aiin  Jeiicteme  Bug  Owwo  Crnpaska

e 2E 8| c= B

7] KopeHs konconn Komy BblgaH

Kem BelgaH Cpok gedcTENA HazHaueHn,|
b [EP Cepugukats - Texywuii nonssosare EDC‘I testloc test-DC1-CA 20.03.2015 Mpoeepka r

4 [P CepTudmkaThl (NoKaNbHBIA KOMABIOT| ﬁtest-DC'l-CA test-DC1-CA 18.03.2019 <Bcex
4[] Munoe

HHBIE KOPHEE Bce sagaun 3anpocuTe HOBLIA CEPTMGUKAT...
p [7] [osepuTensHeie otH

b B MpomexyTouHbIE Ue
b [ JlosepenHiie usgaten Hoeoe okHo oTcroga JononHUTENBHEIE CNEpaLMI
b B CepTudmkarel, k KoTQ OBHOEUTE
b [C] CTopoHHNE KopHEEs!
b [ flosepenntie nnua
b | Mocraswmkn cepTady Cnpaeka
b ] YaanenHsii patounii cTon
7] 3anpocel sanBok Ha cepTudmnkat
I || [loBepeHHEIE KOpHEEBIE CEPTMdIK
b [] [JoBepeHHbie ycTpoiicTea

Bua Hrnopr...

3KCNOPTUPOBATE CIMCOK...

3anpocuTe HOBLIA cepTUdMKAT oT UenTpa cepTudmkauin (LLC) B 3Tom aomene

PucyHok 136. 3anpoc ceptucdmkata KOHTpoJsi/iepa flOMeHa

OTKpoeTCca MacTep perucrpaumm ceptudumkatoB. Haxmute Qanee.

MNepen Hauanom paboTsl

CRegytoLine Wark NoMoryT YCTaHOBUTE CERTUHMKATE], ABNAKLLMECA LNGPOBEIMKM YHETHBIMKA JaHHEIMK,

WCNoAB3IYEMEBIMA ANA NOAKAMIHEHKA K GECI'IFIOBO,!I,HI:IIM CETAM, 33LLMTEI KOHTEHTA, H,EI,EHTH¢'HKELI,HH W MHEBX
3a4ad GesonacHoCTI,

an}K,JJ,E HEm 3anpallnBEaTs CEFI-TH¢M K3T, yﬁEAHTECb, YTon

3TOT KOMNBHITED NOLKNHIYEH K CETH]

MMEHITCA YHETHBIE ABHHBIE, KOTOPBIE MOMYT BbiTe MCNONB30EAHLI 4NA NOATEEPHAEHWA NpaEa Ha
NoAy4eHNE CEPTUgMKETA.

MoapobHee 0 undpoBbLE CEpTUHUKATAX

PucyHok 137. Mactep permctpaumm ceprtmdpmkatos

OTKpoeTcs ananor Bbibopa NOJIMTUKK perucTpauum.
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BbIGOp MOAMTUKW PEMMCTPaLLWKM CEPTUOWKATOB

MonuTika pEFMCTPALMA CEPTUBNKATOE NO3BCAAET PETMCTEUPOEATE CEPTUNKATEI HA CCHOBZHWUN 334aHHbIX
3apaHee wabnoHoe cepTudmukatos, MNonnTuka perncTpaunn cepTdkaTos y2Ke Morna Beime HacTpoeHa.

Hacrpaneaembie agmyuHncTpaTopom

Monwtuka pernctpaunn Active Directory v

Hactpaneaemele nonbzoearenem JoBaeute

MoapobHee o NCAWTUKE PETMCTRALMK CEPTURUKATOE

PucyHok 138. Bbi6bop NnonutMkn perucrpaumm ceprtucdpuxkartos

B AAHHOM OKHE HYXHO OCTaBWUTb NapaMeTpbl N0 YMOJZTHaHUIO U I'IepeVITVI K cneaywouemy wary, Haxas
Aanee.
M3 cnuncka Tunos cepTudunkaTos BoibepuTe KoHTponnep nomeHa.

3anpoc cepTUdUKaToB

Bbl MozkeTe 3anpociTe CAELYHOLIWE TN cepTidnkaTos. BuiGepuTe cepTudmkatel, KOTopbIE XOTHTE
3ANPOCUTE, M HEKMUWTE KHOMKY "3aReka’.

[w] Kowtponnep aomena kp Cocroanme: JoctynHo MogpoBHoct ~

Cnegyrne NapameTpel CNPEIENAKT XapakTep MCNOAE3CEAHWUA U CRoK AeACTBUA JaHHOMC TMNa
cepTudmkaTa:
Mcnonesoeanne knova: Ludposan nognuce
Wndpoeanne knroyei
Monutuen npumeredna: Mposepka NOAMMHHOCTI KAWEHTA
Mposepka NOANMHHOCTY CEPEEPE

Cpok geficTenn (greid): 363

[ Mouroean pennukauma katanora kp Cocroanme: JoctynHo MogpoBHoomk v

[[JMokazate sce wabnoHe

Moapotuee o cepTudukatax

PucyHok 139. 3anpoc ceptucdmkaTta KOHTpoJiJiepa AOMEHa

MpoBepbTe MPaBWIbHOCTb M MPU HEeo6XOAMMOCTU BblibepuTe MocCTaBWUKa CyX6bl WKUdpoBaHUSA B
CBOMCTBaXx Ha BkaAKke 3aKpbITbiA K/1HOY.
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Ona Toro, 4Ttob6bl BbINYCTUTL CepTUdUKAT Ha KOHTPOJUIEp AOMeHa, HaXxXMuTe KHoMKy 3asBka. Mpwu
BbiNnycke cepTuduKaTa npeanaraeTca yCTaHOBUTb HOBbIN Maposib Ha KOHTelHep. B npouecce co3gaHus
3aKpbITOr0 K/K4Ya A4S KOHTpo/epa AOMeHa BbIBOAUTCA OKHO Buonormyeckoro ACYH u kpuntonpoBanaep
3anpawmBaeT Nnaposib Ha Co34aBaeMbli KOHTeWHep (Maposib B 4aHHOM C/lydae yKa3blBaTb HE HYXXHO).

Mocne 3aBepweHusa paboTbl Buonormyeckoro ACYH oTkpoeTca OKHO, nMHpopmMupytowee 06 ycrnewHom

yCTaHoBKe cepTudmkaTa.

PesynbTaTbl YCTaHOBKW CEPTUMKATOB

CReayrowme CepTrdmaTsl Golnm NOMYUEHE 1 YCTAHOENEHE! HA AAHHOM KOMNBHOTEDE,

Monwrkea perwcrpaumem Active Directory
| KoHTpoAsEp SoMEH -J' Cocroanve: Yenewne

PucyHok 140. Pe3ysibTaT yCTAaHOBKMU cepTudmMkKkaTa KOHTposJiepa AOMeHa

PassepHyB Mogpo6HOCTHN MOXKHO MPOCMOTPETh CBeAeHUSA 0 cepTudmKaTe.
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—a Peructpauma ceptudukatos

PesynsTaThl yCTAHOBKM CEPTMdMKATOS
Cﬂtﬂ,}'l‘ﬂl.u“! E!p'l'“¢|“h:ﬂTbl BeLnn NOTYHEHE W YCTAHOENEHE HA JAHHOM KOMNBHOTEDE.

: MNoawmka perncrpaumm Active Directory

Kontpoanep gosena o Cocrommme: Yenewno Nogpobmoctn ~

Cregyrowme napameTpel CNPEASnRicT XapaKTeR MCNCALICEAHHA W CROK SEACTENA AAHHOTO THNA
CEpTUgIICATE

" Ceptudukar -

Obuwse | Cocras [ﬂmcwnw |

MpecmoTpers ceprndmear |

A Ceregentn o cepTdnraTe

ITOT CEPTIdNKAT NPEHASHANAETCR [UNAC |
« DfecneyBasT MO -EHNE anm{mﬂ OT YEaneHHOrD _

KOMNE:0TERA
*MoaTEAMHABET YQAMEHHOMY KOMNGIOTEDY MAEHTHEV B0

BAWEND KOMNESOTEPA
loToso

KoMy Buipan: DC 1. test.boc

Hewn awaan: test-DC1-CA

Dedicrearenes ¢ 20.03.2014 no 20.03.2015

| ECTb BespoiTosi Kre04 ANA 3TORD CEpTHdNAaTA,

NoapobHes o cepTidumaTax

[ |

PucyHok 141. NMpocMoTp cBeaeHuii o cepTtudukare

CepTuduKaT KOHTPOIIEpPA AOMEHA B pe3y/ibTaTe A0/HKeH 6bITb YCTAHOB/IEH B XpaHuAnLLle cepTudmnkaToB
JNloKaNbHOro KoMnbloTepa. MNMocne Bbinycka cepTudmnkaTa KOHTpoJIep AoOMeEHa HE06X0AMMO Nepe3arpysvThb.

Mpumeyanue: Ansa ceptudmkatos c FOCT-knoYamMm G yHKL UM aBTOMaTMYECKOro BbiMycka cepTudmkaToB
KOHTpOJi/lepa AOMEHa HeAOCTYMHbl, MO3TOMYy HeobXxoAMMO CleAuTb 3a BanMAaHocTbio ceptudunkata DC um
06HOBNATbL €ro A0 NCTeYeHNsa CpoKa AENCTBUS.

6.3.1. TpeboBaHua K cepTudunKaTy KOHTposiepa AOMeHa

CepTudukaTt 4OMDKEH UMETb pacClUMpPEHME TOUYKM pacnpocTpaHeHnsa CRL, KOTOpbI yka3biBaeT Ha
OEeNCTBUTENbHbIM cepTuduKaT cnncok ot3biea (CRL), Hanpumep:

[1] Touka pacnpeaeneHunsa cnucka ot3biBa (CRL)

NMS TOYKKW pacnpoCTpaHeHuUs:

MonHoe nms:

URL=http://serverl.name.com/CertEnroll/caname.crl

Mpn HeobxoamMmocTn pasgen cybbekTa cepTudukaTa AO/HKEH coAepXxaTb NyTb K KaTanory
cepBepHoro obbvekta (MMs), HanpuMep:

CN=Serverl.northwindtraders.com OU = Domain Controller, DC = northwwindtraders, DC = com
Paspgen Ncnonb3oBaHme AO/MKEH coaepXaThb:

LUndposasa noanuce, LndposaHue knwouen
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e Paspen OCHOBHbIE OrpaHUYEHUSA AODKEH CoOaepXaThb:
[Tun Tembl = KoHe4YHbIN CybbeKT, OrpaHUYeHns Ha ANnHY NyTn = OTCyTCTBYeT]

e Paspen paclwumpeHHOro MCNosib30BaHUS KNKOYa cepTudmKaTa 4O/MKEH coaepXaThb:

MpoBepka noanMHHocTmn knneHTa (1.3.6.1.5.5.7.3.2)
MpoBepka noanmHHocTm cepeepa (1.3.6.1.5.5.7.3.1)

e PazpenJononHutensHoe nmsa cybbekTa AosmkeH coaepxatb DNS-ums. Mpu ncnonbzosaHun SMTP-
penankaunu pasaen gonoaHuTesnbHoe uMs cybbekTa cepTudurkaTa AOMKEH Takxke cogepxaTb
rno6anbHbIi YHUKaNbHbIM naeHtudukatop (GUID) obbekTa KOHTposinepa AOMeEHa B KaTasore.
Hanpumep:

Opyroe nma: 1.3.6.1.4.1.311.25.1 =ac4b 29 06 aa d6 5d 4f a9 9c 4c bc b0 6a 65 d9
DNS Name=serverl.northwindtraders.com
e LUabnoH cepTudmkaTa 4OHKEH UMETL pacliMpeHme co 3HavyeHnem BMP «DomainController»

6.4. Bbinyck cepmdpurkaTta AreHta permcrpaumn.

Mo yMonyaHuMIO pa3pelleHme Ha 3anpoc cepTuduUKaToB OT ML a NMosib3oBaTesNs NpeAoCTaBiseTcs TONbKO
aaMMHUCTpaTopaM AoMeHa. O4HAKO N0Jb30BaTeNo, HE B/ EMYCS aAMUHUCTPATOPOM AOMEHA, MOXET ObITb
npefocTaBfeHO pa3pelleHne cTaTb areHTOM perucrpaumnm.

Ona Bbinycka cMapT-KapT areHTa perucrpauuvu 1 nonb3oBaTenen AoMeHa A[o/MKHa ObiTb Takxke
yCTaHoOBNeHa noaaepxka Heob6XoANMbIX cHUTbIBaTENnen (CCblika Ha pa3gen B OCHOBHOMW MHCTPYKLUNK).

MpumMeyaHue: Hanmuune cepTudukata areHTa perucrpaLlnum Nno3BonsieT NnogaBaTh 3asiBKM Ha NoJyvyeHune
cepTudmKaToB U CO34aBaTb CMapT-KapTbl OT MMEHM NOH6Oro Nosib3oBaTesNs B COCTaBe opraHusauun. NonyyeHHas
TakuM 06pa3oM cMapT-KapTa MOXET 3aTeM MCMOMb30BaTbCS ANt BXOAa B CEThb NOJ MMeEHEM NnoJib3oBaTens 6e3 ero
BeAOoMa. MoCKoNbKY cepTUdUKAT «AreHT permcrpaunmn» npefocraBnsieT WHUPOKME BO3MOXKHOCTU, HAaCTOSTEbHO
peKoMeHAyeTCs MPpUAEPXMBATbCA B OpraHmM3aL MM CTPOrMx NoaMTmk 6e30nacHoOCTM Anst 3TUX cepTUdUKaToB.

YT06bl CTaTh @areHTOM perncrpaumnm, Heo6xoaMMo NoAaTh 3aABKY Ha cepTUdMKAT AreHT perucTpauum
yepes ocHacTky CepTudmkaTbl — TEeKyL|MA NONb30BaTeNb.
= -

| Perucrpauma cepTUdMKaToE

3anpoc cepTUPMKaTOB

Bei MoxeTe 3anpocnTe cnegyrolne Tunel ceptudimkares. BeiGepute ceptudmiatel, KOTopbIe XoTUTE
3ANPOCUTE, U HAXKMWUTE KHONKyY "3aneka’.

MonuTuka permcrpaumn Active Directory A
[] ArenT sBoccranoenenns EFS ,_i‘_,;'COCIOJIHME: Joctynho MogpotHoc v
[w] Arent pernctpaumm _i_) Cocroanue: [JoctynHo MogpotHoc ~ -

CReyrolne NapamMeTpel CNPEAENART XaPaKTER MCNONB30EAHMA M CROK JERCTENA JaHHOTO TUNa
cepTudmkata:

WMcnonssceanue knoda: Lndpoean nognuce

Monutken npumenerna: AreHT 3anpoca cepTudikara

Cpok gefictena (gnei): 730

CeoiicTea

[ Nokaszate ece wabnoHe

| 3aneka || OtmeHa

PucyHok 142. Bbi6op 3asBKM AreHra permcrpauuvm

Heobxoanmo oTpenakTupoBaTh WwWabnoH ceptudmkaTa, Haxas Ha KHonKy CBONCTBa.
Ha Bknaake 3akpbITbii koY B none MNocraswmk cnyx6bl WMdpoBaHMSA HYXHO yKa3aTb NMOCTaBLLUKa.
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CeovcTea ceptudmkaTta -

| OBwme I CyleekT I PaowumpeHia | 3aKpbITHI KoY |L|,EHT|:I CEpTHEMIKaLIN |

Mocraswme cny*Bel LWndposaHna ~

Mecraewme cnycbel wngposanua (C5P) - 3To nporpamma, Co34aoWan oTKRBITEIR W
33KPLITEIA KUK, KOTOPLIE MCNOAB3YOTCA BO MHOTMX NPOLECCAY, CBA3AHHBIX
cepTrdukaTamm,

BriGepuTe nocTaeLymka cny#Gebl LWngpoBaHa:

[] Micresoft Strong Cryptegraphic Provider (Mognuce) -
[] Crypto-Pre GOST R 34.10-2001 Cryptographic Service Provider (Mognues)
[] Crypto-Pre GOST R 34.10-2012 Cryptographic Service Provider (Mognues)

Crypto-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider
(Mognuce)

[] Microsoft Base Cryptographic Provider v1.0 (Moanuce)

L
L . T L e L T O O e S 1 [T I o P 1

[]Nokazats scex nocTaswmkos cnyx6 WwWindposaHua

Mapametpel Kntoua w
Tun knroua )
| Ok | | OTMeHa | | MpHMEHUTE

PucyHok 143. Bbi6op noctaBuiuka cny»x6bl wmndposaHus
Ha Bknaake LeHTp cepTudmkaunm obsasaTenbHo gomkeH 6biTb ykasaH cooTBeTcrByowni LC.
CeoiicTBa cepTUdMKaTa -

| Obwme | CyoeekT I Pacwmperna I SaKPEITEIA KoY | LleHTp cepTHbHKELIM

Cepeep perucTpaumnn HeoGxoaum Ana Beigaumn v npogneHns cepTudmkatoe. Cncrema
NOAKNHYAETCA K CEPBEPAM PETMCTRALMK U3 CAEYHILLErD CANCKa AnA oBpaboTkm
33MNPOCOE HA CEPTMRUKATEI

Ha kaxaom cepeepe perncTpaumm AoCTynHEl HE Boe WabnoHe! ceptugmkatos, B yenax
AVNArHOCTUKN NONESHD ONPEAENNTE BCE AOCTYNHBIE CEPBEPDI PEMMCTPALMN.

LeHTp cepTudmkaummn Tum:
[w] test-DIC1-Ca Kopresoi UC npegnpuatia

[[]Mokazate Boe cepeepel pErMCTRaLMK

MogpobHee o cepeepay PETMCTRALIMK

| OK || OTMeHa | MpHMEHUTE

PucyHok 144. Bbi6op yueHTpa ceptudpmkaumm
Mocrne coxpaHeHUs U3AMEHEHUI HY)KHO HaXaTb KHOMKY 3asBKa ANs TOro, YTobbl HAYaTb popMmMpoBaHue
KOHTeNHepa c cepTUPUKATOM N 3aKPbITOrO KoYa.

Ecnm pocrynHo 6onee ogHoro cunteiBaTens, otobpasmtca agnanor Bbibopa cumMTbiBaTENS, B KOTOPOM HYXX HO
yKa3aTb, KyAa MOMECTUTb CO3aBaeMbli KOHTEWHep.

B npouecce co3paHMsa 3aKpbITOro Ko4a BbIBOAMTCA OKHO Buonormyeckoro ACH u kpuntonposanaep
3anpalwmBaeT Naposib Ha co3aBaeMbi KOHTenHep. NMNocne BBoAa Naposia n BbIBOAMTCA coobueHme 06 ycneLwHom
BbiNycke cepTudukaTta
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—] Perucrpauma cepTUdUKaTos

PesynbTaThl YCTaHOBKM CEPTMQMKATOR

CJ'IEA}"I-DLLI'HE CEFITI.'1¢II.'1KETI:|I Brlm AoMyHERBl U Y CTAHOBNEHEB! HE A3HHOM KOMMOBHITERE,

ATEHT pETMCTPALMK

Monutrka perncrpaumn Active Directory

J CocroAaHwe: ¥onewHo

MNogpoBHocTH v

lotoeo

PucyHok 145. Pe3ynbTaT BbINO/IHEHUA YCTaHOBKMU cepTudukaTta AreHra perucrparopa

6.5. Bbinyck cepmdmkaToB 418 BXOAa MO CMapT-KapTe.

Ha koMnbloTepe B 4OMEHE, HA KOTOPOM nNpeABapuTenbHO yctaHosneH Kpuntollpo CSP, nonb3oBaTenb,
AaBnAlWMinca yneHom rpynnel Monb3oBatenun n umewwunn ceptudunkat AreHra perucrpatopa, MoOXeT
BbINyCKaTb cepTUduKaTbl 4N APYruX Nosib3oBaTenen gomMeHa.

Ons 3Toro B ocHactke Ceptudumkarbl

HY)XHO pa3BepHyTb Yy3en JIuuHble U BbIGPATb MYHKT

CepTVIdJMKaTbI, B KOTOpOM BbINOJIHUTb Bce 3agaum - JAonosniHuTesbHble onepauuvm
3aperncTpmMpoBaTtbCsi OT UMEHM.
= CepTudmkaTsl = = -
@ Qaiin  [Jedicteme  Bug  Okno  Cnpaska
L L b= H
| Kopere koncamm A ||| Komy BelgaH Kem BelaaH Cpok gefcTe
4 [EP Ceprucukatsl - Tekywuii nonb308 Glservdc.test.local test-3ERVDC-CA 12.03.2015
4[] fuuroe Gl servde.testlocal test-SERVDC-CA 14,03.2015
4[] Peectp ] test-SERVDC-CA test-3ERVDC-CA 12.03.2019
| CepTudnkatsl
p 3 .ﬂ.05| Bece 33aa4m » 3anpoCKTb HOBBIA CEPTMENKAT. .
b [ fee
b 7 Mp Hoeoe okHo oTcroga Vimnopr...
p [0 061 OBHOBMTE | JononHUTensHEIE CRIERALMK 4 Co34aTe HacTpaneaemelil 3anpoc..,
I - Jee s ‘ 3aperucTpUpoBaTECA oT MMEHH...
b ~ Cey ¥npaeneHne NoSMTHKEMI PECMCTRALNA. .
I [ CTOpoHHWE KOPHEERIE LIEHTPEI
b | [loBepeHHble Mg
p || MocTaewmn cepTudukaTos ny
b || JeBEpeHHEIE KOPHEBRIE CERTHY
4 [EP Ceprudmratsl (nokansHbIi koMb
4 [ ] Muunoe
4 [ Peectp
| Ceptudmkatel
p || JloBEpEHHBIE KOPHEBRIE LEEHTPI
b | JeBEpUTENEHEIE GTHOLLEHWA B,
< . L] > < m >
38aperncTpUpPoBaTECA OT MMEHM...,

PucyHok 146. Bbinyck ceptucdukata nosib3oBatenis CMapT-KapTbl

Mepenante K cepTudunkaty AreHTa perucrpaymm, KoTopbin 6yaeT ncnosib3oBaTbCa 418 NOANMUCbIBAHNS

obpabaTbiBaeMoro 3anpoca ceptudpukaTa.
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—:) Pervctpauma cepTMdUKaToB

"Nanee”.

Ceprudimkat nognucu:

BuibepuTe cepTUdMKaT areHTa pervcrpaumm

CepTudMKaT areqTa perncTpanul HeoBxodum ANA NOANUCK 33NPoCa HA CepTUgMKAT OT MMEHKN JpyTiX
nonssoeatened, HaxmuTe kHonky "O6zop”, yToGel HAWTK CEpTUGMKAT NOANNCH, 3 33TEM LLENKHWTE

OtmeHa

PucyHok 147. Bbi6op ceptucdmkata AreHta permcrpaumm

Mocne Bbibopa cepTUbMKaTa AreHTa perucTpanmm n3 cnncka A40oCTYMNHbIX CepTUGhMKATOB 3anpallunBaeTcs

naposb Ha AOCTYN K 3TOMy cepTudukary.

=l Pervcrpauma cepTMdMKaToB

BribepuTe cepTMdMKAT areHTa perncTpaumm

CepTUnKaT areHTa perncTpauyi HeoBxo UM ANA NoANMCK 3aNPOCa Ha CEPTHGMKAT OT UMEHN APYTIX
none3oearensd. HaxmuTe kHonky "063op", yToGel HAATW CEPTUEMKAT NOANWMCH, 3 3aTEM LLENKHWUTE

"Nanee".

=

CepTrduKaT nognucK
AreHT perucTpaumm

Kpwnrollpo CSP

BeeauTe naponk ANA KOHTERHEPa

0:09:45

“le-EnrollmentAgent-dab 12db5-723d-4ba6-8575-31bd62531;

= (O X

OBzop...

RU
Maponk: ||
[ 3anomAuTe napons
MoapobHee o Nogaye 33AB0K HA CEPTUGUKATE OT MIMEHW APYTWX NONE30EATENE
lanee

OTtmena

PucyHok 148. BeBoa naponsi aonsa ceptucdmkata AreHra permcrpauumm

B MacTepe perucrpauuu cepTuduMKaToOB yKasblBaeTcs TUN cepTudukaTta Bxoa co cMapT-KapToid.
Heo6x0AMMO OTpeAakTMpoBaTh NapaMeTphbl BbiMycka cepTudukaTa, 418 3TOro HaXxXMUTe KHonky CBOMCTBA.
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—] Perucrpauma cepTUdUKaTos

Janpoc cepTUPHKaTOB

Bbl MoxeTe 3anpocuTe cegyrolne Tunel ceptudimkatos. BuiBepute ceptudmkatel, KOTopbIe XoTUTE
3AMPoCUTE, U HEXKMWTE KHonky "Janee”.

=
L)
(®) Bxoa co cmapT-KapToii 1) Cocroanme: loctynHo MogpotHoctn ~
ChefyroLLne NapamMeTpel CNPEAENART XapakTep MCNoNB30EAHMA M CROK JERCTENA JaHHOrD TUNa
cepTudnkaTa:
Wenonesceanne knroda: Undposas nognuce
Wndposanne knroqeil
Monutnen npumededna: MNposepka NOAAMHHOCTI KIWEHTE =
Bxoa co cmapT-kapToi
Cpok gefctena (gHed): 365
b
[[JMNokazate ece wabnoHe
MNogpobHee o cepTudmKaTax
| Janee | | OTtmeHa

PucyHok 149. Bbi6op TMna ceprtudukarta

Hy»XHO yKasaTb MOCTaBllMKa CNyX6bl WNPPOBAHMA U LEHTP cepTUdMKALMU Ha COOTBETCTBYHOLLMX
BKNafKax:

CeolicTBa cepTUdMKaTa -
3aKPEITEI KNKY | LleHTp cepTHhMKELIW
Mocraswmk cnyGel WndposaHna ~

MocTaewk cnyxbel Wndposadna (C5P) - 3To nporpamma, co3jamiwan oTKpeITeId 1
33KPEITEIA KAHIUM, KOTOPBIE MCNOEIYHOTCA BO MHOTWX NPOLECCAX, CBAZAHHBIX
cepTUdMKaTamm,

BriGepuTe nocTaewmka cny:Bel LindposaHma

[] Microsoft Streng Cryptographic Provider (Wndposanne) ~
[] Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (Lndposanne)

[] Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider (Lndposanne)
Crypte-Pro GOST R 34.10-2012 Strong Cryptographic Service Provider

(Wwndpoearue)
[ Microsoft Base Cryptographic Provider v1.0 (Wndpoearue)
MR ndt Dares MCC amd MidFin Heallom e oo aoe—e hic Nemssider Al hadhnanain. el e
[[JNokazats Bcex noctaswymioe cryxB wnpposaHua
MoapobHee 0 33KPBITBIX KAKYEK
| oK | | OTMEHR | | MPMMEHNT B

PucyHok 150. Bbi6op noctaBwimka ciy>x6bl wund posaHusa

Ona coxpaHeHusa BblbpaHHbIX MapaMeTpOB HYXHO Ha)XaTb KHOMKY MpUMeHUTb 1 3aKkpbiTb popmy. B
Macrepe co3gaHua cepTudukata Haxmute [Hdanee, 4tobbl nepenTtm K cnegywwemy wary um BblbpaTtb
nosib30BaTend gOMeEHa.
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B hISEpHTE‘ NOoNbB30BaTENA

YroBel 3anpocnTe cEpTHgMKAT 0T MMEHK roroc None3CE3ATENA, BEEAWTE Ero QOPMAneHOE HMA UKW
3
omeHHoe umA. Hanpumep, ncnonesyiite dopmat "uma damununa”, "uma_nonszosatens’ wam
' v -
IIAOMEH\HMH one3oeatena”.

Mpexae Yyem 3anpallnBaTe CEPTUGUKAT NONE30BATENA, YEEANTECE, YTD YCTPONRCTED, HA KOTOPOM OH
AonzkeH BbiTe YCTAHOBAEH, NOKAKIYEHD,

MnMa nons3oBatens wauM NceegoHUmM:
TESTONtestuser | | Otsop...

HOAFIO&HEE 0 NoA34E 3IFABCK HA CEQTH d)I(H(ETbI OT WMEHK AW TAX none3oBaTenel

|3aﬂmca || 01Meua|

PucyHok 151. Bbi6op nonb3oBaTensd, AN KOTOPOro BbilyCKaeTcsa CMapT-KapTa

Ha>xXMuTe Ha KHOMKy 3aaBKa, YTo6bl Ha4YaTb GOpPMMPOBaHME KOHTENHEpPA M KoYa.

Jdanee BblbupaeTcs yCTPOUCTBO ANSA 3aMUCM Ha HocuTenb. CuuTbhiBaTENb AO/MKEH 6biThb NOAKIOUYEH K
KOMMbOTEPY, @ CMapT-kapTa onpepenarbcsa. B npouyecce pOpMMpPOBaHMSA KOHTelWHepa BbIBOAUTCA OKHO
Bbuonormnyeckoro ACH n 3anpawmnBaeTcsa naposib 471 HOBOrO KOHTENHepa.

B ananore Bbibopa Mapons HYXHO BBECTM MapoJsb ANS CO34aBaeMOro KoOHTelHepa. [na npaBuibHO I
paboTbl CO CMapT-KapTOWM Naposb ANS CO34aBaeMOro KOHTeMHepa N cMapT-KapTbl 4O/MKeH 6bITb OAHUM.

B pe3ynbTaTte BbiIBOAUTCA coobuweHne 06 ycneu.lHof/'l 3anncum KOHTEVIHepa Ha CMapT-KapTy.

PesynbTaTbl yCTaHOBKKM CEPTU(MKATOB

Cnegyrowme ceptudnkaTtsl BeUIM NOTYYEHEl W YCTAHOBAEHE! H3 A3HHOM KOMIBIITERE,

MonuTkka peructpawmu Active Directory

(%) Bxog co cMapT-KapToii W Cocrosnme: Yenewno MoagpoBHoomk ~
CnegytoLlne napaMeTpel ONPejenstoT X¥apakTep HCNoAE30EaHWA U CPOK 4eACTBNA AaHHOMD TUNa
cepTudmkara:

Mcnonesceanue kntova: Lndposan nognuce
Wndpoeanne knrodei

Monutien npumenenns: MNposepka NOAAMHHOCTH KIMEHTE
Bxoa co cmapT-kapTor

Cpok geficTenn (gHei): 365

MpocuoTpeTe cepTudurar

| Chnegytolwnii Nons3ceaTent || JakpbITe |

PucyHok 152. PesynbTar Bbinycka ceptucdpmkara
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Mocne Toro, kak KOHTEVIHep 3anuncbliBaeTcad Ha HOCUTENb, BXOoA4 C LOMEHHOM YHETHOVI 3anuncblo
NoNIb30BATENA MOXET OCYW ECTBNIATLCA C aBTOpVI3aLI,MEI71 Mo CMapT-KapTe.

testuser
TESTOtestuser

testuser
testuser@test loc
Cmapr-kapra

I'IHH—Ko,ﬂ,

7

PucyHok 153. ABTOpu3aums C NMOMOLLbIO CMapT-KapTbl Nosb30BaTeNnsl AOMeHa

[Ons aBTopM3aunm nonb3oBaTens AOMEHA K KOMMbIOTEPY, C KOTOPOro OCYyLeCTBASETCA BXOA B JOMEH,
HYXHO NOAKOYUTL CHUTbIBaTENb M BCTaBUTbL B HEMO CMapT -KapTy, 3aTEM U3 NapaMeTpoB BXoAa BblbpaTb 3HaYOK
«CmapT-kapta» u Beectun NMNH-koa.

6.5.1. TpeboBaHud K cepTuduKaTy AN BXoAa Nno cMapT-KapTe

e Touka pacnpoctpaHeHua CRL (raoe CRL - cnncok oT3biBa cepTUdUKaTa) 40/HKHA 6bITb 3aN0JIHEHA,
[OCTYMHa U HaXOAUTLCA B ONepaTMBHOM pexxume. Hanpumep:

[1]Touka pacnpocTpaHeHns CRL

MMa TOYKM pacnpocTpaHeHns:

MonHoe nms:
URL=http://serverl.name.com/CertEnroll/caname.crl

e lcnonb3oBaHue knoYa = Lindposas nognmco

e OcHOBHble orpaHuyeHuns [Tun TeMbl=KoOHEUYHbIN cy6beKT, OrpaHNUYEHNS ANMHbI NYTU=HET]
(Heobsa3aTenbHO)

e lcnonb3oBaHWE yNydLIEHHOrO K/lo4Ya =

MpoBepka NoAIMHHOCTU kKNneHTa (1.3.6.1.5.5.7.3.2)
(MpoBepka noannMHHocTK knneHTa (OID) TpebyeTcsa TONMbKO B Ciydasax, Koraa ceptudukaT
MCMoJb3yeTCs AN NMPOBEpPKM NOANIMHHOCT M NO npoTokony SSL.)

e Bxoa B cucrtemy c nomoubio cMapT-KapThl (1.3.6.1.4.1.311.20.2.2)

e [JononHutenbHoe nms cybbekTa = apyroe nmsa: OcHoBHoe nmsa nosb3oBatensa= (UPN). Hanpumep:
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OCHOBHOE MMA N0JIb30BaTeNsd = userl@name.com
UPN Apyroe umsa OID: "1.3.6.1.4.1.311.20.2.3"
UPN Apyroe nms 3HayeHue: OTo A0/kHA 6biTb ASN1-koampoBaHHasa ctpoka UTF8

] Tema = Paznnuatoweecs MmMs nosb3oBaTens. 3To noe ssnseTcs o6a3aTenbHbIM AONOSIHEHMNEM, HO
3anoJIHATb €ro Heobs3aTeNnbHO.

6.6. Hacmporika Active Directory v KOHTpoOJUiepa AoMeHa 4151 BXO4a Mo CMapT-KapTaM C
MOMOLLbO MPYMMOBOM MOSIUTUKM MPU UCTOSIb30BaHUM CTOPOHHErO LieHTpa ceptuduvKaumm

[ns npoBepKkn NOANMMHHOCTU C MOMOLW b0 cCMapT-kapThl B Active Directory Heo6xoammo, uTob6bl paboune
CTaHUuMM co cMapT-kapTamu, Active Directory n koHTponnepbl aoMeHoB Active Directory 6bininM npaBubHO
HacTpoeHbl. YT06bl BbINOHUTEL NPOBEPKY NOAJIMHHOCTM MOJb30BaTe el Ha OCHOBe CepTUMUNKATOB OT LLeHTpa
cepTudmKaumm, HyXXHo, 4yTob6bl NpunoxeHune Active Directory goBepsino aToMy U eHTpYy cepTudukaumm. U
pabouve cCTraHUWW CO CMapT-KapTaMu, U KOHTPOJNEPbl AOMEHOB AO/MKHbI 6biTb HAaCTpOEHbl C NMPaBU/IbHO
HaCTPOEHHbIMK cepTUdmKaTamu.

Mpwn nto6oi peannsaumm MH@ pacT pyKTypbl OTKpbITOro knto4va (PKI) Heo6xoamMmo, 4yTob6bl BCE YY4aCTHUKMU
[0BepsANnN KOPpHEBOMY LLEHTPY cepTUdUKaLNMN, K KOTOPOMY NPUBA3bIBAETCS BbIMYCKa o LWWI LeHTP cepTudmrKaLmu.
M KOHTponnepbl AOMEHOB, U paboune CTaHL UM CO CMapT-KapTaMn A0OBEPSIIOT 3TOMY KOPHEBOMY LLEHTPY.

Ons HacTpolikn Active Directory n kKoHTposiiepa AoMeHa HEO6X0AMMbI Cneayol e YCIoBUS:

° YT106bI BBINONMHUTb NMPOBEPKY MNOMAIMHHOCTM nMosib3oBaTenen B Active Directory, cTopoHHMe BbinyckatoLmne
LEeHTPbl cEpTUPUKALUM AOSDKHbI HAXOAUTbCA B XpaHunuwe NTAuth.

° YT06bl BbINOSIHATL MPOBEPKY MOAJIMHHOCTM MOJIb30BaTENIEN C MOMOL b CMApPT-KapT, KOHTpPOANepbl
AOMEHOB A0J/DKHbI 6bITb HACTPOEHbI C CEPTUPUKATOM KOHTpPOJIIEpa AOMEHA.

° Takke MOXXHO HacTpouTb Active Directory Tak, YTo6bl HE3aBUCMMbIE KOPHEBbBIE LLEHTPbI CEPTUDUKAL NN
pacnpoCTpaHANNCh B XpaHUANLLA AO0BEPEHHbIX KOPHEBBLIX LLEHTPOB Ce pTUDMKALMM BCEX UYSIEHOB AOMEHA C
MOMOLL b FPYNMOBON MOJIMTUKMN.

6.6.1. YKazsaHus no HaACTpomnKe

[Ons HacTpoWkn Heo6xoaMMO MMETb HE3ABUCUMbIV KOPHEBOW cepTuUdukaT B Koanposke Base64 X.509, a
Takxe cepTudumkaTbl Bbinyckatowmnx LIC.

6.6.1.1. [o6aBneHne HeE3aBMCUMOro KOPHEBOrO LieHTpa cepTtudukauum K

AOBEPEHHbIM KOPHEBbIM LLEeHTPaM B 06beKT rpyrnnoBoi MOJIMTUKKU cny>k6bl Active
Directory.

Hacrtpoiika rpynnosoi nonmtukm B foMeHe Windows Ansi pacnpocTpaHeHnsl He3aBUCUMbIX KOPHEBbIX
LEeHTPOB cepTUdUKALMM B XpaHuUIMLLA [AOBEPEHHbIX KOPHEBbIX LEHTPOB BCEX KOMMbHTEPOB JOMeHa
npoun3BoAUTCA CieAyoWw M 06pas3om:

1. OTKpoWTE B KOHCOIM MMC OCHACTKy YnpaBJieHUEe rpynrnoBOi MOJIUTUKOW.
2. Pa3BepHUTE B OTKPbIBLIENCS OCHACTKE 3/IEMEHTLI: YNpaBJieHUe rpynnoBoi MoJIMTUKONW - Jlec:

<ums1 goMeHa> -> [QoMeHbl. Ha COOTBETCTBYIOLEM A0OMEHE BbIOEPUTE B KOHTEKCTHOM MEH IO
N3MeHUTb.
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Maiin  Jleficteme  Bug  M3Bpanuoe

o= 2E X

OkHo

Cnpaeka

KoHconb1 - [KopeHe kKoHconW\YnpaeaeHne rpynnoeoid nonvtukoid\fec: testlocal\[loMeHel\test.local \Default ... \;‘i-

| KopeHe konconm
4 |3l Ynpasnenue rpynnosoii noantukoi
4 _ﬁﬂec:test.local
4 (55 Nometibl
4 F3 testlocal
=/ Default Domain Bolic

Default Domain Policy

OBracTe | Caepgtun I MapameTpb | [enervposanme

Ceasu

MokazaTe ceAsW B PECNONOAEHM. |t85t local ' |

N

MamenuTe

| WE CaATLI, AOMEHBI K1 noapasneEneHnAL

sef Mogenuposann
4 Pesynetatel rpy

¥aanute

- 2] Domain <
2] test MpuHyanTensHeIR HE:HFMTBH&
b jf OErbencn: CeAsb BKNIOYEHE
[ [ @uneTpy
: CoxpaHuTe OTHET...
[+ L5 Havaney
L@ Caiter Bug b

Hoeoe ckHo oTCH A3

HoewIi BMA NaHenw 3agadq...

3]

Mepenmerosate BT MPYMNOB0MA NONMTHIKK MPMMEHADTCA *
BATENEN W KOMMBIOTEDOE:

OBHoBuTE

Cnpaska

JDeicreua

Default Domain Policy

JononHUTENBHBIE AERCTENA

PucyHok 154. OcHacTka YnpaBJjieHue rpynrnoBo nosiuTUKoOu

OTKpoeTca OKHO Pepaktopa ynpasneHus rpynnosbiMU NOSIMTUKAMU

3. B peaakTtope ynpasneHus rpynnoBbiM1 NOMTUKAMK pa3BepHMTe KoHdUrypaumsa koMnbiotepa
- Nonuntukn > KoHdwurypauma Windows > MapameTtpbl 6e3onacHocTn > Monutuku
OTKPbITOro kJjitoya - [loBepeHHble KOPHEBble LIeHTPbl cepTudukaumm. B 3To XpaHunmue
UMNOPTUPYITE KOpHEBOW cepTudukaT LIC, OTKpPbIB YUepe3 KOHTEKCTHOE MeH0 MacTep nMnopTa
cepTUdMKaTOB M Cneays ykasaHusIM MacTepa.
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=) PefakTop ynpaeneHua rpynnoeLIMW NOAMTHKEMM == -
®aitn  [Jeictewe  Bug  Cnpaska
=% 2mE 8| d= H
'=[ NMonwtnka Default Domain Pelicy [DC1.TEST.LOC] ~ || Komyeoigan Kem Bblaan
4 & Kondurypauua koMnsraTepa Sl test-DC1-CA test-DC1-CA
4 [ MNoautuen

p [ Kondurypauma nporpamm
4 || Kondwrypauma Windows
[ MoAuTHKa paspeLleHna MMeH

CueHapun (3anyck/sasepLueHne)

i

b

Mapametpel BesonacHocTk

ZH MonuTvke yueTHBIx 3anuceil

i [lokansHele noauTkn

Sl KypHan coBemwii

& Tpynnel C OrpaHUYEHHBIM 4OCTYNOM

7 CuctemHele cnyskBel
5 Peectp
4 Qaiinosas cuctema
;T Manwtnkn npoecanoi cetk (IEEE 802.3)

VVVVVVVVVL&'[

_| Bpanamay=p Windows B pexrme noseiuenHoi GesonacHo
| MonwuTikn gucnerdyepa cnucka ceTed

-;‘Lf Monwtnen Gecnpoeoaroil cerw (IEEE 802.11)

4 || MNMoawtvkn oTKpbIToro Kako4a

=

| WudposanHan dafinosan cuctema (EFS)

| 3awmTa gaHHBX

| Wngposanue gucka BitLocker

| Ceprudwmkat ceTeeoii pazBnokupoEky 4nA WndpoBaHus
~| MapameTpbl BBTOMATHYECKOrD 3aNPOCa CEPTURMKATOB
| JloBepeHHEIE KOPHEBbIE LEHTPEI CEPTUgUKILIMK

| JloBEpNTENEHEIE OTHOLLEHNS B NPEANPHATIN

| TpoMexyTOUHBIE LEHTPEI CEPTUHMKILMI

| Manasmaim e s nsssn
< m > < 1] >

Kpanunuie JosepeHHble KOpHEEBIE LEHTPEI cepTudukaumn cogepxnt 1 cepTudmkar,

PucyHok 155. [lo6aBneHune ceptudpukata aosepeHHoro YL B rpynnosBble NOJNUTUKKN

6.6.1.2. [Ao6aBneHne CTOPOHHMX BbiMyCKaOWMUX LLEHTPOB cepTtudukaumm B
xpanunuuwie NTAuth cny»x6b1 Active Directory.

CepTudukaT BXOAa MO cMapT-KapTe A0/MKeH 6biTb BbiNylWeH LEHTPOM cepTudmKaymmn, HaxXo4AWMCs B
xpaHunmw e NTAuth. KopHeBble cepTudunkaTbl LeHTpoB cepTudukaunm Microsoft Enterprise CA aBToMaTnyecku
pobasnaTca B XpaHunauuwie NTAuth, a cepTudwunkaTbl CTOPOHHUX LEHTPOB cepTudwmkaumm Heobxoammo
MOMECTUTb B XpPaHUIMLWeE BPYYHYI WM C NMOMOLWbI yTunmTbl certutil, koTopas npucyTcTByeT B NocTaBke
Microsoft Windows.

Xpanummuwe NTAuth pgns Bcero neca HaxoAUTCA B KOHTeWMHepe KoHdurypauun. [lNpumepHoe
pacnonoxeHue:

LDAP://serverl.name.com/CN=NTAuthCertificates,CN=Public Key Services,CN=Services,
CN=Configuration,DC=name,DC=com
Mo yMONYaHMUIo 3TO XpaHUAULLLE CO3AAETCA NMPU YCTAHOBKE LLeHTpa cepTudmnkaumm Microsoft Enterprise.

Ona Toro, 4ytobbl NnoMecTnTb cepTudukaTt B xpaHunmuwe NTAuth c nomowbio certutil coxpaHuTe ero B
dann 1 BbINONHUTE CNEeAYIOLW YO KOMaHAY:

> certutil -dspublish -f <filename> NTAuthCA
3pecb <filename> - uma darina c ceptudmkaTom.
NMocne nomeweHns cepTUdUKATOB HE3aBUCMMOIOo LeHTpa cepTudukaumm B xpaHuamuwe NTAuth

rpynnosasl NMoMTUKa Ha 6as3e goMeHa pa3MellaeT pasgen peecrpa (oTnedyaTok cepTudmkaTa) Ha Bcex
KOMMblOTEPAX AOMEHA B CieAylOLlLeM pa3gene:

HKEY_LOCAL_MACHINE\Software\Microsoft\EnterpriseCertificates\NTAuth\Certificates

O6HoBNeHMe Ha paboumx CTaHUMSAX NMPOUCXOAWUT KaXAble BOCEMb 4YacoB (CTaHAAPTHLIA MHTepBan
rpynnoBon nosimMTukn). MNpu Heob6XoAMMOCTM MOXHO MNPUHYAUTESIbHO MPUMEHWUTb FPYNMNOBYH MOJIUTUKY C
noMoL b0 KOMaHAblI HA cepBepe gpupdate /force

6.6.1.3. 3anpoc 1 yCTaHOBKA cepTudmkaTta KOHTPONJIEPOB AOMeHa Ha KOoHTponsiep(bl)
AOMeHa.
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Ka»Abli1 KOHTPOJINEP AOMEHA, BbINOJIHA LI NPOBEPKY NOAJIMHHOCT M NOJIb30BaTesNein Mo cMapT -KapTaM,
[O/MKEH UMeTb cepTUdMKAT KOHTPOINepa AoMeHa. [Mpu yCTaHOBKe LieHTpa cepTudukaumm Microsoft Enterprise B
nec cnyx6bl Active Directory Bce KOHTpOEpbl JOMEHA OTMEYaloTCA B cepTUdMKATE KOHTPOINEPOB AOMEHA
aBToMaTnyeckn. ®opmat cepTudmKaTa AOMHKEH OTBeYaTb TpeboBaHUAM K cepTUdUKATY KOHTpOJNepa AOMEHaA.

Moapo6bHO 3ampoc M ycTaHOBKA cepTudukaTa paccMaTpuBaeTcs B pasgenie Bbinyck cepTudukaTa
KOHTpoOJiNepa AoMeHa.

6.6.2. Bxopa B gpoMeH no Y2K
B KpunTtolpo Winlogon peann3oBaHa BO3MOXHOCTb MCMOb30BaHMa YOK ans asTopumsaumnn B AoMeHe. Ans
TOro, YtTobbl HACTPOUTbL 3TY PYHKL NI, HYXXHO BbINOJIHUTL Ha cepBepe AD cneayruime AeCTBUS:
1. BknounTb B HAaCTpoMKax rpynnoBoin nonntukm AD napameTp, paspelwatwmin npm exoae soibop 13
cepTndurKaToB, COAEPXALLNX NIEKTPOHHYIO MOANMUCH.

MNapameTp PaspewnTtb KJ1IOUM NOANMUCEN AN BXOAA BKIIOYAETCA B peaKTope rpynnoBbIX NOAUTUK
(gpedit.msc) Ha KOHTpOJ/lepe  AOMeHa B  y3ne KoHdurypaumsa kKomnblotepa —
AaMUMHUCTpaTMBHbIE WabnoHbl — KoMnoHeHTbl Windows — Cmapr-kapra.

a8 PenakTop ynpasAeHWs rpyNNoBbIMM MOAMTHKAMIA = | =] -
@aiin  Jeiictene  Bug  Cnpaeka
e« 2@ BE T
3 "
Menwtnka Default Domain Controllers Pc ~
= - CmapT-kapTa
4 i KoHdurypauna komnetoTepa .
. o PaspewmTs KNtOUM NOANKCER 4R CocToaHue CocTosHue KommenTapy
- BXOA3. |i=] Paspewwnte ceptudukatel Ges arpubyta cepTudinkata paciuMperHD. .. He zagana Her
I [ Kondmrypaumus nporpamm -
. . lNoKa3kiBaTe 3KpaH BCTROEHHEA PasbnoKMpoEKM NpK Bxo4e He 3agana Her
p [ Kengurypauns Windows g || VismenwTe napamerp nonuTiku PaspelunTe KIKO4UN NOANKCER ANA BXDA3 BrnroueHa Her
4 || AgMuHWCcTpaTWEHBIE Wiabnone — P .
4 [ Komnonentel Windows TpeGosarua: Paspewinte cepTudukatel ¢ MCTEKLLINM CROKOM AERCTENS. He zagana Her
b Internet Explorer He nike Windows Vista Brarounte pacnpocTpanenne cepTudHKaTOR CO CMaPT-KapThl He 3apana Her
| NetMeeting HacTpouTe o4ncTiy KopHesoro cepTudukara He 3agana Her
- Onmcanne:
i ! BKAHOUNTE pACNPOCTPAHEHKME KOPHEBOMO CEPTUMKATE CO CMAPT-K... He zapana Her
- Password Synchronizat 10T napamerp nossonAer pacnpocTp P pTud! P A
| RSS-kaHank! PaspeLLINTE NP EXOAE NEPEMMCAEHIE 3anpetute sosepawtenme TekcToselx PIN-kog08 gncneruepom yuer.. He zagana Her
| Server for NIS CEPTMMKATOB, 0CHOBAHHbIX HA PaspewnTe ncnonesceanne ceptndmkatos ECC anA sxoga u npose.. He 3agana Her
| SkyDrive KHOHax NOANWCEM. OtdunLTpoELIEATE AYBANKATEI CEPTMNKATOE BX0AR He zagana Her
| Windows Media Center MpHHYAUTENBHO CHNTEIBATE CO CMAPT-KaPTEl BCE CEPTUHNKETEI He zagana Her
B ECn 3TOT NapamMeTp BKNKOYEH, TO Ha
- Windows Messenger 3KpaHe BxoAa ByayT nepe ncnensl MokasbieaTe cTpoKy Npy BAOKMPOBKE CMAPT-KapTel He 3apana Her
| Windows PowerShell BCE AOCTYMHBIE 4NA CMAPT-KapTel M3meHnTE xpaHaLLeech B cepTUdKkaTe MMA CyBrekTa He zagana Her
| Workplace Join CEPTUGUKETLI TONBKO C KTHOHOM BrArouNTE cyxBy CaMOHACTPaMBAFOLLMXCA YCTPORCTE ANA CMapT-... He 3apaHa Her
5 AeATMCH. . . .
- Ananins crabunkHocT ¥eegomnate of ycnewHod ycTaHoBKE Apaiieepa cmapT-KapT He sagana Her
- Buometpua ECn 3T0T NapameTp OTKIKOHEH WiW PaspelunTe NoACKasKy MMEHN NOML30BATENA He 3agana Her
- Berpoennas cnpaeka HE 334aH, TO HUK3KNE 40CTYNHBIE
| Tapxete pabouero ctc CEpTNMKATEI ANA CMEPT-KapT,
I | Jdncneruep okoh pabot OCHOBAHHBIE HA K/IMIHEK NOANKMCER,
| JoBasneHue komnoHel He ByayT nepedmcneHtl Ha 3Kpake
. 8X04a.
| Jomawnas rpynna
| 3awwmTa gocTyna K ceTk
B 3auwTHne Windows
| 3eykozanmce
. . “ < m >
IArrnnma thaidnor
< m > \Pa(LunpeHHblﬁ /(CTaH,u,apTHb\ﬁ

PucyHok 156. Pa3pelwieHue BXxoaa B AOMEH MO KJ/O4YaM noanucen

2. Ob6ecneunTb AOBEpPUE KO BCEN LLeNOYKe CepTUHUKATOB Ha CEPBEPE U PaCnpPOCTPaHNTb €ro C MOMOLL b
rpynnoBou nonntukm (cMm. n.n. 6.6.1.1 n 6.6.1.2)
3. O6ecneunTb A4OCTYN K cnucky oT3biBa ceptudumkatos (CRL).

Ha UC, Bbinyckatowem ceptudunkat ang YK gomkeH 6biTb ncnosb3oBaH wabnoH ¢c uMeHeM «Bxoa co
CMapT-KapToW». Beinyck ceptudmnkata nogpobHo onucaH B n.n. 6.2 1 6.5.
Ha kineHTCcKkoM MalwnHe Heob6XxoANMO:
1. YcraHosButb CK3UN KpunTtollpo Y3K CSP.
2. O6ecneuunTtb B3ammogencrene c CV-cepsmucom no 443 nopTy.
Ons npoBepkn gocrtynHoctu CV-cepBuca oTkponTe yTunmty Hactponkm Y3K (Myck = MporpamMmbl =
Kpuntolpo = UEC tool), BBeauTe aapec cepBepa, Ha KOTOPOM PacrnoJsiIoXXeH CEPBUC, HAaXX MUTE KHOMKY «TecT».
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Hactpoiikm ¥3K 2

Cepeep
|cvservice.uecard.ru | . |443 | | Tecr |

[] Wcnonsbsosats aicremsi npokom-cepsep

Dan

Cozaate 3an|

Onepauws 3aseplueHa .:l
EAETE

YCTaHOBUTE
TecTMpOBaHKUE YCNELWHD 33BEPLUEHD FLENE

XpaHunue ayTed

) CapT+a

MNpoealinep

CHMTRIBATENE

PaboTa c MMH

MpeatABMTE Koa pastnokuposki MAH (KPT)

PaboTa C KapToi

YASMMTE Y TEHTHOMKILMOHHYID MHDOPMALAID

| COpomMTE HACTPOMKM | |CoxpaHMTb HACTPOIKM | 3aKpLEITE

PucyHok 157. NpoBepka aoctynHoctn CV-cepBuca

3. YepesnaHenb ynpasneHuns CK3U Kpuntolpo YOK CSP HYy>XHO yKa3aTb B CBOMCTBaX HOCUTENS, UTO OH

3aperucrtpuposaH B Smartcard Winlogon.

Ons aToro oTkpolite naHenb ynpasneHus (Myck = Mporpammbl = Kpunrtolpo = Kpunrtolpo Y3K
CSP), Ha Bklagke O6opyaoBaHMe HaxMuTe «HacTpouTb TUNbI HOCUTEseN...» BbibepuTe 13 npenoxeHHOro
Crncka TUN HocuTens, COOTBETCTBYOLWMN ncnonbdyemMon YK n oTKponTe CBOWCTBa HocuTensd. Ha Bknaake
CBOMCTBaA KapTbl A0/KeH 6bITb NMpocTaBneH Gnaxok «3aperncTpupoBaH B smartcard winlogon».

106



XKTAN.00087-03 92 01. Kpuntollpo CSP. VHCTpyKUMS NO UCMONb30BaHUIO

e Kpuntolpo ¥3K CSP £
ANropUTHE I BesonacHoCTE I Winlogon I Hacrpoiin TLS
Ofwme | OfopyaosaHme | Cepsuc I JononHUTensHo
CUMTRIBETENN 3EKPEITEIX KNOYER

Mg
a 33 "5} YI'IpEIB.'IE.‘HIf'IE‘ KNHYEEBBIMKM HOCMTENAMM £

KnioueBsIe HocUTeNK |

HaTuukn cny

i
oo :l:’
Hioio Nng

gy

T, |

veca =]
8 -

- CBoMCTEa KapTel

ATR.

| 3670130000806400000000730000008100 |

Macka:

| FFFOFFFFO0FFFFO0000000FF000000FF00 |
MpunoskeHre: | 0BO1 |

( 3aperucTpMposaH & smartcard winlogon ]

| HacTpoiika ¥3K |

OK | | OTMEHE

PucyHok 158. HacTpoiika napaMeTpoB KJ/1lOUEBOro Hocutens
Ecm dnaxok He npocraBneH, TO HYXHO yAaauTb KIOYeBOW HOCMTenb B (OopMe YnpasneHue
KJ1l0MEeBbIMWU HOCUTENSAMM, 106aBUTbL €ro 3aHOBO M NPOCTaBUTb 3TOT NapamMeTp nNpu gobasBneHuu.

4. TloAkMNYUYUTb K KOMNbIOTEPY MNOJb30BaTENId CYUTbIBATENb CMapT-KapT, COOTBeTCI'By}OLIJ,VIﬁ

cneundukauum ana gocryna Kk cmaprt-kaptam PC/SC (npu Heo6XxoAMMOCTWM YCTAaHOBUTb ApanBep
CUMTbIBATENS BPYUHYIO).

Mocne BkNOUYEHUS BCEX Bbillenepe4vyncreHHbIX HaACTpoOeEK HY>XHO y6e,EI,I/ITbC9|, 4YTO rpynnoBasd nojJnTuUKa
NMpUMEHEHa K KJIMEHTCKUM YYETHbIM 3aNCAM U KOMNbKOTEPAM, M aBTOPN30BaTbCA B AOMEHE C MOMOLL bIO Y2K.
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7.

Ncrnonb3oeanme Kpurmmollpo CSP npu paboTte ¢ noytoBbIM KveHToM The Bat!

[na Toro, 4Tobbl MCNONB30BaTb 3aLWUTY NEPENUCKN Yepe3 3IEKTPOHHYIO MOYTY MO CTaHA4apTy NpoTOKoaa
S/MIME B noudtoBoM knneHTe The Bat! C ucnonb3oBaHueMm [OCT-anropuTtMoB nNpu WKUdpoBaHUM W
NOANUCbIBAHUN COOBLLEHNA HYXHO BbIMOMHUTL PS4 HAaCTpoOeK.

1. ykasaTb napameTpbl SIMIME B HacTpolikax MOYTOBOrO KJIMEHTA

2. HACTPOUTH MOYTOBLIN SIIIVK,

3. oOMEHATHhCA cepTUdUKaTaMH ¢ JPYTUMH YIACTHUKAMHU TICPETIMCKH W TIOMECTHTh HX B XPaHWIMINA

cepTudrKaToB.

[TpenBapuTenbpHO Ha KOMITBIOTEP € MTOJIb30BaTENs TODKHO ObITh ycranoBieHo CK3U Kpwumnrollpo CSP.

7.1. Hactpoinka napametpos S/MIME nou4TOBOrO KAMEHTA

1. BrnasHom meHio The Bat! Bbibepute Ceoictea—S/MIME u TLS...
2. BokHe MapameTtpbl SIMIME u TLS ykaxure ciieayromme HaCTPOHKH:

B 6n10Ke Peanusauua S/MIME u ceptudumkatbl TLS Bbibepute Microsoft CryptoAPI;

¢dnar Becerga wnppoBaTb OTNPABUTENIO CTAaBUTCA, €CIN HEOBXOAMMO, YTOOLI MCXOAALLAA NOYTa
WwndpoBanacb C NOMOLLbIO cepTUdUMKaTa NoNyYaTeNs B Cyvae, eC/in Takol ce pTUPUKAT ecTb;
KpuntonpoBaiigep — BbibepuTe U3 BbINaSatOLLENO CMIMCKA NOCTABLUMKA CNYXKO WindpoBaHusa;
¢dnar Hukoraga He UCNONBL30BaTb A4 PYrMX KPUNTONPOBAUAEPOB CTAaBUTCA, €CIN AAHHBIN NOYTOBLINM
KJWEHT He NAaHMpPyeTcA UCNONb30BaTb C APYIMMM NOCTABLUMKAMM CNYHKO WndpoBaHus;
Anroputm WwWnppoBaHUA — YKA3bIBAETCS aNTOPUTM LINPPOBAHMA, COOTBETCTBYHOLLNIM BbIOpaHHOMY
Kpuntonposanaepy;

X3LWW-anroputm NOANUCU — YKa3bIBAETCA X3LWL-aNATOPUTM NOAMNUCH;

MomHuTb cBA3M e-mail agpecos c cepTudurKaTamm 4aa NOANUCK CTaBUTCA 4/15 aBTOMATUYECKOTO
BblbOpa cepTMdMKaTOB;

MomHuTb cBA3M e-mail appecos ¢ cepTuduKatamm p[na wudpoBaHUA CTaBUTCA ONA
aBTOMaTU4eCcKoro Bbibopa cepTUPMKATOB.

e NapameTpel S/MIME u TLS

Peanwzauma S/MIME w cepTudukatel TLS
() BHyTpeHH=s

(@) Microsoft CryptoaPl

Beerga W poEaTe OTNRABHTENK
Kpuntonpoeaigep
Crypto-Pro GOST R 34,10-2001 Cryptographic Service Provider W

HwKorga He MCNOAL30BATE APYTMX KPUMNTONPOBaMAED 06
ANropUTM WG poBaHKA

GOST 28147-89 w

Xew-anropuTM Nagnmcm
GOSTR 34.11-84 W

MNoMHWTE CBAZK 2-mail 3apecoE ¢ CepTHgMEATAMK ANA NOZNHCK

MNOMHWTE CEAZK &-mail 34pecoE ¢ CepTHdMEATAMMK ANA WHGPOEAHWA

OTmeHa Cnpaeka

PucyHok 159. HacTtpoiika napamerpos S/MIME u TLS

3. CoxpaHuTe HaCTPOMKM, HaxKaB KHoMKy OK.
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7.2. Hactpomka no4yTtoBOro filuKa
1. [ns M3aMeHeHMA NapameTPOoB NOYTOBOrO fALMKA BblAe/INTE NOYTOBbIN ALWMK U B r1aBHOM MeHio The Bat!
Bblbe puTe AWwmK — CBOICTBA NOYTOBOrO ALWMKA...
2. B okHe CBoiicTBa NOYTOBOrO AWMKA BbibepuTe pasaen NMapameTpbl. B 610Ke «Pegakrop nucem» f40NKHO

6bITb 0oTMeueHO ¢dnakkom none AsTo-S/MIME. Takske MOMKHO BKAOUMUTL onuuu Mognucatb nepeg,
oTnpaskoi 1 3awmndpoBaTb Nepen OTNPaABKOM.

sl CBOMCTBA NOUTOBOIO AWMKa - TEST
@ OBWwwWe ceegeHna
J& TpaHcnopT MpoEepKa NOYTOEOrO ALMEKA
= -
- = ¥npasneque nouToi [] Nposepate npw sanycke The Bat!
~[*E] NapameTpel , 7 [ ——
E [ [[Inposepate c uxTepeanom & - =2 ¥
4 -{'__:| LHaBnoHw 2 = cex
ﬂ HoEoe NUceMa MoMeyaTe NUCEMO KK NPOYWT, NPW NOKase B TeY, X
; @ OTBET [ Nomeyats nueemo kak NpoNUTAHHOE NPU OTKPEITMKM B 0TASALHOM OKHE
1} Mepecoinka MomeyaTe 0TEEYEHHOR NWCEMO KaK NPOYMTAHHOE AETOMATHYECKK
1:@« MoATEEpHASHWE NpOL
{5 Coxpanenne & daiin [] PacmpenHoe xypHanuposarue
1} BEICTPEIA OTEET MakcMManeHeIA pasmep Gaina #ypHana pasoTel 20 & | KeBaiiT
@ Aesnznl
o] SameTrm [ WrnopupoeaTs KomMaHay NpoEepkn BCeX ALMKOE
[ Pazpewmtes oTnpasky/nonyyeHne nouTe s BE0Aa Napona
|:| OYMWATE KOP3KHY NpK Beixode u3s The Bat!
|:| (KaTe BCE NankW Npw Beixoge w3 The Bat!
PeaakTop nuceM
|:| MogTeepx#aaTe HEMELNEHHYO OTNRAEKY DABT:J - OJpenPGP
[¥] Noanweate nepes oTnpaskoii [+] AgTo - S/MIME
3awndpoEaTE NEPES OTNPABKOM
[[] Noareepxaate HezawndposarHyw oTNRABKY
£ >

PucyHok 160. PegakTMpoBaHMe CBOMWCTB MOYTOBOro siLiMKa

3. CoxpaHuTe HaCTPOMKM, HaxKaB KHOMKy OK.

|..| Npumeuanne. B moutoBom kimreHTe The Bat! BO3MOKHO HAacTpOHWTH TOJIBKO OJWH IOYTOBBIN
—— AWK, pabOTAIONMI ¢ 3JIEKTPOHHON MOAMUCHIO U I (POBAHUEM ITHCEM.

7.3. O6MeH cepmiduKaTamu

Ons Toro, 4yTobbl NoANMCbIBaTL MUCbMa U WM POBATL UX B aApec NosydaTens Nnpy oTnpasBke C NOMOLL b0
NMOYTOBOTO KIIMEHTA, B XpaHUIULLax ce pTUDNKATOB KOMMbIOTEPA AO/DKHbI HAX0AUTbLCA cepTUDUKAT OTNpaBuUTens
C KIOYOM M cepTudukaTbl nonyyaTenen. CepTtudukat OTANPaBUTENA C KJIIOUOM TakXe MOXET XpPaHUTbCSA Ha
CbeMHOM HocuTerne (cMapT-kapTe, USB-TOKEHE U TA.), KOTOPbIA A0/MKEH 6bITb MOAKIOYEH K KOMNbIOTEPY NpU
paboTe cMouTOM, OH COAEPXKUT cBeAeHUS 06 3NeKTPOHHOM aapece, Ans paboTbl C KOTOPbIM OH 6bl1 BbiNYLLEH.

Mpn Hannuum cepTudmkatTa C KIOYOM MOJSb30BaTeslb MOXET MOANWUCLIBATbL MUCbMa 3JIEKTPOHHOM
NOAMUCLIO, HO ANSI TOro, YTOb6bI 3aWwndpoBaTb coobWw eHNne, Heo6XoAMMO, UTO6bI B XpaHumLe cepTu ukaToB
HaxoAuncsa cepTudurkaT nosydyaTens, Coaepxalmnuin OTKPbITbIA K/OY.

CaMbii NpocToli cnocob yCTaHOBUTb CepTUDMKAT B HYXKHOE XpaHuavwe — nojyymTb NMUCbMO, KOTOpoOe
COAEPXUT 3N1EKTPOHHYO NOAMNUCL U 06aBUTb OTNpaBUTENs B aAPECHYIO KHUTY.

1. MMpu npocMmoTpe NMCbMa HYXHO HaXKaTb KHOMKy MpocmoTpeTb AeCTBUTENbHYIO NOANUCH.

01: TECT2 <testuser 1997 @mail.ru=
KomMy: WMeaH MNeTpos <testuser 1996@mail.ru= @H
Tema: TecToEOE MMCEMO m —
Mpocmotpets JEVCTBUTENBHYHD nognuc |

e

SopascTeyiTe, HEaH.

PucyHok 161. ®yHkumua npocmorpa noanucu B The Bat!
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2. B OKHe npoBepKu noanucu HaxkmuTe MpocmoTpeTb CBOMCTBa cepTUdUKaTa.

BezonacHocte Windows

[elcTeMTENbHAA NOANUCE
¥ 3TOro NUCEMa 4EACTEMTENEHEA NOLNWCE,

Metp MeaHos
lzpatene: Test Center CRYPTO-PRO

Jevicteutened o 03.04.2014 no
04.10.2014

[MNpocMoTpETh CBORCTED
ceptndmkata

OTmeHa

PucyHok 162. ®opma npocMoTpa NoAnucu

3. B oKHe npocmoTpa cBOMCTB cepTUdMKaTa HaxkMmUTe YCTAHOBUTb cepTUDMUKAT.

R Certificate Details

Obwwe | Cocras | MyTe ceprrdmcalym

g Ceepennn o ceprndmrare

310t ceprndmKaT NnpegHasHavaeTca OQna:
* SawmwEeT coobLLEHMA INEKTPOHHON NoYTEI

Komy enigan: MeTp HMeaHos

Kem Boigan: Test Center CRYPTO-PRO

Aeicrenrenen ¢ 03,04, 2014 mo 04, 10, 2014

YCTEHOBMTE CEPTMRMKAT.. .

PucyHok 163. ®opma npocMmoTpa ceptudmkara

4. B OTKpbIBLIEMCA MacTepe MMMNopTa cepTUdUKaTOB BbibepuTe XxpaHunuile TeKyLlero nosb3oBaTena u

HaxXmute Oanee.
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£+ Macrep umnopTa cepTUdKWKATOB

Mactep nmnopta ceptndnKaTos

ITOT MACTEP MOMOrEET KOMMPOBATE CENTMMMKETLI, CNIMCKM AOBEPWA W CTMCKM OT3bIBa
CEpTHMKSTOE C NOKaNEHOro AWCKE B XPaHWIMWLE CEpTHEMKaTOE,

CepTUHKET, BEIAGHHEIN LEHTPOM CepTHgMKALMM, ABNASTCA NOATESPHAEHUEN BalSH
AMHHOCTH W COAEHMT MHDOPMELWIO, HEOBXDAMMYIO ANA SEWMTEI AAHHEIX MK
YCTEHOBNEHWA 3ALUMILEHHBIX CETEBLIX NOLKMAKKHEHMA, XPEHMIMILE CEPTHDMKETOS —
370 0BNacTs CMCTEMBI, NPeAHA3HaHEHHAR ANA ¥PaHEHWA CepTUDUKAT OB,

PacnonoseHue XpaHUnuILE
§ TeKyIWMA NoNb30EaTEN:

() NMoK&ENEHEIR KoMMBKOTER

[lna MpoAomHEHUA HEXMUTE KHonky "Lanee”,

lanee OTtmeHa

PucyHok 164. Bbi60op pacnonioXXeHuss XpaHwiuviwia npu uMnopre ceprtudmkara

5. Hacnepylowem ware Bpy4Hyto BbibepuTe xpaHunuuie Apyrue nonb3osartenm v Haxkmute fanee.

(€) # Macrep umnopra cepTudnkatos

Xpanwnme ceprwduKaToR

KPEHUMNLLE CEPTMBMKETOE - 3T0 CUCTEMHEIE 0GNACTH, B KOTOPEIX
KPEHATCA CEPTMBMKATEL

Windows aETOMETUYECKM BEIDEPET XPAHWIMILE, MMM Bol MOMETE YKA3aTh
PaoNoHeHHE CEPTHBMKATE BPYHHYIO.

) ABTOMETHHECKH BRIDPaTE XPaHWIMLLE HA OCHOBE THNA CEpTUdMKETA

(®) MoMecTUTE BCe CepTUAMKETEI B CNEAYIOWEE XPaHMIMLLE
KPEHANMILE CEpTMDMKATOE:

Obzop...

Bribop xpaHuaniia ceptudmkata

BrifepuTe XpaHunMLLE cepTUdMKETOB, KOTOPOE Bkl
XOTMTE WCNIONB30BaTE.

| CTOpOHHWE KOPHEBKIE LIEHTPEI CEOTAGM A
| OoBepeHHEIE NMUa

| MocTaBwMkM CEpTUUKATOE NPOBEDKA |

:

| MSIEHistoryJournal

= L
NARFPARHHRIE KNNHRRRIS FENTAMKEATR ¢

< >

lanee Crmena

[INoxasaTe dusMHeakie XpaHAMILE

PucyHok 165. Bbi6bop xpaHunuwa npu mMnopre ceprtudukata
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6. Mo 3aBepweHun paboTbl macTepa Hakmute [FoTOBO. [MosABMTCA coobleHNe 06 ycrnewHom
BbINONIHEHUM MMMNOPTA.

Mocne 3Toro B ajpec Bnagenbua cepTuduUKaTa MOXHO OTMNpPaBAATb 3awudpoBaHHblE MNUCbMa,
BOCMO/Ib30BaBLINCb KHOMKOW 3awundpoBaTbh nepen oTrnpaBKOW B OKHE peakTUpOBaHMs N1MCbMa .

£ PepaktvpoeaHue nKceMa -> MNetp MeaHos <testuser1997@mail.ru= = B
Mucemo  TMpaeka Mowck @opmat  WHcorpymentel  Opdorpadwa Kpwntorpadms w GesonacHocTe CeoiicTea
S-S & sl SRl (B TN el

Kay: MNeTp MBaHos <testuser 1997 @mail.ru= " | IE:I

Karaa:

Tema: Re: TecToB0e NHCbMO

SnpascTeyiiTe, IIeTp.
PMCYHOK 166. ¢YHKL|VISI LIJVI(prBaHMﬂ B (bopMe peAaKTMpoBaHUA NMUCbMa

Mpu 3TOM Nepen oTNpaBKoON NpeanaraeTca cHavana Bblbpatb cepTudUKaT AN wndpoBaHMsa nucbMa (ero
MO>XHO BblI6paTb U3 CMMCKA AOCTYMNHbIX UM OH BbiIbMpaeTcs aBTOMaTM4YeCKn, NoO e -Meisly noJslydyaTtessa nuceMa), a
NOTOM BBECTM Napob AN KOHTenHepa NMnYHoro ceptudurkaTa, C NOMOLW b0 KOTOporo 6yaeT nognMcaHoO NUCbMO,
ecnun Bbl ykazanu MognucaTb nepen OoTNpPaBKOW.
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8. WUcnonb3osaHve Kpurmmollpo CSP npu paboTe ¢ noytoBbiM KneHToM Outlook 2013

Wcnonb3oBaHne cpeacrtes kpuntorpaduyeckoh 3awmtbl B Outlook 2013 BO MHOrom coBnajaeT C
ucnonb3oBaHuem B Outlook paHHUX Bepcuii.

8.1. KoHdbwurypaumsa Outlook 2013

Bbibepute nyHkT MapameTtpbl (Options) meHio ®dain (File).

©

— CeeseHndA 06 y4eTHOM 3anmcy

OTkphITh U
3KCNOPTHPOBaTE c/" -
U) Microsoft Exchange

CoxpaHWTb Kak

& [oBaenTe yueTHyo sanucs

F‘ MapameTpbl Y4eTHOMN 3aMnch U COLIMANbHbIX
afr ceTeit

WMsmennTe NnapamMeTpel 4NA 3TOR yHETHOR
3aNMCK WK YETAHOBKUTE BoNbLUE COSIMHEHNI.

HacTpoiika y4eTHbIx
sanucei *

Meuats

Joctyn k 3T0i y4eTHOI 3annck Ha Beb-

caiTe,
YuerHan zanuce

Office

HD,\’J,KJ'IHJHEHME K COUWManeHBIM CETAM.

MapameTphbi
ABTOOTBETHI (HET Ha paboTe)

Beag « WenonesyiiTe aBTOOTEETEI ANA YEELOMAEHHMA APYTX NONL30BATENER O
TOM, YTO Bkl OTCYTCTBYETE HA paboyem MECTE, HaKOAMTECE B OTIYCKE

ABTOOTEETEI "
WK HE MMEETE BOIMOMHOCTI OTBEYETE HA COOBLLEHNA 3NEKTPOHHOIR
noyTsl,

= OuncTKa NOYTOBOrO ALLWKa

=4 ¥Ynpaenaiite pasmepom NOYTOBOMD ALLMKE, MCNOAL3YA OHUCTKY Nanku
Cpeactea "YpanenHeie" u apxueaumnio,
OYNCTKN ~ i |

CeobogHo: 24,3 MBaiit, keota: 24,4 [BaiiT
a HpaBMﬂa W onoselweHnAa
=1 Wcnonesyiite npasnna u oNoBELLIEHUA ANA OPraHnZaLMK BXOAALLINK
¥Ynpaenenwe npasuaamm co0BLLEHMIA 3NEKTPOHHON NOYTEl M NOAYYeHnA 0BHOBNEHII Npw
¥ ONOEELEHNANMM A0G3BNEHNK, UMEHEHWUN WIW YARNEHUN FNEMEHTOB,

PucyHok 167. MeHio ®aiin Outlook

B oTkpbiBleMCA OKkHe BblbepuTe B 3aknagke LleHTp ynpaBneHusa 6e3onacHocTbio (Trust Center)
nyHkT MapameTtpbl LleHTpa ynpaBneHnus 6e3onacHocTtbio (Trust Center Settings).
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06wme @ O6ecneyeHue Ge30NacHOCTH AOKYMEHTOB, a Taloke 3aluTel U paboTocnocobHocTi

KOMMbHOTEPA
Mouta

3

Kanenaapb uy $ can

TMogn Kopnopauua MaiikpocodT 3a6oTutca o Balueit koHduaeHumansHocTh. Hrobel nonyunte
ACNONHUTENBHBIE CBEAEHNA O ToM, kak Microsoft Outlook nomoraer coxpanute

3apaun KOHOWAEHUNANBHOCTE, CM. 3a8BNIEHNE O KOHDWAEHUMANBHOCTH,

Mounck 3asenenue o kondugenunansHoctn Microsoft Qutlook

Azbik 3asenerne o koHdugesunansHoctu Office.com

ﬂgorgamma YAYHLWEHNA K34ECTE3 NPOrpamMmMHOro obecneuenuns

3asenenune o KonduaeHumansHocTH ansa cpeacrea "OTnpasuTe yabibky” ans otseieos o Microsoft
Hactpouts nexty Office

[JononHutensHo

Manens BeicTporo gocTyna
besonackoctb u apyrue ceefienun

Haacrpoiikn 2
JlononHuTeNsHbIE CBEAEHMS O 33LLIMTE KOHGUAEHLNANEHOCTI U BE3ONACHOCTY NPUBEAEHDI Ha CaiiTe
Office.com.

COBQBHME S3LUMLLIEHHBIX MHQOEMEHMOHHMX CUCTEM
LlenTp ynpasnenmns 6esonachocreio Microsoft Outlook

LlenTp ynpaenenus BesonacHocTeto
COAEPKUT NapameTpbl BesonacHocTh n
KOHGUAEHUMANBHOCTH, 3TH NapamMeTpbl
nomoratoT oBecneynts GesonacHocTE [apameTpbi UeHTpa ynpasaeHna 6esonacHoCTbIO... ‘
KoMnbroTepa. MsmeHaTs ux He

PEeKOMEHAYETCA.

PucyHok 168. LleHTp ynpaBneHusa 6esonacHocTbio Outlook

BbibepuTe 3aknaaky 3awura aneKTpoHHon noutbl (E-mail Security).

Hagewreie nzgatenn
Indpoeannan 3nekTpoHHan noura

Mapamerpel KoHGUAEHUMANEHOCTH
WwndpoeaTe COAEPHKNMOE N BADKEHNA WCXOAALLMK CooBLLEHNE
3aLMTa INEKTPOHHOR NOYTBI
Ao6aenaTe undpPOEYH NOANMCE K MCXOAALLIMM COOBLLEHNAM
OBpatoTka BNOKEHNI OtnpaenaTe NognUcarHele cooBLLEHNA OTKPEITEIM TEKCTOM

ABTOMaTWUECKaR 3arpyska 3anpawweate yseaomnenne 5/MIME ana cex nognucanHbx coofyennii 5 MIME

Mapamerpel makpocos Mo ymonyaHu: |YcraHoaKM S/MIME { - | EI T bl

Mperpammuenii goctyn L
PP

yaocrosepenmn (ceprurares)

% Lindpoebie yaoCcTOBEPEHUA MW CEPTMGUKATEI ABNAKITCA AOKYMEHTAMM, KOTOpBIE 0BECNEYMEANDT BEIONACHOCTE
gl BaLLVX INEKTPOHHBIX TRAHIaKUWA,

| OnyBankosaTe B rAoBankHOM CNMCKE 3APEco.., | ‘ WMmnopt/zkenopr... ‘ | DonyunTe yaocTosepenme. .

“Hurate Kax obbIuHbIA TEKCT

[T Yurare oBeiHElE NHCEME Kak oBbIYHBIR TEKCT

YuTath NWCEMa © LNGPoBCIA NoANMCEHD Kak oBbIMHbIA TEKCT
(I.lEHapMM B Nankax

[] Paspewwnts cuerapnm & oBLLyx nankax

[] Paspewwuts cuenapnm & oBLyeaoCTyHEX Nankax

PucyHok 169. NMapaMeTpbl 3aliUTbl 3/IEKTPOHHOW MOUTbI

HaxmuTe MapameTtpbl (Settings).

BbibepuTe nuuHble cepTUdmKaTbl, COOTBETCTBYIOLWME KOHAM NOANMUCK U UMD POBaHUS, UCNOJb3YS KHOMKY
Bbi6patb (Choose). OTobpaxaembiit AManor NO3BOSET NOJSIb30BATENO YKa3aTb CBOWU IMUHbIE cepTUPUKaThI,
KOoTopble 6yAyT UCNOb30BaTbCS NPU BblIbOpe NMYHbLIX KNIOYEN NoSb30oBaTens 419 GOPMUPOBAHNS D NEKTPOHHOM
LUndpoBoM noanmcK n pacwmnd posku Bxoasiwnx coobuieHnin. YcraHosute ¢pnar NepegaBatb ceptudmkarbl €
coobuieHnemM (Send these certificates with signed messages).
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MameHeHne HACTPOMKM Be30NacHOCTH

Hacrpoika Be30nacHOCTH
ma koHurypaumnm:
YeraHoskK S/MIME | ] W

PopmaT KpunTorpagrm S/MIME
[ | Hacrpoiika GesonacHoCTM MO YMOAYaHMKD ANA 3TOMO GopMaTa
HacTpoika no yMoa4aHWie 4nA BCeX Co0BLEHNIA
MeTkW Be3onacHoTH.. Cozgate ¥aanuTe

CepTWd MKaTH M anropyUTME

CepTUdMKaT NoOgNKUCA: ErlGpaTk...
CepTndinkaT wndposaHna: EmbpaTe...

MepepagaTe CEPTHHMKATE ¢ COOBWEHHWEM

PucyHok 170. U3ameHeHne HacTpoiiku 6e3onacHoctn Outlook

OkHo Bbl6Opa cepTudmUkaTa:

bezonacrocte Windows

Buibop cepTudmkaTa

test

Wzpatens: test_rut

OedctenTtened o 22.053.2013 no
01.05.2030

OtmenHa

PucyHok 171. Bbi6op ceptudpumkara

Mocne Bbli6opa cepTuUdmkaTa Heob6xoaMMo yka3aTb UMa koHdUurypaumm (Security Settings Name). B
npoTmeBHoM ciydae Outlook Bbigact ownbky.

B 3akfiagke 3awura 3J/1eKTpoHHOM noutbl (E-mail Security) MoxHO BkIOUYMTL pexumbl LWndpoBaTtb
coAep)>XuMoe M BNoXeHusa ucxoasiwmx coobuieHuin (Encrypt contents and attachments for outgoing
messages) n [lo6aBnsate uMPpoBYIO nNoanucb K ucxoasawmm coobuieHnsm (Add digital signature to
outgoing messages) ans Toro, 4tobbl WKUdpoBaHNE U INEKTPOHHas uudposas MOAMNUCHL BbINOJHANNUCD
aBTOMaTMYECKM A1 KaXAoro coobuweHnsa. Ecim aTn pexunmbl He BKAKOYEHbI, ONMUMKN WK POBaHMS U MOANUCK
HYXHO 6yaeT BKIUaTb ANS KaX A0ro oTnpasnseMoro coobuieHuns. B 3Tom xe aManore 4ONONHUTENBHO MOXHO
yCTaHOBUTb onuuio OTnNpaBnsATbL NoANUCaHHble coobuieHust OTKPbITbIM TeKCTOM (Send clear text signed
message when sending signed messages). p1 BKIlOYEHHOM pexuMme noanucb GopmupyeTcs B Buae
OAHOT0 OTAENBHOIMO BMOXEHWUS ANs cooblweHuns. Ecnm pexunM BbIK/IlOYEH - TEKCT COOH6LEHNS N BCE BIIOXKEHUS
06beAnHATCA B eAMHOE LLeN0e U KOAMPYITCS B COOTBETCTBMU C MpaBuiamMmn koanposaHus BASE64, nocne yero
pe3ynbTaT KOAMPOBAHMSA NOAMUCLIBAETCS.

8.2. OmmpaBka noanMcaHHbIX COO6LLLEHMIA
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Ona co3paHuMA M OTNpaBKWM MOAMUCAHHOIO coobleHns Haxmute KHonky Co3aaTtb coobweHune

(=]
Cosgatb

coosuenne(New E-mail).
BoibepuTte nonyyartens coobweHums (none To) n Beeaute Temy coobuweHusa (Subject). Ecim nncemo 6yaert

coAepXaTb HEKOTOPblE dalsbl, 406aBbTE UX B MUCbMO, NCMOb3YS KHOMKY Bnoxxutb dann (Attach File).
? M= S

B H® s Tect - Coobuwyernne (HTML)
COOBLEHWE BCTABKA MAPAMETPHI DOPMAT TEKCTA PELLEH3MPOBAHWE
f=] oo - O [
= CK A Wadposars [Iz] KHonkw ronocosaqna ;‘ b.l 3apepxKa JOCTABKK
H=ge; YBEAOMUTE O 4OCTABKE . % HanpaenaTe oTeeTH B
Temel Paspelwenna & n CoxpaHuTe 0TNpasneHHbIA
m MNognucats \
- - YBELOMUTE O NPOYTEHMI D
MokazaTe NoAA PaspeweHne OTCnexnEaH1e Il AonNonHWTENEHBIE NAPaMETRbI I
Komy... testmail@mail.ru
Konwa...
OTnpaeuTE
Tema Tect
Bnoxerue M= Tekcrdocudocs [45 Kaith

test

PucyHok 172. Co3gaHue nognucaHHoro coobuieHus B Outlook

Ona Toro, utobbl nopanucatb coobuieHne HaxmmTe Ha kKHonky Moanucartb (Sign) B 3aknagke

MapameTtpbl (Options).

Ons oTnpaBkn coobuieHna Hax MmTe KHonky OTnpasuTtb (Send).

Ecnm cepTundmkart, C MOMOLLBbIO KOTOPOro noanMcaHo coobuieHme, 6bi1 0TO3BaH UM 3IEKTPOHHbBIN agapec,
yKa3aHHbIN B cepTudunKaTe He coBnagaeT C 3JIEKTPOHHbIM agpecoM AaHHOW y4eTHOW 3anncn, To NMosSBUTCA

cnepywouwee npegynpexaeHue, a camo coobuieHme He 6ygeT oTnpasBaeHo.
Heaonyctumbli ceptudukat ﬂ

Mpunoxenuno Microsoft Outlook He yaaeTca nognucate wam 3awmnppoeaTe CO0BLWEHNE
W3-3a OTCYTCTEMA CEPTUHUKATOB, KOTOPLIE MOTYT BBITh MCMOAL30BaHbI N8 OTNPABKK C
agpeca” . *. Mony4uTe HoBOE UMDPOBOE YA0CTOBEPEHWNE ANA AaHHOM

I . YYETHOW 3aNMUCKH NMB0 HAXKMUTE KHOMKY “YYETHEIE 3anuUcn’, YTOBbl OTNPABUTE COOBLLEHME C
NOMOLBIO YYETHOM 3aNWUCK, 4N9 KOTOPOW MMEETCA CepTUHMKET.

WN3MeHWTE NapameTpel 6e30NacHOCTH.., OK

PucyHok 173. Ownbka ceptudpukarta ornpasurens B Outlook

8.3. Tlony4yeHve cepmdmkata OTKPLITOro Kova aboHeHTa Ans WmdpoBaHUs coobLLeHN

Ons wndpoBaHusa coobuieHnt B agpec Apyrnx nonb3oBaTenen HeobxoamMMo NnpeaBapuUTeNbHO NPOU3BECT U
obMeH cepTudmkaTamu. na 370oro 0b6bIMHO AOCTATOYHO NepecnaTb nognucaHHoe cooblweHue B aapec
Tpebyemoro aboHeHTa (coobuieHMe NocblIaeTcs BMECTE C cepTUduMKaTOM oTnpasuTens). MNocne nonyvyeHus
coobLeHns n NpoBepKM 3 NEeKTPOHHOM LMdPOBOKM NOANMUCK NPOU3BOANTCSA aBTOMaTMyeckoe gobaBneHne agpeca

OTMNpaBUTENA U ero cepTudMKaTa B aAPECHYIO KHUTY.
[na KoHTpons Ao6aBneHNs BbINOJHUTE CeaylolmMe AeiCTBuUS.
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1. OTKpoOWTe NnoKasibHYl0 afpeCHY KHUTY, HaXxaB Ha 3HAUYOK B HMXKHEW yacTn o6nacry nanok.

®ANN FMABHAR

"
L ]
=1 &,
Cosgate  Cosgats .
cooBueHne 3nemenT~ W9 T

x

Co3gate YganuTe

4 corptest@cryptopro.ru

¥panute
@, Mepecnate

Inbox - corptest@cryptopro.ru - Outlook

OTMPABKA 11 NONYYEHAE MAMKA B
% Q_ OteeTvTe
EL

@3_ OTBETUTE BCEM

¥

MepemecTiTe B: 7 Mepe
9; PykosoguTento ~| ==lpae
B~ |= Coobwenme rp.. |7| M Opep

OTBETUTE BbiCTpEIE 4EACTENA ] Mepel

Bce HenpouwraHHbie

MoWck B Nanke “Ws TeKyWera noyTosoro saumka” (CTRL.. O |-

Mo data * Hoswe +

[+]
- ]
& Inbox Tecr 16:45
YepHosuku [1] Tecr
Sent ltermns corptest
Deleted ltems EncryptandSignTestMessage 5:30
Mews Feed test
corples
Outbox P ! 1
Encrypt&ndSignTestMessage 4:53
RS5-kaHane
HexenatensHan noyra corptest
Encryptand3ignTestMessage Yt 5:47
OTnpaenexHele
[ Mankw nowcka corptest
EncryptindSignTestMessage Yt 5:19
N corptest
E M L] EncryptAndSignTestMessage Yt 4:43

BCE MAMKK ¥>KE OBHOBNEHBL  NOOQKNHOYEHD K MICROSOFT EXCHA

SNEMEHTDBL: 80

PucyHok 174. JlokanbHaa agpecHas kHura Outlook

2. B oTkpbiBwelica dopmMe BbiIbeEPUTE HYXHbIA KOHTAKT U OTKPOUTE ABOMHbBIM KJIMKOM.

3. B dopme, kKoTOpasa cooepXwuT cCBeAeHUss 0 KOoHTakTe, BblbepuTe Mokas (View), B OTKpbIBLIEMCSH

BbiNajatoLLeM MEHIO

Haxmute CepTudunkaThbl

Ceprudukatel ( oo rtificates).

= H *T b= corptest - Kontakt T EH -
AN KOHTAKT BCTABKA QOPMAT TEKCTA PELLEH3MPOBAHWME
@ x R Coxparnte n cosgate - =] [} OtnpaeuTe no 3nekTporHoii nadte [EE] > 3’3
23 Nepecnate - F‘ECoﬁpaHme o
Coxpanute ¥aanute Mokaz Wmena Mapamerper Tern  Q6uosute  Maciurab
W 33KPEITE O, OneNote - 7 Dononnutensto = - - -
JeiicTena CeAsb OBHoBMTE  MacowTas
. L Moapob
=] oapobrocti
roeenn. | [t el g )| corptet
] A Ceptudikatel
OpraHnsauns : OBuyne Elocenon corptest@cryptopro.ru
AonxHocTe Nokas
XpaHWTE Kak corptest - -
VIHTEpHET
EE 30, novra... - corptest@cryptopro.ru

OTobpaxaTe Kak
EBe6-cTpaHuua

MrH, cooBweHusa

TenegoHsl
PaBGo4mit.., -
OOoMAWHW... -
Dake [pakouuii)... -
MoBUABHBIM... -
Aapeca
PaBOYM... -

CHHTETE NOYTOBLIM
anpecom

0 Nogpobees o corptest.

3
3aMETEM
corptest

PucyHok 175. KoHtakt Outlook
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B pe3ynbTaTe 0TKPOETCs CNUCOK cepTUdUKaTOB, B KOTOPOM MOXHO YBUAETb cepTUdUKAT OTNpaBUTeEss.

BE d L Y corptest - Kontakt ? EH - O X
GAAN KOHTAKT BCTABKA GOPMAT TEKCTA PELEH3WPOBAHWE
@ x B Coxparute n cospate - =i T EE: > 3;53
’.3_.|, Mepecnate = )
Coxpannte Yganute m Mokas Cemse Wmena Mapamerper Tern  O6uosuts  Maciirab
W 33KpPRITE i OneNate - - M = -
JercTena JBHOBWUTE  MacwTab ~

Mpw oTnNpaeke Wy poBaHHOrD CO0BIWEHWA JAHHOMY KOHTAKTY BYAET MCNOALIOEATECA O4HH
WE 3THX CEPTURMEATOE. CepTUgUKaTH 406AENAKTCA NME0 NPK NOAYYEHNK COOBLWEHNA € LMGPOEDH NOANWCEID 0T
A3HHOMD KOHTAKTA, NMG0 NPpH MMNOpPTE ero $afna cepTHgUKaToE.

CepTH@HEaTE [UWEPOBRIE YAOCTOERDEHKWA)

WeaHoe MEaH MeaHosn4(MNo ir.mﬂanmo CEONCTES. ..
[

Mo ymonyaHumo

WMmnopTt..

JKCNOPT..

¥aanuTe

ﬂ Mogpobees o corptest D L

PucyHok 176. Cnucok ceptudpukatoB Outlook

g

CoxpaHute

lMocne aToro HaXxXMmMTe Ha KHOMKY CoxpaHuUTb M 3akpbITh == (Save & Close). Ecny aboHeHT C TakuM
aApecoM yxe CylulecTByeT, nporpamMmma npeanoxut, nm6o aob6asutb HoBbIM KOHTakT (Add new Contact), 1mb6o
o6HOBUTbL cBeaeHMA O BbiaeneHHoOM koHTakTe (Update information of selected Contact). Boibepute BTOpO#
NyHKT. [pn 3TOM B CyLLeCTBYIOLW NI KOHTAKT 6yaeT gob6aBneH NosydeHHbI cepTudunkaT, a pe3epBHas Konus
6yneT coxpaHeHa B Deleted Items Folder (YaaneHHbie).

8.4. OmpaBka WndpoBaHHbIX COOBLLEHNN
(=]

Cosgatb

[ns co3aaHusa M oTNpaBKuM LWNHPOBAHHOIo coobueHns HaXxXMMTe KHoNKy Co3pgaTtb «t<: (New E-mail).

Bbibepute nonydatens coobweHus (none To) n sBBeante Temy coobweHnsa (Subject). Ecim nucemo 6yaet
coaepxaTb HekoTopble daiinbl, Ao6aBbTe MX B MUCbMO, UCMOJIb3Ys KHOMKY Bnoxutb ¢pann (Attach File) B
3aknagke BcrtaBka (Insert). [na otnpaBku coobuweHns B 3awMdpoOBaHHOM BUAE HAXMUTE KHOMKY
LWndposaTtb (Encrypt).
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3NEMEHT ™

Mokasate N... PaspeweHune AOI‘IOI]HMTEI’IbHHG napamMmeTpbi

EH®SO0 ™ = test - Coobiuenme (HTML) ? B -
AN COOBLEHWNE BCTABKA MAPAMETPHI QOPMAT TEKCTA PELLEH3VPOBAHWE
B CK e i% R‘ 8= 3apepxka gocTaskm
iSor e :;_ Hanpaenate oTeeThI B
Temel Paspewuern: g Moanucats OtcnexusaHne CoxpaHuTs 0TNpaBAeHHbI

x

Komy... irkorolev@cryptopro
Konus... ’ ‘
OTnpasuTe !

| Tema ‘test

test|

PucyHok 177. Co3paHue 3awumdpoBaHHOro coobueHmsa Outlook

Mocne Toro, kak coo6LeHe NOAroTOB/IEHO K OTNpaBKe, HaXXMUTe KHoMNKy OTnpaButb (Send).
Mpu nonbiTke 3aWwndpoBaTb MMCbMO Ha OTKPbLITOM KJlOYE Bflajenblia 0TO3BaHHOMO cepTudmkaTa,

NnoABUTCA CeAyloLlee NpeaynpexaeHue.

Mpunoxernio Microsoft Outlook He yganoce 3awndposate
CO0BLWEHNE, NOCKONBKY CIBAYIOWNE NOAYHATENN HE UMEIOT
CEpTUHUKATOE, MMEIOT HEAEMCTEUTENBHEIE CEPTUDUMKATE MK HE
NoAAEPXMUEAIOT AaHHOE WHdpPOBaHKe:

corptest

Coo6uweHne MoXeT 6biTb 3aWndpoEaHO U OTNPABAEHO, HO
YKa3aHHbIE NoAy4YaTenu, No-BMAUMOMY, HE CMOTYT €ro NPoYuTaTh.

\ He wnudpoeaTte coobueHne } MpoaonxnTs

PucyHok 178. Owmnbka npy wmdppoBaHUM OTO3BaHHbIM cepTudUKaToM

8.5. lpoBepka cepmdukaTa Ha OT3bIB

[na KOHTPONs NpOBEPKM CEPTUPUKATOB Ha OT3bIB BbINOSHUTE creayloume aeictemus. OTKPOMTE NonyyeHHoe

noanuMcaHHoe NUCcbMo. Hax Mute KHOMKY — Npu3Hak noaAnncaHHOro coobueHus.
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Tema: Tecr
o CepebpeHHukosa EneHa CepreesHa
MognucaHo:

AeNCTEBMTENBHON U AOBEPEHHOMN.

[ns NpocMoTpa CBejeHnit 0 cepTudukaTe,
NPUMEHAEMOM B LMOPOEOI NOANKMCK COOBLIEHMS,

HaxXMuTe KkHonky "CeeaeHuna’.
CeegeHua...

D Mpeaynpexaate 06 OWWMBEKAX B NOANWMCAHHEIX COOBLWEHNAX 40 OTKPHITUA.

PucyHok 179. NpoBepka uncgpoBoit noanucu

Q LUudposaa nognuce COOBLEHWA ABNAETCA

Haxmute kHonky CBepneHus (Details).
A ecnm OTKpbIBLLEECS OKHO noao6bHo cneaytowemy, To COC He yCcTaHOB/IEH NMMB0 CPOK ero AENCTBUSA NCTEK.

O6HoBUTE COC, XpaHSALWMICS B IOKANIbHOM CpaBOYHMKe CepTUPMKATOB, C UCNOJIb30BaHMEM AOCTYMHbIX
cpeanctB. Ecnn 0KHO 0CTaNoch NPEexXHUM, TO cepTUduUKaT He b1 0TO3BaH.

E Tema: Tecr

CooBueHna MoryT WK poBaThca U COAEpPkKaTe 10U LMPPOBLIX NOANUCEN
101 4ONYCKAET HANMYME HECKONBKWUX MOANMCEN.

Cnowu 6e30nacHOCTH
Bri6epuTe cNoi 4na NPOCMOTPa Ero ONUCaHWUg.
v
+' YpoBeHb UM POBLIX NOANKMCEN
‘o TlOANMCAHO: » -

Onucanue:

OK: nognucaHHoe coobueHune,

Cnegyrowme KHONKK NO3B0NAI0T NPOCMOTPETE 40NONAHUTENBHEIE CBEAEHNA WAW BHECTH
W3MEHEHWA B BEIBPaHHLIN C10M:

MN3MeHWTD gOBEPME,., fMogpoBHOCTH... Josepue K UeHTPY cepTudurkaunm..,
D MpeaynpexaaTte 06 OWKMBKAX B NOANMCAHHEIX COOBLEHMNAX

PucyHok 180. CBeaeHus o uncdposoii nognucu B Outlook

Ecnun xxe COC o6HOBNEH, @ MMCbMO NOAMNMCAHO OTO3BaHHbIM CEPTUMOUKATOM, TO MPU HAXKATUMN KHOMKMN ®
NoSIBUTCS Cneaylollee npeaynpexaeHuve:
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r ] 23 P
Uudposas nognucs: HenpaswuabHaa
Tema: noan
OoT: Kopones CtaHucnas Badecnasosuy
Moarmucato:  skorolev@cryptopro.ru
Lndposas noanvce cooblueHna aBnaeTca
HEAENCTBUTENEHOM MK HE AOBEPEHHOI,

Ana NpocMoTPa CBEAEHMIA O CEPTUDMKETE, NPUMEHAEMOM B
WwipoBoit NOANKMCH COOBLLERUS, HEXXKMUTE KHONKY
"Ceeaenus’”.

MpeaynpexaaTs 06 ownbkax B NOANMCaHHBIX COOBLIEHMAX A0 OTKPBITUA,

\ v

PucyHok 181. CoobuieHme o HeaencTBUTENbHOW LU POBOA noanucu

Haxxmnte kHonky CBeaeHus (Details) ans npocMoTpa cBegeHuin o cepTudukare.

@ Tema: Tecr

CooBLweHna MoryT WwnudpoBaTeCa U COAepxkKaTb oW UMb poBbX nognuceit. Kaxabiit
101 4ONYCKAET HANMYME HECKONBKWUX MOANMCEN.
Cnou 6e3onacHOCTH
Bri6epuTe CNoi g4na NPOCMOTPa €ro ONUCaHKUA.
© Tema: Tear
0 YpoEBeHb UMPpPOBLIX NOANKMCEN
...4)) Noanncatio: MGG

Onucanue:

Ouwwnbka:
CUCTEME HE YAAETCA NPOBEPUTE, ABNAETCA AW MCMONB30BaHHLIN ANA CO34aHNA

A3HHOM NOANWCK CepTUdUKAT A0CTOBEPHBIM, 5
OAnnuraun . o s ranuamen FOCT DA 10 2001 /TNCT D 24 11 QA

Cneaylowme KHOMKW NO3B0ASIOT NPOCMOTPETE AONONHUTENBHBIE CBEAEHWNA WAW BHECTH
W3MEHEHWA B BEIBPaHHLIN C10M:

| WN3meHuTb goBEpUE... ‘ I Moapo6HOCTK... l [Aosepnexuempy CEpTUOUMKALNM... ]

[ ] Npeaynpexaats 06 ownéKax B NOANMCAHHBIX COOBILEHNAX

PucyHok 182. CBegeHus 0 HegencTBUTeNbHOM LM poBOoi noanucu
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